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1. [bookmark: _Toc50027513]Introduction 

In this article, we will discuss our consulting work on a low-level hacking incident at the request of the Republic of Snowdenia County Council to provide advice on data security. One of Snowden 's workers carried out a three-pronged infiltration, based on the Man-in-the-Middle (MITM) attack, password breaking, and Wireless Wi-Fi connectivity provided to workers working at home.
2. [bookmark: _Toc50027514]Explain the basic requirements of securing confidentiality, integrity and availability for the Council’s information, and the associated policies and procedures that underpin security-aware operation possible
Nowadays, insurance firms and their self-employed employees tend to have been leveraging technologies and linked effectively in real time to simplify and optimise job processes, and to reduce insurance distribution costs. Over all, when insurance providers and companies fund information infrastructure advances that increase the velocity at which new enterprises can be developed and existing businesses can be replicated or managed, the accomplishment and preservation of an acceptable standard of data protection is far more than a list item. Right now, that's a big problem. (Huntley, 2010)
The consideration of three main network security principles – Confidentiality, Integrity and Availability (CIA) can lower the risk even when it is in a connected, real-time universe.
[bookmark: _Toc50027515]Confidentiality:
The Confidentiality can ensure that only the authorised group of people will have access to the information. With cyber-attacks in many sites — and the increased applicability of federal legislation — maintaining confidentiality of information in insurance systems is a civic duty. (Huntley, 2010)
[bookmark: _Toc50027516]Integrity:
Integrity ensures that the information is reliable and can’t be modified or modified other than by those authorised to do so. In order to be able to rely on internal information, it is critical for every insurance organisation to find security mechanisms that can perform appropriate checks and error handling reporting. Integrity of the data can also be ensured by removing unnecessary data input and some errors associated with manual processes. The deployment of real-time data tools and auto workflow standards in any enterprise resource planning project can also help in achieving data integrity. (Huntley, 2010)

[bookmark: _Toc50027517]Availability: 
Gives permission as it were only to approved users get to the information or innovations where and when they require it. While insurers attempts to avoid manual procedures, paper records are certainly warranted and with some benefits, new auto processes and digital form makes it even more essential to think and act ahead. If the failure happens and the office has no computer, mobile and high-speed internet, adequate data protection and safeguards for disaster recovery — including system continuity and geographical isolation from sites — the system would also ensure your backup systems operate as normal in the event of a disaster. Working in the real-time world, the reality today is that daily business requirements involve a complex communication network between customers, teams, suppliers and general manager who can make sensitive data vulnerable to unauthorised access. (Huntley, 2010)
The achievement of these goals involves more than using complicated passwords and the separation of firewall networks. The CIA maintains vigilant security protocols at all levels, combined with the implementation of a "Deep Defense" strategy that puts controls all over user computers, the network perimeter, the internal network, host systems , applications, user interfaces and databases. (Huntley, 2010)

You must properly track the data transfer from the network to make sure the confidential data is only passed on to those allowed to access it in your business network.  These technologies – including firewalls, network firewalls, intrusion detection, data loss protection systems, and philtre email systems – help block unwanted traffic and warn people about suspicious activity. They may also be used to secure the safety infrastructure. Internally, it is important to design a network with security zones in mind, and also to use security guides to configure network devices (for example, switches and routers).
All users in this real-time world, including suppliers, managers of general agencies, free lancers, and sellers servicing them, must embrace this fact. Luckily, activities and technologies like the latter are accessible at this moment. It is now time for both of them to implement and execute.
3. [bookmark: _Toc50027518]Critique the previous hacking problem, and indicate a means whereby each attack could have been detected and/or prevented
One of Snowdenia’s staff members rolled out a three-pronged intrusion, based on the Man-in-the-Middle (ARP) attack, password cracking, and Internet Wi-Fi access provided to roving employees working from home. As a result of this action, private data has been released to the public domain, which has been published on a website for criminals seeking data regarding different illegal activities.

Authentication is the key to every protected system. It is the process that connects the real person with his online avatar. Manny hackers affect the authentication mechanism since it is one of the simplest ways to gain access to a protected system under false names. The most commonly used authentication method is the password, but unfortunately it is also the least reliable. Since passwords typically have low entropy, it is generally reasonably simple to find using exhaustive search attacks. (Ordean & Giurgiu, 2013)
A secure login typically made between the link parties ( i.e. the user and the server) in order to enhance the security of user authentication. The way to create a stable link can also verify the identity of certain parties through the use of the Public Key Infrastructure ( PKI) when it comes to encryption. Nevertheless, all parties engaging in conversation share PKI 's trust in the Certificate Authority and are subject to threats from people in the centre. Additional methods to avoid attacks on MITM use the possibility of contact networks (specifically designed for security mobile messages and approval applications), of two-factor authentications (e.g. one-time pads), or of two-way encryption, but the existence and even the movement of physical devices is difficult, as are the methods of symmetric encryption and multi-factor authentication. (Ordean & Giurgiu, 2013)

A MITM consists of an intruder who interposes between the two negotiating sides in order to warn or monitor the contact. This hacking is usually aimed to a client/server contact, either to acquire authentication certificates or to execute activities in the name of the client. Figure 1 demonstrates the hack targeting user credential. We believe that the hacker already is aware of the public key of the network and the password alphabet. The password alphabet is used to demonstrate the applicability of alternative authentication methods ( e.g. visual authentication). The other presumption is that the intruder doesn't really know or can access a private key from the server. The user's password is often considered unknown to the hacker since it represents the goal of the attack. (Ordean & Giurgiu, 2013)

In general, the hacker uses one of these options:

1. Try to create two secure links: one with the server as the customer and the other with the server client. For this case, data can be changed in real time.
2.  Try to serve the client as the server in order to obtain targeted data that could later be used. The processing of data ( e.g. exhaustive search attack) is possible in a more extensive way.

Figure 1 shows the hacker established with two safe connexions simultaneously, each with its own shared key. The hacker takes on the role of the server in one connexion with the user and tricks the client to believe in its legitimacy. Hacker poses as regular client in the other connexion with the server. The hacker can pose to the server as the client since this system does not use client ID (certificates, tokens, apps or SMS for authentication). (Ordean & Giurgiu, 2013)

[image: ]
Figure 1: Diagram of MITM attack 
Source: (Ordean & Giurgiu, 2013)

Since the hacker successfully tried to accept his or her own certificate and each link was secure, those two, the client and the server believed they were accessing the correct side. Hacker will read all messages, however.
4. [bookmark: _Toc50027519]Give the basic details of an auditing or testing approach the Council might adopt to demonstrate better compliance with data protection legislation


The best way to audit or test the Council security is to rely on GDPR. Implementing it and following it will give the necessary level of protection for all the data that is process from the Snowdonia council staff members. GDPR extends the reach of data protection to make it consistent, wherever they are located or where the data is stored, with any organisation which collects and processes data related to European people. (Tankard, 2016)

The GDPR calls encryption, which is the default method to secure all data both when transmitting information and when stored. This includes structured and unstructuring material contained or used in tablets, word papers , reports, emails and files, in both databases. Especially when data is stored in the cloud or at endpoints, cryptographing keys must be retained with the organisation that collects or handles data in order to avoid third parties' unauthorised access, contributing to costs of improper encryption. Strict security control systems should also be applied within the organization in order to ensure that only those entitled to access keys are able to access keys. (Tankard, 2016)

Although data is being secured, it is also common practise to reduce the volume of data gathered. This would not only contribute to minimise the cost of maintaining large databases, it would also ensure that the company is less likely to refuse to satisfy the standards of the GDPR that data can only be used for the reasons for which it was gathered, and no other. If the data are used for reasons other than those to which the data subject has given his or her permission, the data subject may demand damages in the form of compensation. (Tankard, 2016)
While encryption is an incredibly efficient data security tool, it’s not adequate by itself. Firms should ensure that there are sufficient access controls in place to prevent unwanted access when data is decrypted, as well as to monitor users' position with the data. For example, the network engineers has to be able to do maintenance duties such as updates, but should not have permissions to read the contents of the data – for example, the application operations staff in the HR department wants to be able to take control of the infrastructure and realise that the data is there but should not be able to read the job contracts. This refers in much the same manner to data access systems that should be subject to access controls. (Tankard, 2016)

Controls can be linked to backend directories such as Active Directory, to help recognise granular rights and to ensure they are kept up-to - date as situations change if a person is promoted or moves to another job. (Tankard, 2016)
The use of regulations and best practise structures will help companies handle the challenges they face while bringing greater productivity and consistency to their operations. They allow best practises to be incorporated into the enterprise. (Tankard, 2016)

The critical CIS safety measures in Table 1 can be used as a checklist to ensure that businesses have the protection to meet the challenge of risk management. These controls are a suggested set of steps that will provide companies with simple and efficient approaches to strengthen their network capacity to protect their networks and allow organisations to organise their activities to achieve the best results with the least effort in the event of an attack. (Tankard, 2016)
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Table 1. SANS CIS critical security controls
Source: (Tankard, 2016)



[bookmark: _Toc50027520]CONCLUSIONS

MITM is still a major security issue, even though effective approaches to avoid it have been established. Much of the issues relate to the fact that the protection measures needed to defend against it are difficult to enforce or can seem impractical, particularly when it comes to usability. Although the current guidelines do provide a high degree of security, not all applications are yet completely accepted.
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Control | Description

CsC 1 Inventory of authorised and unauthorised devices

CSC2 | Inventory of authorised and unauthorised software

CSC3 | Secure configurations for hardware and software on mobile devices, laptops, workstations and
servers

CSC4 Continuous vulnerability assessment and remediation

CSC5_| Controlled use of administrative privileges

CSC 6 | Maintenance, monitoring and analysis of audit logs

CSC7_| Email and web browser profections

CsC 8 Malware defences

CSCO | Limitation and control of network ports. protocols and services

CSC 10 | Data recovery capability

CSC 11 | Secure configurations for network devices such as firewalls, routers and switches

CSC 12 | Boundary defence

CSC 13 | Data protection

CSC 14 | Controlled access based on the need to know

CSC 15 | Wireless access control

CSC 16 | Account monitoring and control

CSC 17 | Security skills assessment and appropriate training to fill gaps

CSC 18 | Application security software

CSC 19 | Incident response and management

CSC 20 | Penetration test and red team exercises
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