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Introduction

The report outlines an investigation into web services and web development. To achieve this, a website service will be constructed. There will be a code examples and a discussion on existing literature on the topic of what a RESTful web service is.
The report will also demonstrate how a developer can adhere to the standard practices and expected implementation styles in which they write their code. This will be achieved by briefly dissecting practical examples of works from external authors. The user will also be shown sample codes from a pre-written application, which generates number plates automatically and auctions them off to buyers in an auction-like manner. This will be contributed to by a discussion on how the code links to good or bad practices.
The second section of this report will discuss sever and severless technology principles, which will be complemented with how both options compare and contrast. After the discussion of what serverless is and why it is popular, the report will provide some examples of serverless technologies and how they benefit an organisation. 
The report will then elaborate on the definition of web development, before providing the user with knowledge on the circuit breaker pattern and how it is applicable to modern web development. To further introduce this understanding, the report states it will investigate the meaning of server and serverless. In addition to this, the user will learn about services such as software as a service. They will then look into what a circuit breaker pattern is and how it can have used to prevent errors in a system. This is essentially a fail-safe method. An example of such a scenario and result will be provided.
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Web hosting is “simply having space online to house your website and serve it to any visitors who come” [11]. 
To rephrase this, the report states web hosting is where an allocated area (URL) is displays your content to users who have access to it.
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[bookmark: _Toc7983564]Figure 3: Figure showing the code used to run the spring application for the number plate auction.
Web services according to Daigneau are “means to integrate disparate systems and expose reusable business function over HTTP” [2]. To rephrase and build upon this quote, the report says that web services do not reply on a platform web application which is loosely coupled, adaptable, using open standards which are spread over a wide area [1]. A note worth mentioning is that a developer can achieve this using xml artefacts.
A RESTful web service is a hosted space that incorporate REST (Representational State Transfer) [21]. REST is as: “an architectural style that specifies constraints” [21] and is set of application rules that defines the blueprints for a service. URL’s will access a REST architectural style by using resources which include data and functionality [21]. 
A restful system essentially consists of the following elements:
· Client-server – consisting of loosely coupled communication.
· Stateless – sessions end when a request’s life cycle is complete.
· Cacheable – reduces requesting previous requests again by ‘remembering’ 		         responses.
· Uniform interface – generic interface is used.
· Layered system – layers which determine the requests journey to retrieve the data/ For example, layered architecture pattern.
 [19]


RESTful web service is a machine and human operable service which can provide a user with API’s capabilities without the need to access backend data sources [19]. This process allows user to this by providing them with and interface which is not dependent on a single programming language [19]. 
Applications which incorporate RESTful principles may be easier to use, require less storage and processing time. The principles include:
· Resource identification through URI – allows a range of URL’s to interacted a client to a server and vice versa.
· Uniform Interface – Allows a user to use PUT, GET, POST, DELETE and PUT operations (CRUD) to retrieve data from a resource.
· Self-descriptive languages – different coding languages such as HTML, XML, JPEG and JSON can be used which makes the development more diverse.
· Stateful interactions- Using hyperlinks and the history of requests, states can be transferred. An example of this would be cookies. 
[21]
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[bookmark: _Toc7983565]Figure 4: Number plate auction repository code to incorporate CRUD operations.
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Before further discussion on standards and implementation of code, there must first be an understanding of implementation styles. Additionally, you need to ensure the four following considerations are kept:
1. Atomicity – all or none of the applications are applied to its state
2. Consistency – data must transfer from one state to the other successfully
3. Isolation – data must be reproduced in the same way in concurrent transactions
4. Durability – Failures that occur after a commit is made are reversible
This report will discuss best practices and approaches in the implementation of RESTful web services. 
The web service is designed to generate and auction of number plates. The goal of the developer is to design an application that will respond to different access credentials from the user, produce front-end html for viewing purposes and store plate numbers which will receive bids. The application needs to be reusable and remain in line with coding conventions and standards; hence, it is stated that the report wishes to create a dynamic web service [4].
To ensure a program is easier to read, understand and adjust, developers aim to follow a pre-defined set of rules and regulations similar to a code of practice [5]. The essentials of such practice revolve around four areas which are understanding the specifications, planning the development, implementation of the product and review of results [6].
The first standard to discuss is product standards. This is during the development stage. Specifically, standards apply to headers which need to be aligned with the decide method, structure of the code formatting and standards of how the code is documented e.g. JSON docs [5].
Process standards relate more to the inner workings of the code. This includes areas of construction, validation and details of documents or tools used during development and testing [5].
ISO standards framework
Two examples of these frameworks are ISO 9000 and ISO 9001. It is recommended that a developer adheres to ISO 9001 because it applies to organisations which design, develop, release and maintain software products [5]. The approach allows a company to develop standard practice by setting a scope of rules and structure to follow [5].
Construction, review and implementation standards
Construction refers to preparation, principles and validation of developer’s code [6]. The preparation meaning the product specification, tools and unit tests you will use. This will need to be chosen appropriately to attain the optimal service [6]. In addition to this, the unit tests need to appropriately check the code to ensure bugs are detected and resolved pre-deployment.
There should be consideration to whether the code outputs meet the design [6]. Relating this to RESTful web services would be how your classes, controllers and repositories communicate with each other. An example of how classes were used in relation to the number plate auction program is shown (Figure 1).
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[bookmark: _Toc7983562]Figure 1: Figure showing a class in the number plate auction program.
Following construction, the code would need to be reviewed. The purpose of this is to ensure the final product meets specifications. This will be then assessed through peer review, testing of the code and the analysis of your documentation [5]. Communication can involve daily reviews and weekly retrospectives of the processes and progress to date, all the way through to bug-fixing refactoring of code for adaptability and quality of the finished service [5]. 
Reviews can also be applied to RESTful service, by looking at both the quality of the code and through walkthrough’s from a user’s perspective [5], enabling the developer to see if the web service is easily usable and meets expectations. 
The following list includes further means of review and testing:
1. Customer expectation – as indicated earlier, the final product has to be usable by its intended audience, otherwise the whole application will be void [6]. The developer must check to see if the code meets the specification and provide the user with the service requested.

2. Service is accessible – Is the web service accessible using a URL? In the case of a RESTful web service, this can be achieved through AWS Elastic beanstalk or via Windows Azure [5]. Meanwhile in the number plate auction, the application is accessible on the local host via paths set by the controller. The figure below shows the controller used for the standard plate auction. 
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[bookmark: _Toc7983563]Figure 2: Standard number plate auction.
3. Bug fixing during deployment – Although it is highly unlikely to detect all the bugs prior to deployment, a conscientious effort should be made to detect as many as possible [6]. It is quite often an example of bad practice if a product will be deployed for bugs to then be detected by the user [6]. 
[1]
The report will briefly discuss the following styles:
Transaction Script
A transaction script is a means of implementing a web service particular with databases and it allows a developer to write code to carry out tasks [2].
The advantages are the simplicity, reusability and tight coupling of scripts to data sources and API’s [2]. 
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[bookmark: _Toc7983566]Figure 5: Code showing a transaction script [23].
The code above is using a transaction script pattern to allow a user booking a holiday. The user can see that some of the classes are empty. This shows how the code can potentially be reused for other applications while only requiring minor adjustment.
Datasource Adapter
The Datasource adapters are used to transition one class interface to another interface [2]. This would allow the classes to communicate and interact with each other. A drawback to this pattern, is that the datasource provider would need to be compatible with the web service, for the system to work. However, there are many considerations to this pattern. For example, the code can be easily used and customised to the task at hand, it allows access privileges to be set up and can be used with domain models by distributing requests to the objects within the service. An example of one class being called by another is shown below.
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[bookmark: _Toc7983567]Figure 6: Code to implement the plate generation class.
Operation Script
As mentioned earlier with transaction script, code can be duplicated. However, it may be difficult to adapt to certain new tasks. Hence, by using operation scripts, application logic can be applied and implemented to the web service [2]. The use of such a method would mean conditional and sequence statements can be used to decide which domain subsystems should be used in. The main feature of operation scripts is that it will either commit or rollback changes based on success or failure [2]. Using Inversion of Control operation scripts can also make implementation of domain objects less likely to have effects on the service logic [2].
Command Invoker 
Daigneau states: “when a web service is implemented as a Command invoker, all the domain and exception-handling logic is removed from the web service and moved to the command objects” [2]. 
The report derives from this that the request data is sent to the command which calls a method to process the data and the request. The benefit of this method is the web application would be oblivious to the domain model [2]. In turn, the different requests can call on the same command without knowing the other is doing so. 
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[bookmark: _Toc7983568]Figure 7: Code showing a command invoker [24].
The figure above shows a command invoker for a customer to place an order, which allows different client to make the same order.
Workflow Connector pattern
Workflow connection is the automation of a process by placing tasks in order of executable sequences [6]. In fact, it can be used to describe an entire process from the sending of data to the reading, writing of databases or initiating web services [6]. This can be seen by the figure 8 below.
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[bookmark: _Toc7983569]Figure 8: Figure showing a workflow engine [22].
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To understand what serverless means, the report must first explain what a sever is.
In short, a sever is not necessarily a hardware device. In fact, a server can be either a device or an application that will provide a service for other devices or applications of other servers when requested [7]. To simplify this, the report can therefore state that the request to a server is made by a client [8].
The client-server model can provide some clarity to the function. A server in this model is set up to share data and resources through a request from a client and the resources are on a server located elsewhere [7], [8]. This can be achieved through the use of web applications. For example, a web server will respond to requests by retrieving data from hosted web pages and files over a network [8].
The report can now explore the theory behind severless, to clarify: serverless are not what the name suggests. Serverless approaches still use severs. The quote “just like wireless internet has wires somewhere, serverless architectures still have servers somewhere” [9] supports this. The key difference between sever and serverless, is the developers who develop code no longer need to concern themselves with servers, as the architecture is managed by a third party [9].
Companies are now using severless frameworks to make the development process easier. The general process is the simplification of code or API requests and separating the application from the individual elements that the application consists of [10].  
The instances only run for a very short-lived period. Specifically, the instance will run individually until the “duration of the authentication process” [10].


[bookmark: _Toc7983552]Comparison of server and severless

The first difference between these two types of computing is the cost. Servers would cost a company to both buy and run, while serverless application only charge you for what you use [9]. The breakdown of this cost would include the application call and hardware [10]. 
Contrarily, the transfer of the application from server to serverless can take a large amount of time due to the complexity [10]. It will also need developers to learn how to use tools and processes in order to do so [10]. This in turn would incur its own costs through training and transfer time.
There are a number of additional advantages to serverless. For example, the start to finish period is shorter, as there are fewer areas to develop and manage. Hence, there are fewer hands needed to complete task, which in turn would free up resources for other use. Another advantage is auto-scaling; in short, scaling is where the storage or process capabilities are suitable for large processes. In other words, the process can adapt to change. When using serverless technologies, the third party provider will do this for you automatically.
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Software as a service is essentially hosted software which requires no installation, that is available on request [12] e.g. Gmail. This is supported by S. Walraven who states SaaS “is a software deployment model that delivers software applications as online, on-demand services” [14]. 
For example, office 365 is a software that does not require installation. Instead, it is stored on a serverless cloud storage. The report will note that the application is online and provides a service that is on demand [14]. 
The first advantage of SaaS is that the method requires less demand on internal departments of a business. This is due to the fact that the services are hosted online rather than in house [3]. In addition to this, the software can be accessed anywhere in the world and updates are made to the online service and not applied to individual machines [3]. The final advantage this report will mention, is the ability to co-operatively work in different locations. 
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[bookmark: _Toc7983570]Figure 9: Figure showing the positioning of SaaS, IaaS and PaaS from [13].
This report states that PaaS provides a stack, which allows the development and hosting for applications and services, by means of a computing platform [14]. To rephrase this, the customer has no authority to make changes to the structure; however, they can make changes to applications [17]. 
An example of PaaS is Amazon EC2 instances, which provides a service which incorporates IaaS to deliver computing resources to its clients [14].
According to Blokland et al. “web hosting is a form of PaaS” [17]. This allows users to develop their own website or applications using languages such as Php or MySQL. Where a customer can buy and develop applications.
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According to McGrath IaaS services include:
· Host provisioning 
· Load balancing 
· Public and private network connectivity
· Firewalls
· Storage 
In other words, it is a means to replace hardware i.e. serverless. As stated earlier, the advantage of using IaaS is the time saved in set-up, running and maintaining a hosted website [10].
Regarding IaaS with respect to web hosting, the report states that IaaS allows a customer to have storage, networks and computing abilities available to them; this in turn, will mean users can develop their own infrastructure [17]. The report notes that this does not mean that the customer has direct control over the cloud infrastructure but their own projects infrastructure. 
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[bookmark: _Toc7983571]Figure 10: Figure showing the purchase of IaaS [17].
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In the case of a company who undertakes web hosting, should they use circuit breaker patterns, particularly if an organisation has multiple regions where applications make calls to one another. If a service region was to fail due to a slow network or request flooding, the entire system could fail as part of a ripple effect. 
In these situations, a company would often have backups for their data; however, a customer would not be able to use a service if it is down. Therefore, it would be advantageous that remaining regions and services continue to operate and the application that is not working does not affect down the site. According to Microsoft a circuit breaker pattern “can prevent an application from repeatedly trying to execute an operation that's likely to fail.” [18].
A circuit breaker pattern’s main purpose is to prevent a failed subsystem bringing down the whole entire system [15]. This can be seen by the figure below.
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[bookmark: _Toc7983572]Figure 11: Figure showing a circuit breaker within a system [20].
From the figure in the previous section, the user will be able to see that the call to service ‘n’ will trip, resulting in all further calls being returned to the user as an error. The difference being is that the call would not have actually been made and the service remains unaffected [16].
There are three states a circuit can lie in. These are:
Closed state 
If a request is sent to a subsystem. The circuit breaker pattern will count the number of failures within a pre-set time frame. If the failure count exceeds a defined threshold, subsystem is now in an open state [18].
Open state
The open state is where a request fails. The pattern will then generate an error message and feed it back to the user.
Half open state
Once the state half open, the requests will be resent for a time window. If these requests are successful, and if the error in the request’s journey is corrected, the pattern will place the subsystem in a closed state and the service will resume as normal. However, if the request again returns as a failure, the pattern will declare the state open once again [18].
Considerations
A Key consideration when deciding whether to use this pattern is inappropriate timeouts. A circuit breaker would not be able to defend your subsystem from an external source. If the timeout is too long, the foreign service may not throw back an error to your application.
A secondary consideration is manual overriding. If a system has a wide range of time periods and thresholds, there would need to be a manual failsafe which can crash a subsystem or detach it from the service. Otherwise, it could slow the entire system and stop a developer from fixing the bug. Similarly, an administrator could force a circuit breaker into the Open state (and restart the timeout timer) if the operation protected by the circuit breaker is temporarily unavailable [18].
The final consideration this report will discuss is logging errors. Errors should be logged to allow an administrator to check where the subsystem or system failed. AWS Cloudwatch would be an example of a logging tool.
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The report will now look at a series of code and explain how a circuit breaker pattern works.
              [image: ]
[bookmark: _Toc7983573]Figure 12: Figure displaying the dependencies needed in the xml file [15]
The above figure shows a hysterix dependency which will need to be added to our xml file. This will ensure the code can be used to consume the service [15]. The code is our rest controller which will enable the circuit breaker and will generate our welcome page. 
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[bookmark: _Toc7983574]Figure 13: Figure showing a code snippet which implementing a circuit breaker [15].
The report notes that the above code is not the circuit breaker. Instead, it calls the circuit breaker from another class.
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[bookmark: _Toc7983575]Figure 14: Figure displaying the fall back method code snippet [15].
To create the circuit breaker and error page, the report can use the code above. This will log an error if a subsystem fails.  Once the failure is logged, the user will be given an error message and the state will be open. 
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[bookmark: _Toc7983576]Figure 15: Figure showing a circuit breaker running [16].
Figure 15 shows a circuit breaker which has returned an error. In addition to this, the command allows a call for a small window period, which will close the circuit if the returned call is successful. Otherwise, the timeout window is reopened and the process repeats [16].
To summarise, the advantage of a circuit breaker pattern is that the whole system would not crash as a result of one subsystem failing. An organization could use this pattern to prevent high risk applications from accessing a remote area [18]. Another advantage is that the pattern is adaptable to suit the needs of the potential failure [18]. In the case where a process would take longer in one subsystem, a developer could adjust the timeout periods of the closed state, preventing the pattern from changing to an open state [18]. However, the disadvantage of this is pattern is that the performance of the site may would be affected by an open state. Hence, a website would be slower if a subsystem is down [15].
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An example of a RESTful web application for the auctioning of number plate batches has been achieved.
This example of a RESTful web service is provided for the benefit of a developer; hence, it was beneficial that the report provided an investigation into a series of topics and provide visual links between the theory and the practical constructs. 
The report outlined what REST consists of. The developer is presented with implementation styles and by demonstration, the standard practices and formal implementation of developer’s code with regards to RESTful web services. 
The theory on server and serverless technologies are outlined and it was stated that serverless can be a more cost-effective and more simplistic approach for developers. This was complemented with an understanding of software, infrastructure and platform as a service and how their intricately develop and host a service.
The code breakers, which prevent a subsystem from crashing the system as a whole, and the process to check within time frames, to see if the subsystem has been repaired or can be re-established.


[bookmark: _GoBack]
[bookmark: _Toc4056690][bookmark: _Toc7983560]Bibliography

[1] M. Papazoglou, Web services: Principles and Technology. Harlow: Pearson Educated Limited, 2008, p. 11. 372-373.
[2] R. Daigneau, Service design patterns. Upper Saddle River, NJ: Addison-Wesley, 2012, p. 2, 131-162.
[3] P. Deitel and H. Deitel, AJAX, Rich Internet Applications and Web Development for Programmers. Boston: Pearson Education, Inc, 2008, pp. 29-30, 43-44, . 
[4] L. Ullman, PHP 6 and MySQL 5 for dynamic web sites, 4th ed. [Berkeley, Calif.]: [Peachpit Press], 2012, p. ix.
[5] I. Sommerville, Software engineering, 9th ed. Harlow: Pearson Education, 2011, p. 97-114.
[6] R. Pressman, Software engineering : a practitioner's approach, 6th ed. Boston: McGraw-Hill Higher Education, 2005, p. 338, 657-661. 
[7] M. Graves, The complete guide to servers and server+. Clifton Park, NY: Cengage Learning, 2009, pp. 27-29.
[8] ProQuest "What is a server?" Progressive Digital Media Technology News, 2016. Available: https://search.proquest.com/docview/1790881567?accountid=130472. 
[9] Serverless, "Why Serverless?", serverless, 2019. [Online]. Available: https://serverless.com/learn/overview/. [Accessed: 21- Mar- 2019].
[10] S. Burns, "SERVERLESS COMPUTING: WHAT IT IS AND WHY IT MATTERS", Computer Weekly, pp. 21-24, 2019.
[11] P. Pollock, Web hosting for dummies. John Wiley & Sons, 2013, p. 4. 
[12] M. McGrath, Understanding PaaS. Beijing: O'Reilly, 2012, pp. 1-8.
[13] B. Gleb, "Choosing the Right Cloud Service: IaaS, PaaS, or SaaS", Rubygarage.org, 2019. [Online]. Available: https://rubygarage.org/blog/iaas-vs-paas-vs-saas. [Accessed: 21- Mar- 2019].   
[14] S. Walraven, E. Truyen and W. Joosen, "Comparing PaaS offerings in light of SaaS development", Computing, vol. 96, no. 8, pp. 669-724, 2014. Available: 10.1007/s00607-013-0346-9.
[15] H. Subramanian and P. Raj, Hands-On RESTful API Design Patterns and Best Practices. Birmingham: Packt Publishing Ltd, 2019, pp. 118-120.
[16] K. Ayeva and S. Kasampalis, Mastering Python design patterns. Packt Publishing Ltd, 2018, pp. 205-208.
[17] K. Blokland, J. Mengerink and M. Pol, Testing cloud services. Rocky Nook, 2013, pp. 7-10.
[18] Microsoft, "Circuit Breaker pattern - Cloud Design Patterns", Docs.microsoft.com, 2017. [Online]. Available: https://docs.microsoft.com/en-us/azure/architecture/patterns/circuit-breaker. [Accessed: 24- Mar- 2019].
[19] J. Purushothaman, RESTful Java web services. Birmingham, UK: Packt Publishing, 2015, pp. 2-3, 226.
[20] L. Richardson and S. Ruby, RESTful web services. Beijing: O'Reilly, 2007, p. TBC.
[21] Oracle, "What Are RESTful Web Services? - The Java EE 6 Tutorial", Docs.oracle.com, 2019. [Online]. Available: https://docs.oracle.com/javaee/6/tutorial/doc/gijqy.html. [Accessed: 29- Mar- 2019].
[22] Service Design Patterns, "Service Design Patterns - Web Service Implementation Styles - Workflow Connector", Servicedesignpatterns.com, 2019. [Online]. Available: http://www.servicedesignpatterns.com/webserviceimplementationstyles/workflowconnector. [Accessed: 31- Mar- 2019].
[23] narutoluffy01, "The Business logic layer: Transaction Script pattern", learn by code, 2015. [Online]. Available: https://learnbycode.wordpress.com/2015/04/12/the-business-logic-layer-transaction-script-pattern/. [Accessed: 31- Mar- 2019].
[24] OoDesign, "Command Pattern | Object Oriented Design", Oodesign.com, 2019. [Online]. Available: https://www.oodesign.com/command-pattern.html. [Accessed: 31- Mar- 2019].
[25] Postgres, "PostgreSQL - JAVA Interface", www.tutorialspoint.com, 2019. [Online]. Available: https://www.tutorialspoint.com/postgresql/postgresql_java.htm. [Accessed: 13- Apr- 2019].
[bookmark: _Toc7983561]Appendix

The following are notes for the user when using the code for this project:
1. The code needs to be run then rerun before first use with the database. This will allow the database to communicate without errors occurring while the submission of the special plate bid take place.
2. The code below was created using [25], which was adapted to meet the purpose.
try {
    Class.forName("org.postgresql.Driver");
    connectOne = DriverManager
            .getConnection("jdbc:postgresql://localhost:5432/drivingPlate",
                    "postgres", "c2itbvmdj254"); //connect to postgres database
    connectOne.setAutoCommit(false);
    statementOne = connectOne.createStatement();
    String sql = "INSERT INTO auction (start_date) "
            + "VALUES ('2019-03-03');"; //insert auction row
    statementOne.executeUpdate(sql);
    String sqlThree = "INSERT INTO batch (auction_id_three, start_bid) "
            + "VALUES (1, 100);"; //insert batch row for more expensive plates
    statementOne.executeUpdate(sqlThree);
    String sqlTwenty = "INSERT INTO batch (auction_id_three, start_bid) "
            + "VALUES (1, 200);"; //insert batch row for more expensive plates
    statementOne.executeUpdate(sqlTwenty);
    statementOne.close();
    connectOne.commit();
    connectOne.close();
} catch (Exception e) {
    System.err.println(e.getClass().getName() + ": " + e.getMessage());
    System.exit(0); //stop program and provide error message if update fails
}

3. The winner page needs refreshing to display winner names.
4. The auction must start at 12:31 and ends at noon the next day for half an hour.
5. For the minimum bids to be set at 100 and 200 (batch start bids), the user must login at 12:31 to reset the minimum values of the global variable (on click). This minimum bid will update when the user bids until the program stops.
6. When the auction is complete the user needs to delete the database to remove stored data. 
7. The code used to create the database in Postgres can be seen below.

CREATE TABLE auction (
  auction_id SERIAL,
  start_date date,
  CONSTRAINT auction_id_pk PRIMARY KEY (auction_id)
);

 CREATE TABLE participant (
    participant_id SERIAL,
    username varchar(20),
    password varchar(20),
    address varchar(30),
    CONSTRAINT participant_id_pk PRIMARY KEY (participant_id)
  );

  CREATE TABLE bid (
    bid_id SERIAL,
    participant_id_three integer,
    user_bid varchar(30),
    auction_id_two integer,
    bid_amount integer,
    CONSTRAINT bid_id_pk PRIMARY KEY (bid_id),
   CONSTRAINT participant_id_three_fk
   FOREIGN KEY (participant_id_three)
   REFERENCES participant (participant_id),
    CONSTRAINT auction_id_two_fk
    FOREIGN KEY (auction_id_two)
    REFERENCES auction (auction_id)
  );

CREATE TABLE batch (
    batch_id SERIAL,
    auction_id_three integer,
    start_bid integer,
    CONSTRAINT batch_id_pk PRIMARY KEY (batch_id),
   CONSTRAINT auction_id_three_fk
   FOREIGN KEY (auction_id_three)
   REFERENCES auction (auction_id)
    );


  CREATE TABLE number_plate (
      number_plate_id SERIAL,
      batch_id_three integer,
      plate_number varchar(8),
      CONSTRAINT number_plate_id_pk PRIMARY KEY (number_plate_id),
       CONSTRAINT batch_id_three_fk
       FOREIGN KEY (batch_id_three)
       REFERENCES batch (batch_id)
      );
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The client creates some orders for buying and selling stocks (ConcreteCommands). Then the orders are sent to the agent (Invoker).The agent takes the orders and place them to the StockTrade system (Receiver). The
agent keeps an internal queue with the order to be placed. Let's assume that the StockTrade system is closed each Monday, but the agent accepts orders, and queue them to be processed later on.

public interface Order (
public sbstract void execute ( );
3

// Receiver class.
class StockTrade {
public void buy() {
System.out.printin("You want to buy stocks”)

3
public void sell() {
Systen.out.printin("You want to sell stocks ");
3
3

// Tnvoker.
class Agent (
private m ordersueue = new ArrayList():

publie agenc() ¢

void placeOrder (Order order) {
ordersQueue. addLast (order) ;
order. execute (ordersQueus. getFirstRndRenove ()) ;

3

//ConcreteCommand Class.
class BuyStockOrder implements Order {
private StockTrade stock;
public BuyStockOrder ( StockTrade st) {
stock = st:
B

public void execute( ) {
stock . buy( );
3
3

//ConcreteCommand Class.
Class SellstockOrder implements Order {
private StockTrade stock;
public SellStockOrder ( StockTrade st) {
stock = st;
3
public void execute( ) {
stock . sell( ):
3
3

// Client
public class Client {
public static void main(String(] args) {
StockTrade stock = new StockTrade();
BuyStockOrder bsc = new BuyStockOrder (stock);
SellStackOrder ssc = new SellStockOrder (stock);
Agent agent = new Agent();

agent.place0rder (bsc) ; // Buy Shares
agent placeOrder (ssc) ; // Sell Shares
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Developers could create custom software infrastructures to manage complex business processes like these. These infrastructures must know how and when to instantiate a logical business
process, and what conditions cause the process to terminate. Issues like task execution, variable state management, exception handling, retries, task compensation, failover, load balancing,

and resource optimization must also be addressed. Most businesses would be wise to refrain from building such infrastructures.

Use a workflow engine to manage the life cycle and execution of tasks within complex or long-running business processes. Identify a web service that will trigger each logical
business process. Use callback services to receive additional data for these long-running processes, and forward messages from these callback services to the workflow

engine.

Workflow Engine

Client

6. 4
Callback le Business
F Services Partners
Logical BusinessProcess

Workflow engines govern entire workflow life cycles from process instantiation to termination. They trigger task execution, and, for each process instance, keep track of which tasks are
executing, which are waiting or suspended, and which must be resumed or restarted. Many workflow engines save the state of tasks and variables to a database before and after tasks are

executed.

The Workflow Connector pattern uses web services as a means to launch business processes managed by workflow engines. Developers designate a Trigger service that creates new process
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Now that you know what Saas$, Paas, and laa$ mean, let’s be more specific about when

each should be used and what their advantages and disadvantages are.
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Amazon and Rackspace deliver server capacity that can increase and
decrease along with the needs of the customer. Companies get the
opportunity to have flexible server and storage capacity without major
investment. The pay-per-use model makes it possible to not have to make
more expenditure than is strictly necessary.

In-house Outsourced

Application

Figure 2-3 Purchasing laaS

PaaS

With Paas, the customer uses the programming languages and tools that
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Circuit breaker

We regularly encounter circuit breakers; the circuit breaker is an automatic switch designed
o protect entire electrical circuits from damage due to excess current load as a result of a
short circuit or overload

‘The same concept applies when services interact with many other services. Failure due to
any (network) issue can potentially create catastrophic effects across the application, and
preventing cascading impacts is the sole aim of a circuit pattern. Hence, this

helps subsystems to fail gracefully and also prevents complete system failure as a
result of a subsystem failures:

Client 1 Senvice 1

Client n 4 Senvicen

‘The preceding screenshot illustrates the circuit-breaker concept in which one of the
downstream services is non-communicable. However, the circuit breaker implementation
handles it in such a way that the API continues to serve its multiple clients.

Before we delve into the implementation, let's understand the three different states that
constitute the circuit breaker:

« Closed: This is when all the service interconnections are intact (closed), and all
the calls go through intended services. This state needs to keep track of failures to
determine threshold limits. If the number of failures exceeds threshold limits, the
services will move to the open state to avoid cascading impacts.

[118]
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An example of Paa$ is Amazon EC2 instances, which provides a service which incorporates laa$S to
deliver computing resources to its clients [14].

Circuit Breaker Pattern

Background to Circuit Breaker Pattern

As the name suggests, a circuit breaker pattern’s main purpose is to prevent an error bringing down

an entire system [15]. To reword this, the report states that a circuit breaker pattern will mean a

system does not fail in the event of a subsystems failing.

Advantages and Disadvantages of Circuit Breaker pattern
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of this state is to trigger back to the closed state for the continuous function. -

It's time to get our hands dirty with the circuit-breaker implementation. We'll use spring
annotations, along with an incredibly dominant open source library called hysterix, anc
can implement the entire concept with very little effort.

We need to have a minimum of two services to explain the circuit-breaker implementati
s0 weare cmatmi circuit-breaker-service and breaker-consumer services, which

have the circuit- pattern implemented. The following sections elucidate the inve
sorvices implementation of circuit breaker.

Bring up any service that we've already developed, or, to simplify we have a lightweigt
service called senﬁmﬂdplem note that this service doesn't have any
specific implementation for

Now for the critical part of our implementation; that is, a new service called circuit-
breaker-service-consumer, which will have all the necessary

implementations, along with a call to our first service (circuit-breaker-service). Let's
perform the following steps:

Add the hysterix dependency to our pom. sl (circult-breaker—service-
consumer /pom. xm1):

<dependency>

oupId>org
tifactIid>spring cloud
on>2.0.1.RELEASE< /v
ndency>

-cloud</groupld>
arter-netflix hy

rix</artifactid>

Annotate TnvestorControl ler to enable circuit-breaker and introduce a new method
us to test (circuit-breaker-service

consuner/com/**/InvestorController. java):

@EnableCircuitBreaker
BRestController

public class InvestorController {
Bautowired

private Tavest

ervice investorService;

[119] v
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@EnableCircuitBreaker
BRestController

public class InvestorController {
eautowired

private InvestorService investorServ.
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return investorService.ci

}
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Adoanced RESTful API Patterns Chapter

ream service circuit-breaker-service

welcome”, proc text/plain; charset=UTF-8")
public String welcomePageWhichProducesCharset () {
return investorService.circuitBreakerImplwelcome () ;

)

Use the Hystrix command and create a method for the circuit-breaker implementation as
well as a fallback method, as can be seen in the following code block. We will have two
methods: one for the actual call
(Investorservice.java/circuitsreakerImplWelcone) and another for fallback
(TnvestoreService. java/welconeUr]Failurerallback), so that in case there are
failures with the actual call, the app will call the fallback method:

@HystrixCommand (fallbackMethod="welcomeUr1FailureFallback”)
public String circuitBreakerImpluelcome () {
logger.info("reached
RestTemplate restTemplate = new RestTemplate();

URT circultBreakerServiceURT = URI.create(CIRCUIT BREAKER SERVI(
return restTemplate.getForobject (circuitBreakerServiceURT, Stri
)

// £all back method for welcome page failures

public
String

welcomeurirailureFallba

014

logger.info("lucky we have a fallback method”);

return WELCOME_URI_FALLBACK_MESG;
[

Cool, isn't it! Implementing the circuit-breaker with Hysferix is that simple. Now, let's builc
and run our services by following these steps:

ean package of

1. Open a terminal and build circuit-breaker-service (mvn <
SRR R srvice)

2. Bring up circuit-breaker-service

3. Open a new terminal and build circuit-breaker-service-consumer
4. Bring up circuit-breaker-service-consumer

O Type here to search

breaker consumer circuit breaker impl"); -

Rational for its implementation in modern web development

The report will now look at a series of code and explain how a circuit breaker pattern works.

@EnableCircuitBreaker
@RestController
ublic class InvestorController {
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Calling the script by running the python circuit_breaker.py command produces the

following output:

By closely looking at the output, we can see that the circuit breaker does its job as expected

When it
raise the

open, all £

tion () calls fail immediately (since they
exception) without any attempt to execute the

eaker

intended operation.

And, after the timeout of five seconds, the circuit breaker will allow the next call
to go through. If that call succeeds, the circuit is closed; if it fails, the circuit is
opened again until another timeout elapses.

The Cache-Aside pattern

Client 1 Service 1

APl

cuit-breaker

T

Client n 4 Senicen

Figure 2: Figure showing a circuit breaker within a system [20]

The diagram above shows that the call to service ‘n’ will trip, resulting in all further calls being
returned to the user as an error; the difference being that the call would not have actually been
made and the service remains unaffected [16].
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