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[bookmark: _Toc180049979]1.0 Introduction
Adoption of advanced technology are increasingly recognized by business in today’s evolving digital landscape to remain competitive. A prominent improvement home retailer known as Aspire Retailers relies currently on the data center that is on-promise in hosting its website of retail, store data of application as well as management of streaming services. Several limitation are now presented by this setup despite its serves in pasts  that hinder operational efficiency as well as growth. Physical hardware management, deployment of software complexity as well as maintaining serves overhead costs have led collectively challenges that are significant in application delivery to customers in a cost effective and timely manner. Due to this challenges, Aspire Retailers have considered to shift to cloud infrastructure. By enabling on-demand access of computing power, retrieval, and other features without requiring physical machine management, online computing presents a compelling replacement for conventional data centers. Aspire Retailers sees moving to a cloud-based service as a significant chance to improve its efficiency, cut expenses, and expand its data center to accommodate the company's expanding needs. Aspire would be able to penetrate new markets, provide apps and services faster, and enhance the general customer experience as a result of this change. Aspire Retailers will be guided by this report by migrating process to cloud computation on Microsoft Azure. Cloud infrastructure various aspects will be understood by taking this decision including overcoming challenges as well as advantages and its limitations. Available cloud service providers should be considered, cloud workload cost applications as well as the governance measures and security required to ensure protection of data as well as regulatory compliance.  
2.0 [bookmark: _Toc180049980]Cloud Solution for Aspire Retailers
Cloud computing is explored by Aspire Retailers as solution to the need of its IT infrastructure in response to management of its growing complexity on data center on-premise. An approach that is scalable, cost effective and flexible is provided by cloud computation in management of resources of computing by enabling firms to focus on core operations instead of financial and technical burdens of physical hardware maintenance. Aspire Retailers believes that migrating to the cloud will simplify operations, cut expenses, and provide the company the flexibility it needs to grow into new markets. In this section, we will look at how Aspire may gain from a cloud-based infrastructure, with a particular emphasis on online load balancing as well as how it can improve delivery of services as well as scalability for the organisation.
[bookmark: _Toc180049981]2.1 Understanding Cloud Computing and Its Benefits
Several advantages are gained by Aspire Retailers by shifting the infrastructure  of IT to cloud:
1. Scalability: Resources are scaled by Aspire by cloud services as required, ensuring fluctuating traffic handling demand is flexible considered.  For instance during peak periods of shopping, like seasons of holiday more computing power can be quickly added by Aspire in handling increased traffic of customers. Serve overloads are prevented and seamless user experience is ensured on the retail's website of the company.  
2. Cost-Efficiency: Aspire can save money on energy use, hardware purchases, and employee maintenance by leveraging cloud services instead of on-premise data centers. Instead of making a larger upfront hardware investment, Aspire will only pay for the computing power that it actually requires.  
3. Collaboration and Accessibility: One can access cloud services from anywhere making it easier to the employees of Aspire in collaboration of different areas. This is crucial since Aspire needs to hire remote workers and enter new markets in order to sustain its expanding business.
[bookmark: _Toc180049982]2.2 Cloud Load Balancing for Aspire Retailers
Availability of services and applications to user consistently is one significant cloud based infrastructure management even when demand and traffic are high. Cloud load balancing becomes essential here. Incoming distribution of network traffic across multiple serves is referred to as load balancing in ensuring no server is overwhelmed by many requests. Load balancing improves an application's or website's effectiveness, accessibility, and dependability by dividing traffic evenly.

The following benefits will be provided by cloud load balancing implementation for Aspire Retailers:
Increased Reliability: The websites of Aspire remain available by the use of load balancing in distribution of traffic across many serves despite of the failing of one server or technical issues is experienced. Downtime prevention and availability redundancy is crucial that could lead to poor experience of customers.
Optimized Performance:  Load balancing distributes traffic equally among available resources, preventing any one server from serving as a bottleneck. Because no server is overwhelmed while others are left underutilised, performance is maximised. This will result in an improved user experience as well as quicker load times for Aspire's consumers.
Scalability and Flexibility: Resource scaling can easily be done by load balancing in response to traffic changes. More resources can be allocated automatically during peak times like black Friday and any other sale seasons in handling increased traffic in ensuring responsive website in transactions without delays.  Load balancing enables Aspire to easily modify its resources to meet traffic fluctuations. In times of high traffic, such as Black Friday or other seasonal sales, the load balancer can automatically allocate more resources to handle the increased demand, ensuring that the website is responsive and that transactions are completed quickly.  
The optimal use of Aspire's cloud resources is made possible by load balancing, which efficiently distributes traffic among multiple servers. This results in cost-effective resource utilisation. It's possible that Aspire can reduce the overall cost of cloud services because only the resources that are being used will need to be paid for.
 A Layer 4 load balancer that divides incoming traffic across virtual machines (VMs) according to preset criteria is one of these services: Azure Load Balancer. High availability and fault tolerance for Aspire's services are guaranteed by the usage of Azure Load Balancer for both internal and external applications. 

Azure Application Gateway: An HTTP/HTTPS load balancer operating at Layer 7. For controlling traffic to various areas of Aspire's retail website (such as product pages, checkout, etc.), it is especially helpful for routeing traffic based on URL routes.
Utilising these Azure capabilities, Aspire Retailers can put in place a reliable and expandable load balancing system that improves the availability and performance of its retail website.
[bookmark: _Toc180049983]3.0 Choosing the Right Cloud Model for Aspire Retailers
There are various deployment options available with cloud computing, and each has pros and cons of its own. Three primary models for cloud deployment are: 
1. Public Cloud: In a public cloud architecture, a third-party provider, like Microsoft Azure, provides services online. Azure takes care of all social networking, applications, and hardware administration, giving Aspire access to a completely automated platform. Since Aspire pays just for the services it uses, this model offers the greatest amount of cost-effectiveness and scalability. 
2. Private Cloud: Dedicated to a single company, a private cloud may be hosted on-site or by a third party. This approach enables more control over the systems in order to satisfy specific compliance and safety requirements.
3. Hybrid Cloud: By combining the advantages of private and public clouds, Aspire may maintain sensitive workloads on private clouds while utilising the scalability and cost of public clouds for other applications. 
Since Aspire's workloads require affordability, scalability, and flexibility, the public cloud model is the best choice. By using Microsoft Azure, Aspire may benefit from a fully managed infrastructure that grows with the business with ease and keeps operating costs low. Additionally, Aspire may investigate a hybrid cloud strategy for critical activities that need more protection and administration.
[bookmark: _Toc180049984]3.1 Azure Services for Aspire Retailers
Microsoft Azure offers a variety of services to retail companies like Aspire. Some of these services include: 
Virtual computers hosted on Azure's cloud: Aspire can use these virtual machines to execute software, such as its retail website. Users can choose the size, setup, and software system required for various workloads with virtual machines (VMs). 
The completely managed platform Azure App Service makes it possible to create, launch, and scale web applications. The load balancing, integrated security, and automatic scalability of this system make it perfect for serving Aspire's retail website. 
Product photos, videos, and application data can be stored by Aspire using Azure Storage's accessible and reasonably priced storage solutions. 
Azure CDN, or content delivery network, is a solution that speeds up and enhances user experience while lowering latency and allowing customers to access static material, like product photos and videos, more rapidly.
[bookmark: _Toc180049985]3.2 Analysis of Cloud Providers
This review will concentrate on three leading providers: Amazon Web Services (AWS), Google Cloud Platform (GCP), and Microsoft Azure. Various cloud providers will be analyzed in this section based on services offered, customers service, security, scalability as well as cost efficiency. 
 
[bookmark: _Toc180049986]3.3 Amazon Web Services (AWS)
Service Offerings:
Compute: The scaling computational capacity is provided by elastic compute clouds (EC2) AWS. the operation is affected by the model prices, layouts as well as dimensions. 
Storage: AWS provide available, scalable and reliable Easy Storage Services (S3) data.  Information is retrieved using S3 from applications and products imagery due to its capacity on data volume. 

Databases: Different datasets management is helped by storage services of AWS like DynamoDB for NoSQL as well as Amazon's RDS for MySQL databases.
AI & Machine Learning: Operations of business with application of AI is increasing due to the AWS competitive advantage in giving advanced machine learning techniques such as computation of deep learning, honing as well as creation of SageMaker. 
AWS Shield ensures that Aspire's website is secure and operational while also protecting it against Distributed Denial of Service (DDoS) attacks. From basic assistance to more extensive plans like Business and Enterprise Support, AWS provides a range of customer service tiers.

[bookmark: _Toc180049987]3.4 Google Cloud Platform (GCP)
Service Offerings:
 Companies wishing to update their application architecture would find GCP appropriate as it offers Kubernetes Engine for containerised apps.
Storage: GCP's Cloud Storage is very scalable and offers a range of storage classes (such as Standard, Nearline, and Coldline) to maximise performance and minimise costs according to the frequency of data access. 
BigQuery is a fully managed data warehouse that enables companies to do quick SQL searches on large datasets. It is one of GCP's most notable features. As Aspire Retailers looks to examine consumer behaviour and sales patterns, this could be helpful.
AI & Machine Learning: GCP provides AI and machine learning services such as TensorFlow and AutoML, which facilitate the development and implementation of intelligent applications for enterprises. Google stands out in this field because to its proficiency in AI.
Cost Effectiveness: Generally speaking, GCP is more affordable than AWS, especially for specific workloads. For virtual machines (VMs) that operate for a substantial amount of the month, GCP's sustained-use reductions automatically apply, lowering total costs without requiring long-term commitments. 
Scalability: 
GCP's architecture is very scalable, especially for applications that use a lot of data. If Aspire Retailers intends to use consumer data for marketing and business decisions, the company may find that GCP's capacity to manage extensive data processing and analytics is advantageous. 

Protection: 
GCP provides strong security features, including as IAM, encryption in transit and at rest, and adherence to industry standards like HIPAA and GDPR. The foundation of GCP's security approach is Google's internal infrastructure, which is intended to shield private information from online threats.
Customer Service: GCP offers Standard, Enhanced, and Premium Support as well as other customer service plans. Like AWS, support fees increase in proportion to service level. Although GCP's support is often regarded as dependable, its range of services might not be as extensive as that of AWS.
[bookmark: _Toc180049988]3.5 Microsoft Azure
Service Offerings:
Computing power is scalable with Azure's Virtual Machines (VMs), which are comparable to AWS EC2 and GCP Compute Engine. Aspire's retail website would benefit greatly from Azure's App Service, a fully managed platform for creating and deploying web apps.
Storage: Blob storage, which is intended for unstructured data, and disc storage, which is optimised for virtual machines, are two of Azure's storage choices. The freedom offered by these choices depends on Aspire's storage requirements. 

Azure provides a variety of AI capabilities through Azure Machine Learning and Cognitive capabilities. By integrating AI into their applications, these solutions enable companies to automate tasks like customer service and product recommendations.
One of Azure's main advantages is its hybrid cloud features, which let companies combine cloud services and on-premise equipment. 
Customer service: Azure provides a number of support packages, such as Professional Direct, Standard, and Developer. Depending on the issue's severity, these plans provide technical support around-the-clock with response times. Businesses that already use Microsoft technology may be confident of a smooth support experience thanks to Azure's integration with Microsoft's enterprise tools. 
The Reasons Why Aspire Retailers Should Use Microsoft Azure 
For Aspire Retailers, Microsoft Azure is the best choice among the top three cloud providers for a number of reasons.
1. Integration with the Microsoft Ecosystem: Aspire already uses a number of Microsoft products. Azure is the most compatible option due to its smooth connection with Windows Server, SQL Server, and Active Directory, which lessens the complexity of conversion. 
2. Cost Effectiveness: Instances reserved for Azure as well as its benefit provide cost reduction that is substantial more specifically for firms that apply Microsoft licenses. 
[bookmark: _Toc180049989]4.0 Cost Management on Azure
Aspire retailers selected on-premise data center structure of cloud computation is better resource control and cost reductions. Azure offers numerous cost-management services and solutions to help businesses efficiently control expenses, including a variety of pricing models, cost-management tools, and spending optimisation strategies.
[bookmark: _Toc180049990]4.1 Understanding Azure’s Cost Management Tools
Azure provides a number of features to help companies like Aspire Retailers monitor, control, and optimise their cloud expenditures. Businesses who are abandoning traditional on-premise environments, where costs are often fixed and predictable, could find these solutions to be very advantageous. 
1. Azure Billing and Cost Management: Cloud expenses evaluation track of companies is assisted by this programme due to its various capabilities. Aspire retailers understand how to use its budget due to its provision of through data on resources utilization and expenditure. 
2. Essential elements: Aspire can be set up to notify customers when their monthly or annual expenses approach or exceed preset spending limits. 
3. Cost Analysis: By dividing expenses by resources group, service, or authority, Aspire's thorough reporting as well as visualisations enable it to identify the most expensive components of its configuration. Azure Cost Management recommends cutting back on the number of virtual machines (VMs) and turning off unnecessary services as well as other strategies to optimise resource usage.
4. Azure Pricing Calculator: Business can estimate cost of how workload are carried in their activities on Azure by this tool.  Different services of Aspire Retailers can be priced using this application like storage, virtual machines a s well as networking services. Anticipated usage of cloud budget can be planned by Aspire on these services that provides a cost breakdown that is comprehensive. 
[bookmark: _Toc180049991]4.2 Azure Pricing Models
Package selection is based on applications that need Azure scalability. Aspire Retailers' two primary pricing tactics are pay-per-use as well as restricted utilisation. Aspire can handle pay-as-you-go (PAYG) pricing for services in the cloud based on real usage. Because there are no upfront costs or long-term commitments, this strategy is very adaptable. Aspire is only liable for what it uses, and it can change its resources as needed. 
The other option, Reserved Instances (RI), may spare Aspire a significant amount of money by allowing it to commit to using particular Azure services for a duration of one or three years. Workloads that are consistent and predictable work well for this strategy. For less important products, Aspire might keep using PAYG to preserve flexibility.
 An illustration of the expenses of Aspire Retailers 
Let's examine the following example: 
The five virtual machines (VMs) from Aspire include the following features:
· VM1: 2 virtual CPUs, 14 GB memory, Linux OS
· VM2: 4 virtual CPUs, 16 GB memory, Windows OS
· VM3: 8 virtual CPUs, 32 GB memory, Linux OS
· VM4: 16 virtual CPUs, 112 GB memory, Windows OS
· VM5: 32 virtual CPUs, 512 GB memory, Linux OS
Assume that VM5's high resource requirements will make it the most advantageous to be reserved, while VM1 and VM2 can continue to be PAYG for flexibility. 
Azure's RI approach can reduce VM5 costs by up to 72% when compared to PAYG. This alone might save a significant amount of money over the next three years. For additional cost savings, Aspire can rightsize smaller virtual machines and turn off unnecessary resources during off-peak hours.
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The graph shows the total on-premises vs Azure cost over 5 years period of time.
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It is evident that total cost on azure is $218,753 as compared to $122,982 on-premise over a period of 5 years.
[image: ] [image: ]

[bookmark: _Toc180049992]5.0 Azure Active Directory and BYOD Configuration
In order to support its growing business, Aspire Retailers must effectively and securely manage user access as it moves its infrastructure to the cloud. Because it allows companies to manage user access to devices, data, and apps, identity and access management (IAM) depends on Azure Active Directory (Azure AD). 
[bookmark: _Toc180049993]5.1 Configuring Azure AD for Aspire Retailers
In order to show how to utilise Azure AD in a practical way, we will go over how Aspire may create user accounts, assign roles, and setup security settings. It is necessary to configure both a Standard User and a Global Administrator throughout this process.
The first step in setting up Azure Active Directory is for Aspire Retailers to click New User after selecting Users from the Manage section. 
2.Creating Accounts for Users: Aspire has the ability to create two kinds of accounts: 
o Global Administrator (Admin Account): This account can create and manage user roles, set up security settings, and manage Azure AD itself. It also has complete access to all Azure services. Usually, this position would be held by Aspire's security head or IT manager. 
Regular employee accounts, or standard users, are suited to their particular requirements and have restricted access. Although they shouldn't have administrative rights, shop managers and marketing team members, for instance, might want access to particular cloud-based programmes like Microsoft 365 or the retail management system.
Example Configuration:
· Global Admin: Name: Jane Doe, Email: jane.doe@aspireretailers.com, Role: Global Administrator
· Standard User: Name: John Smith, Email: john.smith@aspireretailers.com, Role: User
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5.2 Assigning Roles and Permissions:
Following the creation of user accounts, Aspire can allocate suitable responsibilities. Users who require complete administrative power over the Azure AD system are assigned the Global Administrator role. The User position should be given to regular staff members so they may access only the tools and resources required to carry out their jobs. 
3. In Aspire, assign roles by selecting the user, selecting Roles, and then assigning the relevant role. 
[image: ]
4. Putting Multi-Factor Authentication (MFA) in Place: To increase security, Aspire should implement multi-factor authentication (MFA) for its users. To access apps under MFA, users must first supply two forms of authentication, such as a password and a temporary code sent to their mobile device. This adds another level of security, especially for sensitive applications like banking and HR systems. 

From the Azure AD Security settings, Aspire's IT team can select Multi-Factor Authentication (MFA), activate MFA for specific users or groups, and set up MFA in Azure AD. Aspire may provide self-service options for setting up MFA devices and enforcing MFA for high-risk operations and all Global Administrators.
[bookmark: _Toc180049994]5.3 Implementing Bring Your Own Device (BYOD) with Azure AD
The company intends to start a Bring Your Own Device (BYOD) policy as Aspire Retailers grows and embraces more remote work options. Because of this policy, workers are permitted to access company resources using their own devices, including laptops, tablets, and cellphones. Although BYOD might increase worker productivity and flexibility, it also presents security risks because personal devices aren't necessarily as safe as those run by the firm. 
Azure AD offers a number of tools to help Aspire Retailers deploy BYOD in a safe and efficient way: 
Conditional Access: Microsoft AD's conditionally access controls allow Aspire to restrict access based on a variety of variables, including device state and user behaviour. Based on whether the device satisfies particular security requirements, Aspire can create rules that allow or prohibit access. 
2. Setting up Azure AD Devices 
Customers sign on their devices through Azure AD, by allowing Aspire retailers to control and monitor the application of BYOD. Upon registration, the link is device link is connected to Azure AD employees by allowing the staff to implement the features of security like encryption as well as strict access. Configurations can be changed by the access of Azure AD devices by the IT employees in order to enable device enrolment. technology of workers can be activated by entering information on work accounts.
3. Aspire may gain greater control over BYOD devices by integrating Azure AD with Microsoft Intune, the company's mobile device management (MDM) service. 
How It Works: By enrolling their devices in Intune, staff members enable Aspire's IT staff to control corporate data on the device without interfering with personal data and apps. This division of personal and business data ensures the security of Aspire's critical data while also protecting user privacy. 
4. Self-Service Device Management: Through the My Apps interface, Azure AD users may now control their own devices. Employees have the ability to change security settings, remove devices that are not in use, and view the devices they have registered. The IT staff at Aspire has less administrative work to do because to this self-service feature, which also gives staff members more authority over device security.


[bookmark: _Toc180049995]6.0 Cloud Governance Strategy
As Aspire Retailers makes the move to the cloud, upholding a robust governance framework becomes crucial to guaranteeing the security, compliance, and affordability of the business's cloud environment. The term "cloud governance" describes the procedures, guidelines, and controls that assist a company in efficiently managing cloud services while lowering risks. 

[bookmark: _Toc180049996]6.1 Why Cloud Governance is Important for Aspire Retailers
The transition of Aspire Retailers from an on-premise servers to a system based on the cloud presents new difficulties, particularly with regard to the management of resources, costs, and safety. Hacking of data, industry standards noncompliance and high cost  can be as a result of cloud services. The strategic governance Aspire requires the following issues to be addressed: 
Confidential data can be accessed to only approved employees when uploading significant information on cloud by Aspire. Illegal availability, control accessibility as well as reputation of harm would result to data hacking.
2. Regulation complience: There are implications of violating General Data Protection Regulation (GDPR) data protection laws in Aspire retail. Cloud governance follow specific regulations on services. 
3. Cost effectiveness:  Aspire must make sure that its cloud costs align with its business objectives and that measures are taken to avoid unnecessary consumption. 
4. Operational Efficiency: Managing cloud-based assets across numerous businesses and geographical locations will become increasingly important as Aspire expands. Teams may avoid duplication of effort, provide uniformity in cloud management, and ensure compliance with guidelines by implementing a cloud control framework. 
 
Essential Components of a Cloud Governance Plan 
Aspire retailers should have the following components in cloud governance plan:
1. Identity and Security Administration 
2. Management of Costs 3. Management of Compliance and Risk 
4. The Management and Organisation of Resources 
5. Observing and Documenting
[bookmark: _Toc180049997]1. Security and Identity Management
A robust architecture of security must begin in any governance of cloud approach. Internal accessibility should be controlled by Aspire in ensuring safety of cloud infrastructure and vital resources from external threats. A number of resources is given to Aspire through Azure in helping in putting management that is strong as well as security solutions like: 
The previous section discussed Azure AD, or Azure Active Directory, which is the name of Aspire's access and identity management, or IAM, solution. Aspire may utilise Azure AD to establish role-based access control (RBAC), which ensures that users are allowed to utilise the resources necessary for their job responsibilities. The possibility of unauthorised access is decreased in this way. 
Conditional access controls in Azure AD enable Aspire to manage resource access based on risk level, device location, and user location. For instance, Aspire can force multi-factor authentication (MFA) for access to essentials or limit access from dubious sources. 
Azure Security Centre allows Aspire to monitor its cloud environment for vulnerabilities and attacks. Apart from continuous security evaluations, Azure Security Centre provides recommendations for enhancing security posture. All of Aspire's cloud data allows its IT team to automatically apply security rules and send out notifications for suspicious activity.
[bookmark: _Toc180049998]2. Cost Management
Azure provides Aspire with several tools as well as standards to help with efficient expense control: 
Through Azure Cost Control and Billing, Aspire is able to track, assess, and optimise its cloud expenses. Budgets can be made, resource usage can be monitored, and alerts can be sent when spending approaches predetermined thresholds. Aspire may also offer cost reports that decompose expenditures by department, the application, or resource group to facilitate the process of identifying areas for cost reduction. 
Groups and tags for Azure resources: Aspire can use Azure Resource Groups to logically organise and tag each cloud resource (e.g., department, cost centre). Aspire is therefore able to keep an eye on spending by project or department and adjust the budget as needed. 
[bookmark: _Toc180049999]3. Compliance and Risk Management
Industry regulations should be followed by Aspire retailers such as PCI DSS as well as GDPR when managing client information. Several choices are provided by Azure on compliance and risk management: 
Azure rules: Compliance policies can be implemented using this technology across cloud infrastructure. Data can be stored in a given geographical location by encryption using customized policies. Azure Policy conducts routine conformity checks on Aspire's resources and produces reports on regulatory compliance. 
Azure's Regulation Management provides models and suggestions for legal frameworks like GDPR, allowing Aspire to assess its regulatory situation. 
[bookmark: _Toc180050000]4. Resource Organization and Management
Cloud assert control maintenance is necessary in effective structurer as well as resource management. Cloud infrastructure management as well as structure of Aspire utilize features of Azure management of resources:  
Azure Resource Manager's (ARM) models, which specify the framework needed for various applications, simplify the management of cloud resources. As Aspire grows, this strategy guarantees consistency between installations and streamlines resource management. 
Templates can be created by Aspire in order to provide Azure Microsoft for applying for entire landscape of specific compliance as well as security. Secure storage of guideline can be provided by Aspire with pre-established standards of security and privacy.
[bookmark: _Toc180050001]5. Monitoring and Reporting
Monitoring the general state, security, as well as functionality of Aspire's technology system on a regular basis is necessary for effective administration. Aspire is able to monitor and evaluate its cloud infrastructure due to these Microsoft Azure attributes: 
Azure Watch: This tool provides real-time app wellness statistics and monitors the efficiency as well as accessibility of Aspire's cloud servers. Aspire can set up alerts to inform the IT team of possible issues, like as increases in CPU or storage utilisation, before they affect business processes by employing proactively methods for solving issues. 
Aspire uses Azure Log Analytics to gather and analyse logs from numerous cloud applications. As a result, the IT team can spot trends and address problems faster. Additionally, Aspire can employ log analytics to monitor user activity and security compliance. 
Audit log document the team membership, user accounts a swell as other essential process that are provided by Azure AD. Sensitive data can be changed by only authorizers users because of the Aspire by checking security events. 
[bookmark: _Toc180050002]7.0 Disaster Recovery Plan for Aspire Retailers
Cloud based infrastructure is important in DR ( disaster recovery) by ensuring that operations are not interrupted in any way in case of disruptions that are unforeseen. For data safety, Azure Microsoft should provide strong ( DRP) disaster recovery plan by Aspire retailers against cyberattacks, hardware malfunctions as well as natural disasters. A well designed DRP can lead to speedier recovery, lower data loss chances as well as less downtime in Aspire retailers.
Essential components are covered in this section on backup options, recovery plan, best practices for safeguarding reliability of cloud, integrated Microsoft as well as resiliency.
[bookmark: _Toc180050003]7.1 Objectives of the Disaster Recovery Plan
The following are the main goals of Aspire Retailers' disaster recovery plan: 
Reduce In the event of an emergency, Aspire must make sure that vital services, like its retail website and customer database, continue to function with the least amount of interruption. 
Data security: Guard against the loss or modification of transaction records, product specifications, and private customer information. 
Aspire's operations and customer satisfaction will be less affected by quick data and service recovery. Check to see if Aspire conforms with data protection regulations such as the GDPR, particularly those that deal with maintaining data availability as well as privacy in an emergency. 
[bookmark: _Toc180050004]7.2 Key Components of Aspire Retailers' Disaster Recovery Plan
Azure site recovery enhance ASR. Virtual machines (VMs) can be copied to alternative Azure region for Aspire backup. Downtime is reduced by ASR in shifting to backup regions in case there arise an emergency. 
To ensure a seamless shift to the backup region in the event of an emergency, Aspire's IT specialists can create automatic failover procedures. 

oGeo-Redundancy: ASR duplicates data across geographically separated areas, ensuring data security even in the event that one area is impacted.
ASR gives Aspire the ability to fail back to the original region once the primary region has been restored, allowing for the restoration of regular operations without erasing data.
2. Azure Backup for Protecting Data 
One essential component of disaster recovery is data backup. Azure Backup can be used by Aspire Retailers to safeguard its databases, virtual machines, and application data. Aspire can restore data even in the event of a primary system failure because to Azure Backup's safe, scalable, and reasonably priced backup alternatives. 
Important attributes of Azure Backup: 
o Point-in-Time Backups: If data needs to be restored to a previous state, Aspire can plan frequent backups at predetermined intervals to enable point-in-time recovery. 
o Encryption and Security: To protect Aspire's private client and business information, all backups are encrypted while they are in transit and at rest. 
o Long-Term Retention: According to compliance regulations, Aspire can set up backups to be kept for extended periods of time, ensuring that historical data
3. Architecture of High Availability 
A high-availability architecture should be used by Aspire Retailers to lessen the effects of calamities. Even in the event of localised failures, Aspire's vital applications are kept running due to Azure's availability sets and availability zones. 
 
[bookmark: _Toc180050005]8.0 Conclusion
The decision to move Aspire Retailers' infrastructure to the cloud was taken strategically to improve cost-effectiveness, scalability, and operational productivity. Aspire may avoid the issues with its on-premise data centre, such as the high cost of hardware maintenance, difficulties growing its resources, and heightened security concerns, by moving to Microsoft Azure. This study has looked at Aspire's cloud journey from several angles, such as cloud service setup, cost management, confidentiality, and recovery from catastrophes, in order to ensure the migration's effectiveness. Utilising cloud computing that is flexible and scalable has advantages. Aspire can utilise the Azure clouding extension to manage demand during periods of high shopping demand. The ability of a business website to function smoothly and efficiently without requiring a large upfront hardware investment allows for dynamic resource modifications. 
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over time

Savings from running workloads in Azure
accrue over time. The following shows
how those savings add up over years.
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TCO of on-premises environments tends to be driven by compute and data center costs. In Azure, certain cost categories decrease or go away completely.
$122,982 $218,753
Total cost Total cost

69% 14% 9% 1% 8% 92% 0% 0% 4% 4%

Compute Data center Networking Storage 1T Labor Compute Data center Networking Storage 1T Labor




image5.png
Total on-premises cost breakdown Total Azure cost breakdown

In Azure, several of the cost categories from the on-premises environment are consolidated  In Azure, several of the cost categories from the on-premises environment are consolidated
and decrease with the efficiency that comes with the cloud. and decrease with the efficiency that comes with the cloud.

MHardware  WSoftware M Electity  MData center BCompute  MDstacenter  MNetworking  MStorage

ENetworking  WStorage  WITLabor AT Labor

2000 2000

s0c s0c

oo oo

s s

. s B oes = — —

$122,982 $218,753

Cost over 5 year(s) Cost over 5 year(s)




image6.png
On-premises cost breakdown summary

Azure cost breakdown summary

Category Cost  Category Cost
Compute $8441590  Compute 20041404
Hardware $51.71600
Software 51538750  Data Center $0.00
Electridty $935640  Networking 50,00
Virtualization §7,956.00
Storage $8756.04
Data Center $16,624.85
. T Labor 958295
Networking $11,584.35
Storage 77440
T Labor 958295
Total $12298200  Total $218753.00

Estimated on-premises cost (5 year(s))

Estimated Azure cost (5 year(s))




image7.png
All services » Azure AD B2C | Users > Users >

Create new user

Create a new internal user in your organization

User principal name

Display name
Mail nickname
Password

Account enabled

Properties

User type

Assignments

Administrative units

Groups

Roles

John Smith
John.Smith

Yes

Member

Application Developer
Search Editor
User Administrator




image8.png
Home 3

& Users -

Defoult Bectory

e e—

& Al users

& Audit logs

D signin ogs

K Diagnase and sobe preblems
& Deleted users

% Password reset

+ Mewuser ™ [{] Delete L+ Downloadusers [ Buboperations () Refresh G} Manage view

@ agure active Directory s now Mirosof Entra I,

B search W Addfiter

3 udrs found

User pindpal name 1

User type
[} Member

T waember

On-preméses ...
No

No

CF PerussrMiA 7 Gotfesdback?

Identities




image9.png
Al services > Azure AD B2C | Users > Users >

Create new user

Create a new internal user in your organization
Basics  Properties  Assignments  Review + create

Make up to 20 group or role assignments. You can only add a user to a maximum of 1 administrative unit.

+ add administrative unit = Add group H- Add role

Type Name
Role Application Developer
Role Search Editor

Role User Administrator




