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Deployment Scope & Phase
Milestones

* Prerequisite Baseline: Builds directly on Part
1
domain configurations (SWANSEA.ACCA).

* Phase 1 Execution: Multi-component
deployment
of GAIiA R81.20 appliances (A-SMS & A-GW).

* Phase 2 Execution: Establish cryptographic
Secure
Internal Communication (SIC).

* Phase 3 Execution: Production license
injection via
SmartUpdate utility platforms.
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SmartConsole Setup Wizard Initialization

* Package Origin: Native R81.20 deployment
assets retrieved
from local network domain storage shares.

* Target Workspace: Windows 10 enterprise
administrative endpoint client framework.

* Compliance Protocol: Explicit review and
execution

of the Check Point End User License
Agreement.

i > Software

@ CHECK POINT
6 SmartConsole

Welcome to

SmartConsole™

[¥] I have read and agree to the Check Point End User License Agreement

sssssss Directory: | Ci\Program Files (x86)\CheckPoint\SmartConsole\R81.20

10:14
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Installer Tracking &
Binary Package
Extraction

e Extraction Mechanics:
Unpacking core binary
management files onto local disk
storage tracks.

* System Integrity: Validation
checks run concurrently

to prevent runtime library
corruption.

* Progress Tracking: Verifying
steady

deployment tracking past initial
setup phases.

a7
e
Manage
File Home Share View App Tools

N > Software » v d Search Software

® CHECK POINT

0N 6 SmartConsole
! ﬁ BOOST SECURITY OPERATION

'S‘oftware}," ® Welcome
;‘ @ Installation AND EFFICIENCY

Efficient Automated Operations

e fea ide security intelligence

1 8% Installing now: SmartConsole

<
Bl 2items 1item selected 416 MB

10:15
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SmartConsole Management Client Completion

‘Wizard Termination: Setup program terminates;

cl SmartConsole

successfully following block copy completions. j

Application Shortcutting: Local paths register 4
interface links directly on the A-GUI desktop
space.

Thank you for installing
SmartConsole

Launch SmartConsole
Leain about demio. 6Btions

Launch Readiness: Preparing the endpoint to
access local management environments over

the wire.

B8 2items 1 item selected 416MB




SmartConsole
Management
Authentication Window

* Secure Administration: Desktop
access window

launched to handle daily
infrastructure modifications.

* Dynamic Variable Form: Fields
enforce entry of distinct
Usernames, Passwords, and target
Server IPs.

* Target Destination: Pointed to
location 10.1.1.101

to access the Security Management
Server.

e
artConsole

Home Share View
t > Software

Name

'S'oftwa re & :
4},

>

SmartConsole

R81.20

<
item selected 416 MB

Date modified

 mAa A e I

Read Only

Microsoft Edge

Demo |




Gaia Operating System Base Boot Initialization

‘Boot Media Payload: Initiating virtual system
installations via the native Gaia R81.20 ISO image file.

‘Boot Sequencing: Diverting system focus from
internal virtual disk tracks to load installation kernels.

Initial Selection: Executing the primary text menu
instruction string: "Install Gaia on this system”.

Welcome to Check Point Gaia R81.20

Install Gaia on this system

Do

not install Gaia. Boot from local drive

Press [Tabl to edit options




Virtual Machine System Memory Assignment

*Allocated Memory: Assigning 10,166 MIB
of system

Base Memory within Oracle VirtualBox
parameters.

*Performance Stability: Provisoning
hardware resource

pools to run underlying firewall engine
routines smoothly.

*Boot Order Setup: Defining clean optical
device boot

mapping choices under expert properties
tabs.
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ite D¢
ding

oller;
Irima
SECON

\udio

Drive
oller;

letw
ter 1:
JSB

-ontr
e Filt

ihare

descr

() GAIA 0S - Settings

Q General

itoraf Sy

@ Network
ﬁ Serial Ports
O> USB

‘j Shared Folders

Ifl User Interface

System

Motherboard Processor

Base Memory: '

4MB

T

Boot Order:
@ Optical

Hard Disk
[] @ Network

Chipset: | PIIX3 v

TPM: None v
Pointing Device: | PS/2 Mouse
Extended Features: Enable /0 APIC

Acceleration

65536 MB

Cancel

10166 MB '+

Help




Check Point Gaia R81.286

| Warning |

This process will install the
operating system and associated applications.

Do you wish to proceed with the installation?

{Tab> between elements {Space> selects

Hardware Disk
Formatting Warning
Confirmation

* Formatting Boundary: System forces
manual safety

prompts before running disk partition
writing tasks.

» Safety Interlocking: Prevents
accidental data

overwrites on active virtual storage
allocations.

e User Intent Check: Manual selection
of "OK" to
allow deep formatting routines to start.



Check Point Gaia R81.28

Keyboard Selection

Which keyboard type is attached
to this computer?

German

areat Britain
Hungarian
Icelandic
Italian
Japanese
Norwegian
Polish

en elements

{Space> selects

Regional Profile: Great
Britain Keyboard
Selection

* Input Alignment: Swapping standard
default layouts to accommodate local input
styles.

* Target Choice: Explicit configuration selection
of the "Great Britain" keyboard map format.

e Character Translation: Prevents symbol layout
errors during raw command-line administration
sessions.



Check Point Gaia R81.28

| Account Configuration |

Password:
Confirm:

Choose a password for the “admin" account.

> between elements {Space> selects

Primary Admin Account
Password Assignment

* Default Root Account: Establishing core
passwords for the native system admin user
profile.

* Hardening Threshold: Enforcing strict string
validation matching requirements across input
characters.

» Verification Field: Dual identical
confirmation

entries protect baseline configuration security
access paths.



Maintenance
Password
Configuration

Check Point Gaia R81.28

Maintenance password

Create a password for Maintenance

mode (“"admin" user). * Isolated Fail-safe: Setting up passwords
for low-level recovery interface access
Password: B Y T T TUREENE modes

Confirm: 36 3 36 H 36 M 3626 I

* Separation of Scope: Keeps everyday
management
tasks isolated from emergency recovery
access paths.

* Access Restriction: Restricts low-level

<Tab> between elements <Space> selects boot modification
rights to verified senior network

infrastructure engineers.




Management Interface ethO
Network Configuration

* Interface Base Address: Assigning static addressing
details directly to interface ethO:

IP Address: 10.1.1.101

Subnet Mask: 255.255.255.0

Default Gateway Route: 10.1.1.1

* Permanence Control: Keeping DHCP disabled to
ensure management destination IPs do not change.

Check Point Gaia R81.20
Management Interface ethd

IP address:
Netmask:
Default gateway:

[ 1 DHCP server on this interface

<Tab> between elements {Space> selects

<F12> next




Disk Surface
Partition Formatting
Confirmation

* Execution Step: Final validation
window

alerting the operator that storage drives
will be wiped clean.

* Destructive Step: Confirms deletion of
unmanaged partition tracks on the virtual
drive asset.

*  Write Commitment: Selecting yes
flags the

host engine to begin deep system image
transfers.

<Tab>

Check Point Gaia R81.28

{ Confirmation |

The next stage of the installation process will
format all your hard drives.

Are you sure you want to continue?

between elements {Space> selects

<F12>

next




Gaia OS Block Copy &
Installation Tracking
(Part A)

* Image Deployment: Writing core
firewall

system file trees out to storage
partitions.

1 Installing 0S |

Starting package installation process
817

* File Transfer Status: Monitoring
data transfers
during installation script operations.

<Tab> between elements i ace> selects i next

e Landmark Checkpoint: Verifying
steady deployment

tracking as operations approach
conclusion.



Gaia OS Block Copy
& Installation
Tracking (Part B)

e System Tracking: Processing secondary
database file trees and application binary
segments.

{ Installing 03 |

Installing packages...
597

e Library Validations: Ensuring
background dependencies
register correctly across kernel modules.

¢ Reboot Preparation; System <Tab> between elements i <Space> selects i <F12> next
completes script

runs, preparing hardware blocks for clean
restarts.



Base Installer
Termination &
Ejection Notification

* Successful Termination: Local automated
image

writes conclude successfully across storage
surfaces.

* Media Ejection Protocol: Explicit
terminal reminders

warning users to drop raw ISO maps before
booting.

* Interactive Directive: Demands pressing
return keys

to safely flush cash structures to clear
system reboots.

[Starting installer, one moment...
naconda 21.48.22.156-1 for anaconda bluesky started.
» installation log files are stored in /tmp during the installation
» shell is available on TTYZ2
» when reporting a bug add logs from /tmp as separate texts/plain attachments

Installation complete. Press return to quit

[Please do not remove the installation media until the system reboots.




Local CLI Shell Hardening & Timeout

Extensions

* Operational Shell Access: Opening terminal routes

to manage platform settings using the root admin profile.

* Inactivity Hardening: Setting higher active session
window lifetimes to prevent drops during
laboratory tasks.

* Applied Command Rules:
* setinactivity-timeout 720
* set web session-timeout 720

* save config

his system is for authorized use only.

login: admin

[Password:

Last login:

Tue Jun 23 08:47:20 on ttuyl

In order to configure your system, please access the Web UI and finish the First
Time Wizard.

w—180e66>
w—180e66>
w—180e66>
w—180e66>

set inactivity—timeout 720
set web session—timeocut 7206
save config




I Multi-User Access Banner Notice Verification

his system is for authorized use only.
login:

* Compliance Notification: Activating clear
access policy banner strings: "This system is for
authorized use only.”

* Security Control Layer: Confirms shell
access

paths demand complete login

reviews prior to granting control.

* Isolation Integrity: Ensures unauthenticated
sessions drop automatically at the terminal
border.



tion Wizard X + -

Not secure  Ritps://10.1.1.101/_d5ca2fbab9edd7a8f4903bd5a8a222cf/cgi-bin/ftw_index.tcl

Web Wizard:
Hostname & Local DNS
Registration

Device Information

* Device Context: Setting the device

naming Host Name: A-SMS

string explicitly to A-SMS via the web

console. Domain Name: SWansea-acca
Primary DNS Server: 192.168.1.1
Secondary DNS Server: 8.6.8.8

* Domain Registration: Binding the Tertiary DNS Server. 4222

system

structure inside local reference domain Me - i 2

parameter swansea-acca. [ Use a Proxy server

* Upstream Reference Entries:
Programmatic
mapping across primary,

secondary, and tertiary DNS routes.

pe here to search




Web Wizard: Network
Time Protocol
Synchronization

* Timeline Validation: Synchronizing clock
structures

via Network Time Protocol (NTP) to enable
accurate log auditing.

* External Reference Sources: Linking
server clocks to

upstream timing points (://google.com /
://google.com).

* Time Zone Localization: Setting
localization fields to match

London, Europe (GMT) regional tracking
rows.

V. GAIA Configuration Wizard X + == X

s

<« c © Notsecure  hitps://10.1.1.101/_d5ca2f6ab9edd7a8f4903bd5a8a222cf/cgi-bin/ftw_index.tcl bx¢ ®

Date and Time Settings

() Set time manually:

@ Use Network Time Protocol {NTP):

Primary NTP server: timel.gcogle.com Version: 4. v
Secondary NTP server: timezigcogie.(orr Version: 4. v
Time Zone: London, Europe {GMT) N

Cancel

217 PM
4. ~ao 625026 08



Web Wizard: System o (LT —— .
Deployment Strategy Choices Do S —

Installation Type € °check

@ Security Gateway and/or Security Management

tasks using the deployment setup checklists. PV

* Role Mapping: Defining specific software

* Functional Core Setup: Selecting options for
"Security Gateway and/or Security Management".

* Blade Framework Engine: Prepares core systems
to load modern security inspection software blades.

. , 217PM
H L Type here to search . i — At B D) Cosns



Web Wizard: Activating
the Security
Management Blade

* Architecture Isolation: Turning off
gateway components

on this node to prioritize management
server functions.

» Software Blade Selection: Activating
"Security Management"
exclusively and setting its type to Primary.

* Task Optimization: Ensures the system
functions

solely as a central repository for firewall
rulesets.

v GAIA Configuration Wizard X +

& Cc © Notsecure hips://10.1.1.101/_d5ca2f6ab9edd7a8f4903bd5a8a222cf/cgi-bin/ftw_index.tcl

Products

Products
[ Security Gateway
[] Security Management

Clustering

Define Security Management as: Primary

o>

H L Type here to search .

File Explorer

A Thu...

e

s T Q)

218 PM
6/25/2026 53




h" GAIA Configuration Wizard X + — X

Web Wi ard & & © Notsecure hips://10.1.1.101/_d5ca2f6ab9edd7a8f4903bd5a8a222cf/cgi-bin/ftw_index.tcl Dx g @
z ]
(]

SmartConsole Admin
Profile Creation

Security Management Administrator

() Use Gaia administrator: admin

* Decoupled Profile Identity: Creating a new

SySte m @) Define a new administrator
administrator identity decoupled from root Acministrator Name: | cpadmin
credentials. New Password: | sesesase
Confirm Password: | sessesse

* Defined Username Key: Explicitly setting the
administrative identifier account string to cpadmin.

* Strength Assurance: Automatic evaluation
. . Back Next > Cancel
gauges confirm password strings meet robust

safety rules.

[ Microsoft Store

- : 219PM
E L Type here to search " A& ) s BB



Web Wizard: GUI
Management Workstation
Client Subnet Locking

N GAIA Configuration Wizard X + = X
& (&) © Notsecure hitps://10.1.1.101/_d5ca2fbab9edd7a8f4903bd5a8a222cf/cgi-bin/ftw_index.tcl b g @ :

o * Access Control Logic: Bypassing global connection
o e options to restrict client traffic paths.

* Subnet Level Entry: Restricting interface control

access to the explicit management
network block: 10.1.1.0/24.

() Range of IPv4 addresses:

* Network Security Shield: Discards unauthorized
= PR A E - @xc ~amn 2N g connections before processing authentication
challenges.




[ J [ ]
N GAIA Configuration Wizard X o - X We WI Za r L F I n a
e
& (&) © Notsecure  hitps://10.1.1.101/_dSca2f6ab9edd7a8f4903bd5a8a222cf/cgi-bin/ftw_index.tcl i d @ :

First Time Configuration Wizard Summary € check

Your device will be configured with the following products:

Security Management: Primary Security Management

and Privacy Policy
b * Review Update and Data Sharing settings here

* The installation and usage of this product(s) are subject to the terms of Check Point's End-user License Agreement

Configuration Review

* Audit Step: Final validation review before
committing local system files to active
settings profiles.

* Target Verification: Confirming the appliance
role matches the

=3 target role: Primary Security Management.

* Commit Trigger: Selecting "Finish" to write wizard
Q@cn. ~am n B selections directly to disk.

2:21 PM




Post-Wizard

Execution Success
Validation

* Execution Verification: Monitoring
automatic setting
applications across core system folders.

* Graphical Status Success: System
displays a clear

confirmation message indicating
successful completion.

* Operational Readiness: Enables
internal system engines,

allowing remote management clients to
connect.

v GAiA Configuration Wizard x + — X

< c © Notsecure  hitps://10.1.1.101/_d5ca2f6ab9edd7a8f4903bd5a8a222cf/cgi-bin/ftw_index.tcl b ¢ ®

First Time Configuration Wizard Summary € cHeck

Verifying Configuration
Security Management

Compatibility Packages

Finalizing Configuration (this mleEE & e T el e R P2 |

0 Configuration completed successfully

oK

. : pe = . 224PM
H L Type here to search X ; = ) 65006 5




v B caia X + — X

< Cc © Notsecure hitps://10.1.1.101/_d5ca2f6ab9edd7a8f4903bd5a8a222cf/cgi-bin/home.tcl W ®

Gaia Portal Embedded
CLI Management
Authentication — =

Manage Software Blades using SmartConsole

A-SMS login: admin

: Thu Jun 25 15:25:59 on pts/1
71 Config lock is owned by admin. Use the command 'lock database overri

* Portal Authentication Access: Logging in
to web

configuration dashboards for

server A-SMS (10.1.1.101).

* Integrated Console Engine: Running
terminal shells

directly within browser windows

using embedded portal web apps.

* Lock Verification Checks: Evaluating
status strings A -
to confirm configuration locks are N 5 ersatei 8 " @& ' namn 2™
held correctly by the admin profile.




Securlty Gateway mA-G\".’ [Running] - Oracle VirtualBox = O X
File Machine View Input Devices Help

Operating System 1 Check Point Gaia R81.28
Installation Progress

* Boundary Node Deployment: Building
the discrete

Security Gateway hardware Instatling packages o
profile (A-GW) within VirtualBox. 437,

{ Installing 03 |

* Resource Tracking: Monitoring
extraction runs

as the gateway operating system
engine processes setup scripts.

) ) ) {Tab> between elements {Space> selects <F12> next
* Progress Tracking: Tracking installation ,
status levels to ensure clean data ol Ei&d® @ -RightCtd
transitions

to storage.



b % GAIA X GAIA Configuration Wizard X G &= X

Security Gateway < C  © Notsecure https//10.1.1.1/_9346858aad61464387fc40fba72fdfe3/cgi-bin/ftw_index.tdl * ®
Web Wizard Initial
Operations Pacing

First Time Configuration Wizard Summary € *check

e . erifying Cenfiguration Q
* Initial Gateway Setup: Opening T —
re m Ote We b C On nectl 0 n Finalizing Configuration (this may take several minutes)

paths to link with the gateway
at address 10.1.1.1.

* Wizard Execution Tracking:
Monitoring progress during
first-time database script adjustments.

* Underlying Tracking Layer: Tracking
low-level processes
as they build core gateway components. H T — o3 ; vy 243 PM

ASEDY o B



" a GAIA X &) GAiA Configuration Wizard X ! — X

Gateway Post- < G © Notsecure hitps;//10.1.1.1/.93468582ad61464387fc40fba72fdfe3/cgi-bin/ftw_index.tcl T ®
Wizard Soft Restart
Enforcement

First Time Configuration Wizard Summary

* Wizard Completion State: First-time .
setup tasks A
First Time Configuration Wizard
conclude successfully across the boundary
. You mu in order to finish th figuration. Click OK W.
appllance frameWOFk. o Rc;bgtsi:\rse;t;rict)}r\;:ystem n order to finish the configuration. Clic to restart no
[ o« |
* System Action Call: Triggers system
notifications
indicating a full machine reboot is
mandatory.
* State Alignment Step: Soft restarts load
configurations
into memory, activating the gateway H £ Type here to search s I u AaBE L G B

network stack.



Live Interface Parameter Change Caution Alerts

L]
2 sdmin | & @ GAiAPortal

Network Management » Network Interfaces Configuration || Monitoring
View mode: | Advanced > | o
® Overvew * Live Connection Monitoring: Opening interface
Hew r:‘etwork Management e = o pa n eIS
wu Network interfaces . . . .
2 aee A via the browser to adjust physical interface paths.
o Name Type Pv4 Address Subnet Mask 1PV6 Address
e eth0 4 Ethernet 101341 255.255.255.0
&a [Pv4 Static Routes 3 i henies
o # Loopback 127.0.0.1 255.0.0.0

&a NetFlow Export

&4 system Maragement * Safety Warning Notice: System displays caution
{¥ System Passwords 4 You are about to change the settings of an interface you are connected to. war ni n gs befo re a I | ow i n g m Od i'ﬁ Cati ons to a Ctive’

5 Proxy Click OK to proceed, Cancel to return, X
8§ Time connected interfaces.
P C oning Group
£ SNMP

¥ Job Scheduler

oK :H Cancel ]

¥ Mail Notification

 wesssoe ” 7 * Architect Decision Point: Selecting OK confirms
gj‘spaﬁm' < e ' e L full knowledge of potential remote connection
B coiints disconnects.

¥ system Configuration Management Interface

v System Logging
Management Interface: eth0



.

with description Swansea.acca.

Properties Customization
for Management &
Internal Interfaces .

eth0 (Mgmt Zone): Statically assigned 10.1.1.1/24

eth1 (Secure S-DC LAN): Statically assigned
192.168.1.254/24 with description IntSWA.

Isolation Protocol: Separates administrative

system control paths from everyday corporate
network user traffic.

& » G © Notsecure hitps;//10.1.1.1/_9b63eebfd2c5fd8bdb35113aef9d388d/cgi-bin/home.tcl * ®
Open Server . ® CHECK POINT
e N Ee— e

“
Edit eth0 x Configuration Monitoring

Viewmode: | / c - 2

@ OvEE: - Link Status: Up

= | Type: Ethernet
5 & Network Management vpe: +
Enable:
Network Interfaces ‘
Comment: Swansea.acca
ARP
IPv6 Address
DHCP Server
1Pv4 1Pv6 Ethernet =
Hosts and DNS
. b -
Pu4 Static Routes @ Obtain IPv4 address automatically
i i ps2
NetFlow Export @ Use the following IPv4 address:
2% system Management |Pv4 address: 05 1 24 = 1 )
i Pairiae N
3 system Passuords i Subnet mask: 255.255.255. 0
¥ Proxy
1 Time
¥ Cloning Group
1 SNMP
¥ Job Scheduler
¥ Mail Notification
¥ Messages
< =g »
1 Display Format
a Session SRS
¥ Crash Data =

¥ System Configuration

¥ System Logaing
> v s

@ 29-)un-2026 10:52:32 = Save Successful

L Type here to search

© Not secure

View mode:
@ Overview
= au Network Management

ww Network Interfaces

jn gln b

N
s ARP
DHCP Server

&aw Hostsand DNS
& IPv4 Static Routes
&3 NetFlow Export
a1 System Management
¥ system Passwords
¥ Proxy
¥ Time
¥ Cloning Group
¥ SNMP
1¥ Job Scheduier
1 Mail Notification
‘5} Messages
45} Dispiay Format
¥ session
¥ Crash Data
£ 3 System Configuration
1 System Logging
e

@ 29-Jun-2026 10:53:06 : Save Successful

L Type here to search

hitps://10.1.1.1/_9b63eebfd2c5fd8bdb35113aef9d388d/cgi-bin/home.tcl

Edit eth1 X

Link Status: Up

Type: 4 Ethernet

Enable:

Comment: IntSWA
IPva | IPv6  Ethernet

@ Use the following IPv4 address:
IPv4 address:

Subnet mask:

(© Obtain IPv4 address automatically

192.168. 1

255.255.255.

.254

0

@ CHECK POINT

GAIA Portal

1admin | |:4

Configuration Monitoring

Management Interface: ethD.

le Explorer

Y

™




Properties Customization
for Inter-Site & Public
Interfaces

<« » C © Notsecure  htps://10.1.1.1/_9bb3eebfd2c5fd8bdb35113aef9d388d/cgi-bin/home.tcl

Open Server

A-GW

Edit eth2 X

Link Status: Up

Type: 4 Ethernet
Enable:

ExtLCD

View mode: \ )
@ Overview =

& &= Network Management

&= Network Interfaces

Comment:
== ARP

&% DHCP Server

IPv4  IPv6 Ethernet

& Hosts and DNS
IPv4 Static Routes © Obtain IPv4 address automatically

& NetFlow Export @) Use the following IPv4 address:

@ 4 System Management 1Pv4 address: 2055 07.:00s 1
¥ System Passwords "
¥ Proxy

¥ Time

ﬁ) Cloning Group

1 sNMP

14¥ Job Scheduler

Subnet mask: 255.255.255.252

1§ Mail Notification
ﬁ)‘ Messages

G} Display Format
4¥ Session

¥ Crash Data

¥ System Configuration

¥ system Logging
& v Management Interface: eth0
& 29-Jun-2026 10:53:29 = Save Successful

L Type here to search

1 admin | [

¥

G.

Configuration

®

CHECK POINT

GAIA Portal

Monitoring

* eth2(Inter-site DMZ Link): Statically assigned
20.0.0.1/30 with description ExtLCD.

eth3 (Public WAN Edge): Set to dynamic assignment
mode via DHCP with description Extint.

* Border Controls Scope: Provides multi-homed connectivity
to link internal resources with

e outside communication targets.

< > C © Notsecure  hitps://10.1.1.1/_9b63eebfd2c5fd8bdb35113aef9d388d/cgi-bin/home.tcl
Open Server

A-GW

~ Viewmode: | Advanced - |
@ Overview - Link Status: Up
=, Type: Ethernet
(& &% Network Management i +
Enable:
&= Network Interfaces
L] Comment: Extint
=w ARP
& DHCP Server
IPv4  IPVE Ethernet

&% Hosts and DNS

2 Pv4 Static Routes © Obtain IPv4 acdress automatically

<% NetFlow Export (©) Use the following IPv4 address:
EE System Management

¥ System Passwords g

¥ proxy

¥ Time

¥ Cloning Group

1 sNmp

¥ Job Scheduler

1% Mail Notification

‘& Messages

v 3 Display Format

¥ Session

ﬁ} Crash Data

o3 System Configuration

Edit eth3 X

T @

® checkmomr
GAIA Partal

ladmin I E‘

Configuration Monitoring

IPv6 Address

{}¥ System Logging
Management Interface: ethO

Microsoft Store

N -

ﬂk 9




ecurity Gateway
Object Modelling &

Connection Pairing

Columns: ® General

Status Name

€8 ASMS 10.1.1.101

Summary  Tasks

c'ﬁ A-SMS

1Pv4 Address:
os:

Version:
License Status:

Alerts:

R Type here to search

Version

10.1.1.101

R81.20

Q search...

Active Blades
- B

Check Point Security Gateway Creation

Create the Check Point Security Gateway using:

A

Wizard Mode

[ Dont show this again

Hardware

Open server

=

Classic Mode

CPU Usage

19

Recommended Upd

3% N/A

Q | x

CPU:

39%

Memory: emmm-: 44%

8 Tem.. A @ Q)

® CHECK POINT —
e SmartConsole

Q search..

2 ¥ New..v

Object Categories

& Network Objects

% Services

2® Applications/Categories
% VPN Communities

Ao Data Types

4gt Users/Identities

ﬁ Servers

© Time Objects

N UserCheck Interactions

© Limit

6:32 AM

=

6/29/2026 %

X

¢ Object Modeling: Creating the primary Security
Gateway object identity inside the SmartConsole
network configuration map layout (A-GW).

* IP Binding Configuration: Binding the target framework
node directly to static management
location address 10.1.1.1.

*  One-Time Password Exchange: Initializing cryptographic
handshakes using matching trust authorization keys.

Q Search...

® CHECK POINT
0 SmartConsole

=

Check Point Gateway Installation Wizard ? X

# General Properties
@ Specify the Gateway name, platform and IP address.

Gateway name:

Gateway platform: Open server v
Gateway IP address:
@ Static IP address:

IPvd: | 10 . 1 . 1 . 1| | | Resolvefrom Name

IPs: |

(O Dynamic IP address {e.g. assigned by DHCP server)

°
&y CHECKPOINT

pries

File Explorer R

No

A G q))

6:33 AM
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Remote Gateway
Inter-Component
Key Pairing Setup

* Trust Relationship Pairing: Establishing
secure,

encrypted tracking paths over network
links.

* Cryptographic Key Pairing: Exchanging
one-time security
passkeys to securely link the components.

* Policy Path Shield: Encrypts policy
distribution paths
using mutual certificate verification keys.

GATEWAYS
& SERVERS

Secure Internal Communication Initialization

P

» General Properties

» Trusted Communication

. )
@ CHECK POINT

Initializing the Secure Intemal Communication

(@ Initiate trusted communication now.

Enter an one-time password that will be used to initialize the Secure
Intemal Communication between the gateway A-GW and the Security
Manaaement Server.

This oneime password must be the same one-time password you entered
in the “Secure Intemal Communication’tab when you installed and
configured the Check Point software on the gateway A-GW.

Gateway's Name: ‘AGW

One-ime password: quuu|

Trust State: Il_lnin'rtiaiized

(O Skip and inttiate trusted communication later

< Back

® CHECK POINT

e SmartConsole

Cancel

Task View

f \\a (=l M
(W7

& 16°C

34 AM
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Programmatic
Interface Topology
Extraction

* Automated Interface Query:
Management systems

successfully pull topology properties across
the cryptographic link.

* Discovered Assets List: Automatically
maps interface

lines including eth0, ethl, and eth2 subnets.

* Verification Check: Confirms addressing
schemas

discovered match target infrastructure
topology profiles.

“ Publish
Columns: @ General

GATEWAYS
& SERVERS
Secure Internal Communication Initialization
@v mﬁz'l\_gthe re |-A'_'IP ...... IS
o = Get Topology Results

The topology was retrieved successfully.
Siisias The following table shows every interface found for the given machine.
» Trusted Communication Networks {or a group of them) that reside behind each interface are also shown here.

» General Properties

Name IPv4 Address IPV4 Netmask IPv6 Address

O+ eth2 20.0.01 255.255.255.252 N/A
O eth 10.1.11 255.255.255.0 N/A
O ethl 192.168.1.254 255.255.255.0 N/A

<

Legend -
M New object was created.

B Existing object was used.

@
e' CHECK POINT

® CHECK POINT
0 SmartConsole

Q Search...

ories

Cancel

cpadmin

, 6:36 AM
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@ CHECK POINT = o %
G SmartConsole

Gateway S

Installation Pipeline

zy Insiallation Wizard Completion

Success ComP'etion 3 Jhe Gatoway s ksiakation vizzod bas conpleted

®» General Properties Configuration Summary pries
» Trusted Communication Gateway's Name: AGW
> End IPvd: 10.1.1.1
Platform: Open server
SIC: Trust established
NAT. Disabled
. . - Active Blades: Firewall and NAT
* Configuration Log Summary:
Reviewing final operational _
deflnltlons pr|or tO Complet|ng the SERVICES [ Edit Gateway properties for further configuration

deployment pipeline.

* Trust State Confirmed: Structural logs
explicitly b
confirm: "SIC: Trust established". S CUECERSY

* Default Engines Profile: Activates core
Firewa” and ) ) No tasks in | 5§ 10.1.1.101 8 Draft :ha:
Network Address Translation engines by @ i @ra ~eamn M g

L = “ 6/29/2026
default. 2




Columns: ® General e

Status Name IP Version g rdware CPU Usage

—. & AGW 10111 R81.20 Open server

(] €8 A-SMS 10.1.1.101 R81.20 Openserver ®

Summary Tasks Licenses

(=2 Acw

Swansea Network SMS Open server

IPv4 Address:
0s:

Version:
License Status:

Alerts:

Software Blade
Optimizations & Global
Dashboard Auditing

Recommended Upd

Columns|

~+— New...

Object Categories
& Network Objects
% Services
¥ Applications/Categories
s VPN Communities
Ao Data Types
44 Users/Identities
ﬁ Servers
© Time Objects
N UserCheck Interactions

6 Limit

. Core Blade Activation: Checking individual feature
itemsto activate Firewall and Monitoring services.

. Unified Monitoring Map: Central view tracking
management engine A-SMS alongside firewall
gateway asset A-GW.

. Health Status Assurance: Overall system indicators
report clear "OK" health
marksacross components.

General Propettes |

- Network Management

+- NAT
HTTPS Inspection
HTTP/HTTPS Proxy
&) ICAP Server
Platform Portal
Mail Transfer Agent
Monitoring Software bl
+- Logs
Fetch Policy
i- Optimizations
Hit Count

- Other

Machine

Name [aGw

IPv4 Address: (10.1.1.1

IPv6 Address: ]

Color: |l Pink v‘

[C] Dynamic Address

Resolve from Name

Comment: ISwansea Network SMS

Secure Intemal Communication: | Trust established ‘ Communication...

Platform

Hardware:  Open server v | Version: |R81.20 v | 0S:|Gaia

& Network Security (2) Threat Prevention (Custom) & Management (0)

Infinity Services:
@ 10T Protect
© SDwaN

Access Control: Advanced Networking:
Firewall © Dynamic Routing
[JIPSec PN © SecurexL

Policy 5 [J@es
[ Mobile Access Monitoring
[] &pplication Control Other:
[CJURL Filtering

[ Identity Awareness

[] Data Loss Prevention
[[] Anti-Spam & Email Security
[[] Content Awareness

© Content Awareness

Content Awareness software blade provides data visibility and enforcement in
unified access policy.

Microsoft Edge EHEE

bories

cpadmin




Advanced Operational

Certificate State
Verifications

* Visual Status Assurance: Green confirmation mark
checks confirm a valid operational state.

e Target Output Text: Test window confirms clear
communication paths:
"SIC Status for A-GW: Communicating".

* Session Management Commit: Pushing 12 pending
infrastructure changes to the primary system database
repository location via session publishing controls.

)  Click Publish’ to make these changes
available to all

2me Padmin@6/28/2006

»

e

QrOmKEYr & n ¢ y.f

&~ NAT
HTTPS Inspection

- Network Management Machine

Name: ‘AGW

Color: |l Pink v ‘

HTTP/HTTPS Proxy IPv4 Address: {10.1.1.1 Resolve from Name
!

&)~ ICAP Server

Platform Portal

Mail Transfer Aq
Monitoring Soft:
- Logs

Fetch Policy
Optimizations
Hit Count

- Other

Trusted Communication

Open server / Appliance

Authentication

Trusted Communication Inttiation

Ceticate state: & Trust established Test SIC Status..

OK

World's most proven firewall solution that can examine hundreds of applications,

protocols and services out-of-the box.

Rsee Text SIC Sata

Carcel

Cancel
d | cpadmin

6:40 AM
6/29/2026 E‘

A& TIP)



Base Firewall Rule
Tables & Audit Log
Engines

@ CHECK POINT

& smarconsole

@ Device Status
License Status R e TR
System Counters R81.20
= Gaia Kernel Version: 3.10
faffic
22 minutes and 13 seconds

Security Policy: InitialPolicy
Installed On:  Mon Jun 29 11:00:47 2026

@ Firewall

Task View

P Type here to search

6/29/2026

*  Implicit Catch-All Rule: Evaluating the system-defined
"Cleanup rule" configured to catch
unmatched traffic.

. Default Action Profile: Set to drop traffic explicitly,
ensuring a secure default perimeter posture.

*  Auditing Dashboard Access: Launching monitor interfaces
to track configuration changes for total administrative accountability.

&1 10.1.1.101 - Check Point SmartUpdate - o x
—
~# Package Management Licenses & Contracts
Machines 1Pv4 Address  IP6 Address Version State SKU Descrption
=& 111101
£F ASMS 10.1.1.101 Trial Period 15
& AGw 10111
< [Soaciocal
For Help, press F1 1011101 Read/ Internet access

Network
O Type here to search e

No Internet access

Columns: @ General

Status  Name
L 2 AGW
o CB AsMS

Summary  Tasks

A-GW

Swansea Network SMS

1Pv4 Address:
os:

Version:
License Status:

Alets:

3 Ver ActiveBlades  Hardware  CPUUsage  Recommended

0111 Re20 WO

10.1.1.101  R81.20 wE

Opensever ®

Opensever ®

® CHECK POINT
@ smartconsole

Q search.
# New.
Object Categories

A& Network Objects

% Services

\pplications/Categories

Check Point products are activated and entitled
automatically in most common scenarios.

If needed, you can manage software licenses for a Security Gateway or a Security
Management Server within SmartConsole by using the Licenses tab in the Gateways

& Servers view.

Deploying software packages can also be done within SmartConsole via the toolbar
menu of the Gateways & Servers view

See sk169692 for more information.

Cancel

he Data Types
RE Users/identities

B servers

P Time Objects

R Usercheck Interactions

P umit

U m

Memory: am

5 o ES0AM
NG DD onps B

spafg0




4 * * . Identity Separation: Creating a separate super-user
m l n I S ra I ve account under personal name
records (Hridoy Majumder).
dentity Matri
e n I y a r I x . Principle of Least Privilege: Testing system access limits
by logging in under read-only auditor

profiles ("No changes | Read Only [ auditor").
RBAC Command-
L4 L] . Terminal Diagnostics Command: Remotely accessing
I n e tt e St a t I o n S the core engine terminal interface over PuTTY SSHto
run standard check commands (cplic print -x).

® CHECK POINT
@ smarcconsole

5 10.1.1.101 - Check Point SmartUpdate - o x

W& Manage policies and layers... -0 [ 5 = | @
Open Object Explorer... Ctri-E Q Search Y 20 Q Search ol File »
s Licenses & Contracts
New object » [ e 7 View »
3 Active Blads Hardware  CPU Usage  Recommended s Tree » P4 Address  IPv6 Address Version State SKU Description Expi
N - &
0 Opensever ® 7% : i
o Object Categories Packages i P — ® © Device Status = Options
P Operenicr IR TAA Licenses & Contracts o
Session details... & Network Objects 18 scense Status
s = Operations »| |Detach
+Shift % Senvices
© install policy... Ctrl+Shift+Enter ool N Attach all Assig
A 38 Applications/Categories 813
Verify Access Control Policy. Window d| —
Install database. # VPN Communities 2 Help | | Getlicenses
40 DataTypes 62
Uninstall Threat Prevention Policy.. VP ——— N
41t Users/identities 1 e
Manage licenses and packages.. B servers 1 Export o File
SmartProvisioning. . | © Time Objects 3 Show Expired..
Endpoint Y s N UserCheck Interactions 15 Update Contracts »
Global propeties. ©timit 2 View Repository
View ,
About Check Point SmartConsole, Open'server
Check for Updates...
© Hep Fl

License Status:

Alerts:

10.1.1.101 Read/Write

650 AM
1)

P Type here to search ” 6/29/2026

P Type here to search




Administrative
Identity Matrix
(RBAC) &
ommand-Line
Attestations

10.1.1.101 - Check Point SmartUpdate

=
A Package Management Licenses & Contracts

Machines 1Pv4 Address [PV Address Version State SKU Description Expir
= 10.1.1.101
£F ASMS 10.1.1.101 Trial Period 15
[ cPsMes cPsi- Software Bla CPSMCSCPSMNGSMC...  Securty Management containerto manage up o ... nevi
E CPSMC-5CPSM-. Software Bla. CPSML-5 CPSM-NGSM C. Security Management container to manage up to ... nevd
= AGw LARE]
<
| Operation Status
Operation Status Progress Time A
Attaching license ‘CPSM-C-5 C...’ License has been successfully atta... Done Jun 29, 2026 07:03:52
\ttaching license 'CPSM-C-5 C... License has been successfully atta... Done Jun 29, 2026 07:03:52 v

For Help, press F1

P Type here to search

L

10.1.1.101

Read/Write

—
A Package Management

Zs Choose License File

« v A [ « License.. > Product Licenses v o
Organise v New folder
& Downloads A Name -
5] Documents # (] A-EMP-02ic
Pictures * ] A-EPMlic
Software [ A-MDSlic
PR ] A-MDS-02lic
neDrive - Univer 0 Amic
Attachments ] ASMEdic
[ Desktop |1 A-sMs (CCME).lic
Documents ] A-sMSlic
Microsoft Copilc. ] A-SMs-02 (10.1.1.111).lic
] Pictures 7] A-SMS-02 (CCME) fic
] B-SMSllic
3 This PC
e Sl

Status.

[ORCRONHONONONONONONO)

X

»
- o e Description
Date modified Tral Period

File name: | A-SMS.lic License or Activation Files (“ic v

Cancel

<
For Help, press F1

P Type here to search

10.1.1.101

}=3 @ High...

Read/Write

N ) T7:03AM
NP =E sl

5

£4 10.1.1.101 - Check Point SmartUpdate

File

Licenses & Contracts View o B ticenses & Contracs
Machines 1Pv4 Address  IPv6 Address Version State SKU Description Expi Tree » p4Address  IPvE Address Version State SKU Description Expir
101.1.101 Packages » —_— ®
0 BB AL ial Perioc
T e e e ¥ Lienaes & Contracts —— Software B CPSMC5CPSMNGSMC... Securty M
[ cPsMcsCPsM- Software Bla. CPSMC5CPSMNGSM C... Securty Management containerto manage Up o ... nev e o — tware Bla -5CPSMH ecurty Management cortainerto manage upto ... nev
esations Detach... .
[ cPsmcscpsi- Software Bla. CPSM-C5CPSM-NGSM C...  Securty Management container to manage upto ... nev i ) e Software Bla CPSMC5CPSMNGSM C... - Security Management container to manage Lp 10 ... nevs
il — Tools ach all Assignes
Window » Get all Licenses
Help Yo |Gt
Add License »
Delete
Export to File...
Check Point SmartUpdate X —
Update Contracts ~ »
Import File Summary:
0 The file contains 2 license(s) View Repository
Trying to attach 2 license(s)
< <
% | Operation Status % | Operation Status
Operation Status Progress Time A Operation Status Progress Time A
@ Attaching license ‘CPSM-C-5 C... License has been successfully attz... Done Jun 29, 2026 0 @ Attaching license 'CPSM-C-5 C... License has been successfully atta... Done Jun 29, 2026 0T:03:52
@ Attaching license CPSM-C-5 C... License has been successfully atta... Done Jun 29, 2026 07:03:52 v @ Attaching license 'CPSM-C-5 C..._License has been successfully atta... Done Jun 29, 2026 0T:03:52 v
For Help, press F1 10.1.1.101 Read/Write.

L Type here to search

H O Type here to search )(%

10.1.1.101

Read/Write




Thank You All
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