Lab 6: Working with Ubuntu

1: Record the command you used to create and verify Groups with the group ID. 
Command to create a Group 
groupadd
Command to Verify the Group 
Cat /etc/group
Group ID for MGT 
1005
Group ID for EMPGA 
1006
Group ID for EMPGB 
1007
Group ID for EMPGC
1008

2: Record the list of users. 
in passwd file 
Alice, Bob, Eve, Eric, Joe, Roy, Jenny, Jack, Ethan, Mac, David
in shadow file
Alice, Bob, Eve, Eric, Joe, Roy, Jenny, Jack, Ethan, Mac, David

3. joe@ubuntu:~$ 
/home/joe
Go back one directory level to the /home directory. 
Cd /home
4. joe@ubuntu:~$ 
List all directories and their permissions in the current working directory. 
[image: ]
5. joe@ubuntu:/home~$ 
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Attempting to access file_jenny_c with user Joe
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Attempting to access file_joe_g with a user not from the same group
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Attempting to access file_joe_g with a user not from the same group
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Attempting to access general files
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joeeubuntu:™% cd home

joequbuntu:/hames cd jenny

joeaubuntu:/home/ jennus touch file_jenny_c

touch: cannot touch 'file jenny_c': Permission denied
joe@ubuntu: shome/ jennys
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ubuntu login: mac
Passuord:
Hielcome to Ubuntu 16.04 LTS (BNU/Linux ¢.4.0-24-generic x86_64)

* Documentation:  https://help.ubuntu.cons

15 packages can be updated.
0 updates are security updates.

The programs included with the Ubuntu sustem are free softuare;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/x/capyright.

Ubuntu comes with ABSOLUTELY ND WARRANTY, to the extent permitted by
applicable law.

racaubuntu:~s cd /hame
racaubuntu: /homes cd jack
mac@ubuntu:shomes jack$ touch file_jack
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6. Make sure that, all the users listed below are created and assigned to various

groups.
Usemame | Group Filenames | File Contents
Jenny HR file_jenny_c | 17 Coneental R
Joe HR file jo_g__| e 2 gup Desimert
roy MGT file_roy Th s general Dosument
Jack EMPGA | file_jack | T7e's genera Document
ethan EMPGA | file_ethan_c | [ & ConentalEmpoyee
mac EMPGA | file_mac_g | g emsoree
david EMPGA | fle_dav_c | [T s ConeentalEmpioyee

7. Createall the files as per the names from the stated users and input the contents in the file.

Make

a.

b.

sure that all the filenames ending with
_care confidential that only the owners of the file could access and other users could
not access. (Record the evidence)
_gare group files that only the owners and the group they belong to could access
and other users could not access. (Record the evidence)
File names without the above 2 notations are general fles and could be accessed by
all. (Record the evidence)
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jenny@ubuntu:™$ cd /home
jennyeubuntu:/homes cd joe

“hash: cd: joe: Permission denied
jennyeubuntu: /homes





image.png
druxr-xr-x 18
drir-xr-x
drir-xr-x
drir-xr-x
drur-xr-x
drur-xr--
drur-xr-x
druxr-xr-x

cisco
david
ethan
Jack
Jenny
Jjoe
mac
roy

cisco
david
ethan
Jack
Jenny
Jjoe
mac
roy

4036
4096
4096
4096
4096
4096
4096
4096

Now,
Nov
Nov
Nov
Nov
Nov
Nov
Nov

cisco
david
ethan
Jack
Jenny
Jjoe
mac
roy





image5.png
jack@ubuntu:™$ cd /home
jackaubuntu: /homes cd joe
jackeubuntu: shome/ joes touch file_joe_g

jackeubuntu: shome/ joes




