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[bookmark: _Toc237302600]Abstract
SteelForm Manufacturing Ltd (SFM) runs a connected production environment of IoT sensors, automated equipment, a cloud-based production management system and an internal production network. This connectivity has widened SFM's attack surface, and the company has already suffered malware infections, phishing emails and unauthorised access attempts. Written from the perspective of SFM's IT Security Manager, this report identifies SFM's internal and external cyber threats — what each is, how it could attack SFM, and its likely consequences — and proposes security policies aligned to ISO/IEC 27001:2022, NIST CSF 2.0 and UK GDPR, with mitigation measures mapped to each. A risk matrix, network monitoring plan, incident response plan with flowchart, and staff training programme are included. SFM's greatest exposure is ransomware and credential-based attack against a converging IT/OT environment; layered technical controls combined with governance, monitoring and staff awareness are recommended.
[bookmark: _Toc237302601]1. Introduction
Manufacturing is now the most heavily targeted sector for cybercrime worldwide, absorbing a disproportionate share of ransomware and operational-technology (OT) attacks as factories connect previously isolated equipment to corporate and cloud networks. Ransomware incidents against manufacturers rose sharply through 2025, with average demands exceeding one million dollars and attackers exploiting supply-chain relationships and unpatched OT [1], [2]. ENISA similarly reports OT now accounts for a substantial share of recorded incidents, driven by IT/OT convergence [3].
SFM reflects this exposure directly: IoT sensors, automated equipment, a cloud production system and a production network linking engineering, operations and business systems, with malware, phishing and unauthorised access already recorded. This report sets out a structured strategy — threat assessment, policies, mitigations, monitoring plan, incident response plan and staff training — and closes with recommendations for the Board.
[bookmark: _Toc237302602]2. Organisational Context
SFM's technology environment has four layers: (1) IoT sensors monitoring machine performance and throughput; (2) automated production equipment, including PLCs executing manufacturing instructions; (3) a cloud-based production management system scheduling orders, inventory and supplier/customer interfaces; and (4) a production network linking these to corporate IT. This convergence removes the traditional "air gap" that once isolated factory equipment, a structural risk widely reported in industrial cybersecurity research [3].
[bookmark: _Toc237302603]3. Cyber Threat Landscape
Threats to SFM are internal (originating inside the organisation) or external. For each, three things are set out: what it is, how it could attack SFM specifically, and its consequences. The two categories interact — phishing (external) often succeeds because of an employee mistake (internal).
[bookmark: _Toc237302604]3.1 Internal Threats
1. Malicious insiders — misuse of legitimate access. At SFM, someone with cloud-system or PLC access could copy designs or sabotage equipment. Consequence: IP theft, production sabotage, lost customer trust.
1. Employee mistakes — unintentional errors such as misdirected emails or misconfigured cloud permissions. At SFM, an overly broad sharing setting could expose order data. Consequence: data exposure, possible GDPR breach notification.
1. Weak passwords — easily guessed or reused credentials. At SFM, a weak PLC or portal password could be brute-forced or reused from another breach. Consequence: account takeover, cascading into wider access.
1. Privilege misuse — accounts holding more access than needed. At SFM, an over-privileged operator account could alter configurations beyond the shop floor. Consequence: disproportionate damage from one account.
1. Unauthorised USB devices — removable media bypassing perimeter defences. At SFM, a USB device plugged into a PLC terminal could introduce malware directly into OT. Consequence: malware inside production, potential halt of equipment.
1. Poor access control — shared logins and inactive accounts left enabled. At SFM, a shared engineering login or an ex-employee's active account widens uncontrolled access. Consequence: untraceable misuse, wider breach impact.
[bookmark: _Toc237302605]3.2 External Threats
1. Ransomware — malware that encrypts or exfiltrates data for payment. Manufacturing is the most-targeted sector, with attacks up over 50% year-on-year and demands over $1m [1], [2]. At SFM, ransomware via phishing could encrypt the cloud system and engineering files together. Consequence: multi-day stoppage, data loss, extortion even without encryption [4].
1. Phishing — fraudulent messages impersonating suppliers or executives. At SFM, a fake-supplier email could prompt a fraudulent payment change. Consequence: credential theft, malware delivery, financial loss.
1. Malware — viruses, worms and trojans, including ICS-targeted variants [3], [4]. At SFM, malware could spread from a corporate laptop into production if segmentation is weak. Consequence: disrupted or corrupted production.
1. Industrial espionage — theft of designs or process know-how by competitors or state-aligned actors. At SFM, the cloud system or file shares could be targeted for specifications. Consequence: lost competitive advantage, breached confidentiality agreements.
1. Supply-chain attacks — compromise of a vendor with trusted network access; such incidents roughly doubled in a year [1], [2]. At SFM, a compromised supplier VPN account is a trusted route in. Consequence: a breach that bypasses SFM's own perimeter.
1. DDoS attacks — traffic floods causing unavailability. At SFM, a DDoS against the cloud system could block order processing. Consequence: halted intake and scheduling, delays to customers.
1. IoT attacks — exploiting unpatched or default-credentialed sensors [3]. At SFM, a compromised sensor could pivot into the network or falsify readings. Consequence: undetected safety issues or a foothold into OT.
1. Credential theft — stolen logins, most damaging without MFA — the costliest single failure point in sector loss data [2]. At SFM, stolen VPN or portal credentials mimic legitimate access. Consequence: hard-to-detect unauthorised access.
[bookmark: _Toc237302606]4. Security Policy Framework
SFM's policies rest on three references: ISO/IEC 27001:2022, which structures an ISMS around 93 controls in organisational, people, physical and technological themes [5], [6]; NIST CSF 2.0, organised around Govern, Identify, Protect, Detect, Respond and Recover, with a manufacturing profile [3], [7], [8]; and UK GDPR, covering lawfulness, minimisation, accuracy, storage limitation, security and accountability [9]The CIA triad (Figure 1) underpins every policy: each control protects confidentiality, integrity or availability.
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Figure 1. The CIA Triad applied to SFM's production and business systems.
Table 1 sets out SFM's ten core policies, the mitigation measures each mandates, and the threats each primarily addresses.
	Policy (Framework)
	Key Measures Mandated
	Threats Addressed

	Access Control (ISO 27001; NIST Protect)
	RBAC; least privilege for IT and OT accounts
	Privilege misuse, poor access control, insiders

	Password & Authentication (ISO 27001; NIST Protect)
	Password complexity; mandatory MFA for remote/cloud/privileged access
	Weak passwords, credential theft, phishing

	Acceptable Use (ISO 27001 people controls)
	Permitted device/network use; USB media restrictions
	Unauthorised USB devices, malware

	Data Protection (UK GDPR)
	Data classification, lawful basis, retention rules
	Employee mistakes, data exposure, GDPR breach

	Remote Access (NIST Protect)
	VPN with MFA; device-compliance checks
	Credential theft, unauthorised access

	Incident Response (NIST Respond)
	Roles, escalation paths, reporting timelines
	All threats — enables timely containment

	Backup & Recovery (NIST Recover)
	Encrypted, immutable/offline backups; restore testing
	Ransomware, malware, data loss

	IoT Security (NIST Mfg Profile)
	Unique credentials, segmentation, firmware patching
	IoT attacks, insiders pivoting via OT

	Third-Party/Supplier (ISO 27001; NIST Govern)
	Minimum security requirements, vendor due diligence
	Supply-chain attacks, espionage

	Patch Management (NIST Protect)
	Patch timescales; compensating controls for legacy OT
	Malware, ransomware, exploited vulnerabilities


Table 1. Security Policies and Mitigation Measures.
Together, these give SFM a documented ISMS: each maps a control gap from Section 3 to a concrete measure, creating the accountability trail ISO 27001 and GDPR require.
[bookmark: _Toc237302607]5. Mitigation Measures
Policies set expectations; these measures implement them, prioritised by impact against SFM's most likely threats.
1. MFA on all remote, cloud and privileged accounts — closes the costliest failure point in sector data [2] and blocks most credential-theft and phishing follow-through.
1. Network segmentation separating corporate IT, cloud gateway, production/OT and IoT into distinct zones (Figure 2), so one zone's compromise cannot spread.
1. EDR on engineering workstations, servers and PLC terminals, detecting and containing malware, including ransomware, before encryption or exfiltration.
1. Email filtering scanning inbound mail for malicious attachments and spoofed supplier domains.
1. Encryption of data at rest and in transit for the cloud system and personal data covered by GDPR.
1. Patch management defined IT patch timescales, with compensating controls for OT equipment that cannot be patched without halting production.
1. Immutable, tested backups offline/air-gapped, with scheduled restoration drills, so ransomware can be recovered from without paying.
1. Least privilege / RBAC limiting every account to only what it needs, so one compromised credential cannot reach everything.
1. IDS/IPS monitoring production and IoT segments for reconnaissance or lateral-movement traffic.
1. Zero Trust verifying every access request regardless of network location, given SFM's mix of cloud, on-site and IoT systems.
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Figure 2. Proposed network segmentation for SFM.
[bookmark: _Toc237302608]6. Threat, Risk and Mitigation Overview
Table 2 consolidates Section 3's threats with business impact and mitigation, giving the Board a single risk reference.
	Threat
	Potential Impact
	Mitigation

	Ransomware
	Production downtime; encryption/exfiltration
	EDR, immutable backups, segmentation, MFA, patching

	Phishing
	Credential theft; malware delivery; fraud
	Email filtering, MFA, training, phishing simulations

	Insider threat
	Data theft; sabotage
	RBAC, least privilege, logging, background checks

	IoT compromise
	Machinery disruption; falsified data
	Segmentation, firmware patching, unique credentials, monitoring

	Unauthorised access
	Exposure of production/customer data
	Access control policy, MFA, account review, alerting

	Supply-chain attack
	Compromise via trusted vendor link
	Supplier policy, due diligence, segmentation

	DDoS
	Cloud system unavailability
	DDoS protection, traffic monitoring, redundancy


Table 2. Threat and Risk Assessment for SFM.
[bookmark: _Toc237302609]7. Network Monitoring Plan
Continuous monitoring lets SFM detect threats before serious harm occurs.
1. Monitored: authentication/MFA failures, firewall and IDS/IPS alerts, EDR alerts, cloud access logs, IoT gateway traffic, privileged-account activity.
1. Responsible: a Security Operations function reporting to the IT Security Manager, with on-call coverage given SFM's continuous production.
1. Suspicious events: repeated failed logins, unusual login times/locations, unexpected outbound transfers, unrecognised devices, out-of-range IoT readings.
1. Detection: a SIEM aggregates logs from firewalls, endpoints, cloud and IoT gateways, correlating patterns a single source would miss.
1. Alerts: high-severity alerts escalate immediately to the on-call analyst; lower-severity alerts are triaged and tracked during business hours.
1. Logs: collected centrally, retained for investigation/compliance, and tamper-protected.
This SIEM-centred approach gives SFM the visibility that matters: organisations with strong OT monitoring and rapid detection consistently contain ransomware faster and at lower cost than those without it [2].
[bookmark: _Toc237302610]8. Incident Response Plan
SFM's plan follows six stages, aligned with NIST CSF Respond/Recover [7].
1. Detection — an alert or staff report identifies a possible incident.
1. Analysis — the security team triages, scoping severity and confirming genuineness.
1. Containment — affected systems are isolated via segmentation while continuity is assessed.
1. Eradication — the root cause is removed and the access route closed.
1. Recovery — systems are restored from clean backups under close monitoring.
1. Lessons Learned — a post-incident review feeds improvements into policy and training.
[image: ]
Figure 3. SFM Incident Response Flowchart.
[bookmark: _Toc237302611]9. Staff Training and Awareness Programme
Human error and social engineering remain leading causes of incidents, and AI-generated phishing is now harder for staff to spot unaided [3]. Training is treated as a core control (Table 3).
	Programme Element
	Audience
	Frequency
	Owner

	Cybersecurity induction
	New employees/contractors
	Week one
	IT Security Manager / HR

	Quarterly awareness training
	All staff
	Quarterly
	IT Security Manager

	Phishing simulations
	All staff with email
	Quarterly, unannounced
	IT Security team

	Password / MFA training
	All staff
	Induction + annual
	IT Security team

	Social engineering awareness
	All staff
	Bi-annual
	IT Security Manager

	Incident reporting procedure
	All staff
	Induction + annual
	IT Security Manager

	Role-specific (OT/engineering)
	Production/engineering staff
	Annual
	IT Security Manager / Production Lead

	Annual refresher training
	All staff
	Annually
	IT Security Manager


Table 3. Staff Training and Awareness Schedule.
Effectiveness is measured via phishing-simulation click/report rates, completion records, and human-error incident trends, reported to the Board alongside monitoring summaries.
[bookmark: _Toc237302612]10. Application of Cybersecurity Frameworks
The CIA triad gives SFM a shared control-priority language. ISO/IEC 27001:2022 turns Table 1's policies into an auditable ISMS with risk assessment and a Statement of Applicability [5], [6]. NIST CSF 2.0, and its manufacturing profile, organises activity across Govern, Identify, Protect, Detect, Respond and Recover, scaled to SFM's size [3] [7] [8]. UK GDPR shapes the Data Protection Policy, since SFM holds employee and customer order data; non-compliance risks fines up to £17.5m or 4% of turnover [9]. Together, these keep SFM's programme technically sound, auditable and compliant.
[bookmark: _Toc237302613]11. Conclusion and Recommendations
SFM's connected environment brings real benefits but real exposure to the ransomware, phishing and IoT attacks driving the sharpest rise in manufacturing incidents. The Board is asked to approve: (1) the ten policies in Table 1 as a formal ISMS aligned to ISO/IEC 27001:2022; (2) phased mitigation deployment, prioritising MFA and segmentation; (3) the SIEM-based monitoring plan; (4) the incident response plan, tested annually; and (5) funding for staff training, closing the human-factor gap behind most successful attacks.
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[bookmark: _Toc237302615]Appendix A — Board Presentation Slides
The following slides form the 10-minute presentation delivered to the SFM Board of Directors, summarising the threat assessment, policies, mitigation measures, monitoring plan, incident response plan, staff training programme and recommendations in this report. The accompanying PowerPoint file (SFM_Board_Presentation.pptx) is provided alongside this report.
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