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Complete the following tasks:
[Note you should read the worksheet information carefully as there are a number of written observation tasks.  As always, take screen captures and written observations where appropriate].
	Task 1: Installing and configuring the DHCP Service.

	Part A: INSTALL / AUTHORISE THE DHCP SERVICE.

Please note your client needs to be connected to the domain before you begin.  Also all your Virtualbox network settings should be correctly configured (e.g. Internal network mode on client and server and int1 is the virtual switch you should be connected to.

[Complete this task from the Server Machine]

[PART A: INSTALL / AUTHORISE THE DHCP SERVICE].

· Start – Administrative Tools – Server Manager
· Click on Roles and then choose  Add Role from the top menu
· Choose next and the default screen
· From the list of available services to install check on DHCP Server - .
· Choose Next at the next notification page.
· At the Select Network Connection Bindings screen choose the available network connection (it is shown along with the IP address).
· Accept the defaults and choose Next at the Specify IPV4 DNS Server Settings page.
· Choose WINS is NOT REQUIRED FOR APPLICATIONS ON THIS NETWORK.
· Choose Next at the Add or Edit DHCP Scopes page.
· At the Configure DHCPV6 Stateless Mode screen choose – Disable DHCPV6 Stateless Mode for this Server – choose Next
· At the Authorise DHCP Server page choose Use current credentials.
· Choose Install - the Service will begin installing
· You should restart your server when the install is complete.
· To activate the scope, in the console tree, right click the Scope you’ve just created and click Activate.
· The scope should be active (next to the scope you have created you should see a small green tick/light.  This informs the DHCP service the scope is active and is ready to lease IP addresses to clients.

[PART B: CREATING A  DHCP SCOPE FOR  LEASING IP ADDRESSES TO DHCP CLIENTS ON THE PRIVATE NETWORK]

DHCP Scopes:

When we have installed DHCP onto our Network, the next step is to create a scope.  

A scope is a range/pool of IP addresses (held within an IP address database), that are valid to be leased/assigned to DHCP clients within a particular NETWORK.  Here we will create a scope for our Private Network.

The scope must be configured before clients can use DHCP server for dynamic TCP/IP configuration.

Each subnet is allowed a single DHCP scope that has a single continuous range of addresses.  Specific addresses for applications (e.g. Web Servers, Print Servers) should be made exempt/excluded from the range that DHCP scope specifies (e.g. Reserved IP Addresses).

Task:

· Start – Administrative Tools – DHCP Console
· In the Console tree – click the Server
· On the Action Menu – choose New Scope
· At the New Scope Wizard window – choose Next
· Scope Name: SalesClient
· Start IP Address:  the IP address of the client, Go to the client machine and verify this address, whilst here you must set the client adapter to ‘Obtain IP address automatically and do the same with the Obtain DNS Server address automatically option. 
· End IP Address: the same address as above
· Subnet Length:  24
· Lease duration: accept defaults
· Options: None (If asked say No to configuring options at this stage).

For demonstration purposes, we are only using one IP address in the Scope for the client in your network. At this time, we will not configure the Router: Default Gateway, Domain Name and DNS server and the WINS Server options.

 [PART C: TESTING DHCP LEASES]

[Complete this task from the Windows 7 client]

· Log in to the CLIENT with the following credentials:

User Name: Administrator
Password: P@ssw0rd
Domain: SALES or SMU this purely depends on which domain Server you have completed the previous tasks.

· Start – Run – cmd

· Type: ipconfig /release
· Type: ipconfig /renew (to obtain an IP address from DHCP Server)
· Type: ipconfig /all

NOTE: Verify that the DHCP server IP Address is the IP address of the Server we have installed DHCP and created Scopes on.

[PART D: CONFIGURING DHCP OPTIONS]

[Complete this task from the Server]

· Start – Administrative Tools – DHCP Console
· In the console tree - Click Address Leases, verify that the Computer Name displayed is that of the client.

Configuring DHCP options with DHCP Server Service.

Another vital stage in the process of setting up/configuring the pools of IP addresses that the DHCP server will hand out is managing DHCP options.

3 Common Management options:
· Server Options: Options that will apply to all the DHCP clients for the particular DHCP Server.
· Scope Options: Assigns values to just clients that get IP addresses from a particular scope
· Client Options: Assigns values to only those computers that have a client reservation.

DHCP options are parameters (values) that DHCP service assigns to DHCP clients when it assigns the IP address and Default Gateway:

The common DHCP options administrators can configure:

1. Default Gateway – Address of the ‘next hop’ Router.
2. Domain Name – Defines the name of the domain, to which the client belongs, e.g. smu.com
3. DNS & WINS Servers – Addresses of DNS/WINS servers that clients can use for Network Communication.

Part A: Configuring DHCP Scope Options.

· Open DHCP console
· In the console tree, under the server name click Scope Options
· In the Action menu – click Configure Options
· Option Level: Scope
· Option: 003 Router
· Option IP address: IP address of the Server (this would usually be the address of the Router device or the ‘default gateway to our network.

Part B: Testing DHCP Options.

[Complete this task from the client].

· Start – Run – cmd
· Type: ipconfig /renew (to obtain IP address from DHCP server)
· Type: ipconfig/ all (verify that default gateway IP address for the connection Connection is the IP address of the Server.


	Task 3:  Observational Tasks.

	Q).  State some principal advantages of using the DHCP service in network infrastructures.

Q).  With the aid of diagrams, explain the 4 stage process involved with assigning DHCP 
       Clients with IP addresses. You should describe the stages that both client and server 
       enter, and the processes involved.

Q).  What are some of the potential threats/dangers that could occur when using a DHCP 
       service.
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