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	For the purpose of demonstrating how to set NTFS permissions, a folder is created containing a text document within. The access permissions of this folder will be modified to only allow authorised users access to it.
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	The permissions to this folder were assigned automatically. Irrelevant user groups need to be removed. Upon attempting to remove “Authenticated Users”, an error message displays which explains inherited permissions cannot be removed.
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	The issue with inherited permissions is quickly resolved by disabling inheritance under the ‘advanced’ security settings of the folder properties.
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	User jack Smith is successfully recognised by the systems and is successfully added under the permissions of the folder.
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	Full control is granted under the users Jack Smiths folder permissions. The same permissions are assigned to the file contained within the folder.
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	In the folder properties, another user is added with the intention of assigning them more limited permissions. User Timothy Ferfers is successfully recognised and added to the folders permitted users, with ‘modify’ intentionally left unticked.
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	Here, the currently logged in user Jack Smith is able to open, modify and save changes to the text file ‘Important_Doc’. Whereas on the user account Timothy Ferfers, an error message will appear upon attempting to save modifications to the file, since this user does not have permission to modify the file.
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	After accessing Server1, the Server manager application is accessed with the intention of setting up a new folder share.
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	Following the setup wizard, the necessary options are chosen to ensure that the desired outcome is achieved. The choice of profile is SMB Share – Quick, as only basic is needed, the other options are not required. For the location, the single drive under volume is selected. 
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	The Share Name step is significant as the remote path will be used to link the share folder. Following this, additional settings need to be enabled; “Enable access-based enumeration” will ensure that users will only be able to view and access shared files which they have access to. The second option “Allow caching of share” as the name suggests will cache shared files, enabling offline access to permitted files in some cases.
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	Two user accounts, Timothy Ferfers and Jack Smith, have been added to the permissions of the share folder. However, they only have permission to read and execute files, not modify, or write. The Administrator group has full access to the platform.
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	This screen shows the successful creation of The Share on Server1.
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	Through Client1, the newly created file share can be accessed by mapping a network drive to the client machine. Note the “remote path to share” from the earlier step provided the path to be entered here.
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	Now, the drive representing the network share has been added to the client machine. This new Z: drive is visible under ‘This PC’ in File Explorer.

	Managing Network Group Policy Objects
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	The domain needs to restrict access to the Control Panel for security reasons. This first step to accomplishing this is to configure a new Organisational unit (OU) for non-administrators through Server1.
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	With the successful creation of the new OU, a new non-administrative user account is created along with it. This user account ‘Joseph Joestar’ is created with the same domain relation as other accounts and with a strong password.
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	Under the Group Policy management window, the newly created OU is selected and a new Group Policy Object (GPO) is created within it, under the name ‘NoCtrlPanAccess’.
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	In order to set this Object to prohibit access, it needs to be configured properly through the Group Policy Object Editor. Under Policies, Administrative Templates, a selection of prewritten Policies is available to interact with.
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	The policy titled “Prohibit access to Control Panel and PC settings” is subsequently selected and enabled. Applying this policy will restrict access to the Control Panel for any users under the ‘Non Admin Users’ OU, such as Joseph Joestar. The final step is to run a Group Policy update through the command prompt.
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	In order to test this new Policy is working, non-admin user account Joseph Joestar must attempt to access the Control Panel. This will be tested through the Client1computer. Upon searching and attempting to run the control panel application as usual, the message show above displays. The Restriction message explains that the operation has been cancelled due to “restrictions in effect”.
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	Once again through the Group Policy Management window on Server; a new Group Policy Object will be created to restrict the same Non Admin Users OU from accessing the command prompt.
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	Following through a similar path to ‘NoCtrlPanAcess’, the Policy labelled “Prevent access to the command prompt” is selected and enabled for this GPO.
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	As with before, the command prompt is used to run an update for the Group Polcies.

	
[image: ]
	


[image: ]

	User account Joseph Joestar is logged into Client1 to test if the new GPO Command Prompt restrictions take effect. The command prompt can be opened; however it cannot be used as explained by the message it displays.
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	The next group GPO created is “NoRemDriveAccess”, which will deny users the ability to access any removable media drives (as these pose some of the greatest malware threats to a network). The policy named “All Removable Storage classes: Deny all access” is enabled for the GPO and subsequently activated by updating the Group Polices through command prompt.
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	As the screenshot from Client1 above shows, user Joseph Joestar cannot access any external media, including the CD Drive. Attempting to access any external media through the PC is met with a message reading “Access is denied”.
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	Here a new OU is created through Server1, with the future purpose of restricting software installations for the safety of the network. There are countless ways an unauthorised software installation could adversely affect a companies network such as viruses, data theft, etc.
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	The computer Object in ‘Computers’ OU is moved to the new ‘NWClient Computers’ OU.
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	Through the Group Policy manager, a new GPO is created labelled “NounauthSoftInstallS”
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	Following the GPOs creation, the policy “Prohibit User Installs” is selected and enabled. This is followed by using command prompt to execute a Group Policy update.
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	On Client1, a non-administrative user is logged in to test that the new software installation restrictions are working properly. As the screenshot above shows, attempting to install a program results in a request for administrator authentication. Failure to provide administrator credentials will prevent the installation.
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	Within any networking, strong passwords are a vital component to the safety of users account and therefore the safety of the network. To apply a password policy to the domain, the first step is to edit the Default Domain Policy GPO and navigate to “Password Policy”.
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	The screenshots above show the before and after of the Password Policy settings and values. By increasing the minimum length for passwords and reducing their maximum age, passwords will be made longer, therefore more complex and will also expire every 31 days, prompting a new one.
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	After running the GP update, a new user account is created to test the new password constraints. When a password less than 10 characters is input, the message above is displayed. This message prevents the user account from being created without a password that meets length (and complexity) requirements which have been set. Passwords are also now set to expire every 31 days as the earlier screenshots showed.
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Observational Tasks

Distinctions between Local Permissions and File Shares

Windows systems are capable of allowing multiple users on a network to access the same files and resources. There are different ways to accomplish the distribution of access to files to certain users. The local permissions refer to the aptly named NT (New Technology) File Systems used on Windows and the ability to assign permissions and properties to the items within these systems [1, p. 233]. One of the major benefits to NTFS is their integration local logins and network accounts: this means that a user’s privileges regarding NTFS permissions are related to their account, group, etc. For example, guest users would innately have different permissions assigned to them than a managers account, etc. NTFS permissions can come in variety, the most basic permissions they can enforce include: Read, Read and Execute, Write, Modify and Full Control. The ‘Read’ permission allows the viewing of a file, ‘Read and Execute’ simply allows the viewing and execution of a file or program. ‘Write’ will provide the ability to write to a file and add files to the directory. Unlike ‘Write’, ‘Modify’ also grants permission to remove or add files to a directory and alter their properties in addition to viewing and writing to files and folders. Users with ‘Full Control’ benefit from the previously discussed permissions in addition to the move, remove and add whole directories, files and change their subsequent properties.
File sharing is essentially the ability to open up access to file and folders to the users on a network. Unlike NTFS, this system does not incorporate as many options for controlling how users can interact with the shared files and folders. When permissions are set for a file share, those permissions are set to the ‘Share’ itself and not individual items in the directory or folder shared [1, p.234]. Additionally, any folders shared this way will bequeath their share properties to the subsequent files within them. For example: if a folder is shared as Read-only, the files contained within it must inherit the same properties of the folder under this share [1, p.235]. The options in a share are limited to just Read, Change or Full Control. ‘Read’ permissions simply grant users the ability to view the files. Whereas ‘change’ will not only allow users to view, but also interact with the files contents and edit them. The ‘Full Control’ permission is granted to administrative group accounts by default as it allows the alteration of files and folders existing share settings. File sharing is also completely remote; therefore, users need a connection to the network which these resources are being shared over.
These two sharing technologies can be incorporated together to create a broad share with properties that account for individual permissions. Simple File Share is compatible with the NTFS system, therefore a directory which is involved in a Share could receive modifications to the permissions of contained files through NTFS [1, p. 233]. To explain this through an example: A drive is being Shared across a network, however the files and folders within such a directory can be partial to the permissions of their Group / User via NTFS. Resulting in simple sharing paired with restricted access to certain areas.
The Role of Group Policy Management

In a network environment, the Group Policies represent the abilities of their related users within the Domain they exist. Within a Group, users are often collected together because their roles in the organisation are similar. Users who require access to the same resources as each other will likely belong to the same group. Group’s server to recognise these users collectively and can enable access to otherwise restricted content. The policies assigned to a group dictate the capabilities of those within the group. The average Group Policy can involve permitted logon hours, availability of certain resources and restrictions to actions, all enforced throughout the network.
Group Policy management is vital to the success of any organisations network. Without proper Group Policy management, users are liable to take actions which could adversely affect themselves and others. Restrictions keep users from doing things they should not and through policies, users can have specifics actions restricted or made available depending on the administrator’s judgement. Under the Group Policy Management window, the Organisational Units (OUs) can be found, representing the Groups which users and objects can belong. These OUs are used to insert Group Policy Objects (GPOs), which in turn represent a Policy enforcing an action or restriction for the OU is nests under [2].
[image: ]Security and functionality are paramount for an organisations network, any actions which can be taken to improve the performance and operability of the network will be considered by the administrators. Users can be the greatest threat to a network; knowingly or unknowingly, therefore it is important to place restrictions on users to ensure they can only access what they are authorised to. Group Policies exist to help enforce these types of rules, along with sorting users and groups accordingly. One example is external media drives, a user may decide to bring a USB flash drive from home containing something they want to bring onto their workstation. However, there is no telling what malware or viruses could be present on the personal flash drive, therefore the computer should block any attempt to insert storage media from unauthorised individuals. This can be accomplished by assigning the highlighted Policy in the accompanying image under an appropriately named GPO created in an OU which represents the users whom this policy should apply.



Acceptable Password Standards in a Modern Network

It is no secret that the users of a network are potentially biggest vulnerabilities, whether or not they intend to be. Users are given the choice to create their own passwords for memorability when they join a network (or their previous password expires), and it is their responsibility to both create a reasonable complex password and to safeguard it. If a user’s login details are obtained by a malicious party, they will have the means to access the network for their own intentions, placing the data held by the organisation at risk. Users’ password may also be obtained due to lack of complexity [3]. For example: if a user’s password consists of words representing common details about them such as their name or birthday, it is considerably easier to guess the password than if it involved seemingly random characters.
To prevent security breaches from the staff in this manner, both complex passwords and common-sense are important to create a ‘strong’ password. There are Policies which can be put into place to enforce common standard of good password creation such as complexity and minimum length, etc. Of course, using symbols and numbers for added complexity is one such method of strengthening a password, however the logic behind these is still the suers responsibility. For example, a password composed of your name, birthday and a hashtag would meet length, and character complexity requirements of a policy, however it is still very easy to guess since it is made from easily acquired info and logically composed etc [4]. The following screenshot displays the Group Policy Management Editor for a GPO for a User Group. Theses settings can be changed to alter whether complexity should be enforced, minimum password length and 
[image: ]In addition, passwords should be changed regularly enough to ensure any leaked passwords are not usable, nor related to the new ones. While the relation and meaning of the passwords is the users discretion, a passwords age must be considered as if it leaks, hopefully a new password has been set by the time it could be used with malicicous intent. Password history length can be set to ensure they are not re-used directly after expiration.
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Here, the currently logged in user Jack Smith is able to open, modify and save changes to
the text file ‘Important Doc’. Whereas on the user account Timothy Ferfers, an error
message will appear upon attempting to save modifications to the file, since this user does
not have permission to modify the file.
After accessing Serverl, the Server manager application is accessed with the intention of
setting up a new folder share.
Following the setup wizard,
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enable users to still see the files they have access to if they go offline. It works
by caching the files on that user’s local machine that they are using to access
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Following the setup wizard, the necessary options are chosen to ensure that the desired
outcome is achieved. The choice of profile is SMB Share — Quick, as only basic is needed,
the other options are not required. For the location, the single drive under volume is
selected.
Using Group Policy Management Console for Network Management
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The Share Name step is significant as the remote path will be used to link the share folder.
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o Now double-click “Prohibit access to Control Panel and PC settings” policy

in to open its properties.
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You are now brought into the Group Policy Object Editor - expand ‘User

Configuration’ - Administrative Templates - Control Panel.

Now double-click “Prohibit access to Control Panel and PC settings” policy
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in to open its properties.

o Choose the Enabled option, Click Apply, then click Ok.

There is a command that system administrators can run in order to force the Active

Directory to look at any new settings or policies that have been applied. This is useful

when you want to force AD so that you can test the settings, as in our example here.
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The next group GPO created is “NoRemDriveAccess”, which will deny users the ability to
access any removable media drives (as these pose some of the greatest malware threats to a
network). The policy named “All Removable Storage classes: Deny all access” is enabled
for the GPO and subsequently activated by updating the Group Polices through command
| prompt.
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ability to access any removable media drives (as these pose some of the greatest malware screenshots.
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Here a new OU is created through Serverl, with the future purpose of restricting software

installations for the safety of the network.
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Through the Group Policy manager, a new GPO is created labelled “NounauthSoftInstallS”
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Through the Group Policy manager, a new GPO is created labelled “NounauthSoftInstallS”

Following the GPOs creation, the policy “ is selected and enabled.
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[On the Client 1 VM]:

o Login to the Client 1 VM as a non-administrative user.

o Try to install a program, screen capture the results.

GPO 5: Enforcing Password Policy in the ‘nwtraders.msft’ domain.

Page 140f 16 1099 words 6862 characters [ (¥ Accessibility: Investigate O] Focus g = i + 100%
- B > Ba g o=
L2 I ) 1 4 o

24/04/2021




image61.png
=11

il Sy N

File Home Insert Draw Design Layout References Mailings Review View Help
Times New Roman V12 v [ i=vi= v e 0
r/_\q B I U-w+vabx X A v A/ - e
Paste = = = — = [+= Styles | Editing | Dictate | Editor
v v 2 AvAr AN A 2] T v v
Clipboard [ Paragraph 15| Styles Editor

Page 14 0f 16

© & Fora mtndust

ap see 5

8 Group Polcy Modelng

2 Group ol Reul

Following the GPOs creation, the policy “Prohibit User Installs” is selected and enabled.
This is followed by using command prompt to execute a Group Policy update.

M, Focus

Il
&1
|

1099 words 6862 characters [ {Xx Accessibility: Investigate

9D @ D m

»

A4
' W Worksheet 3 NOSS LCobleypdf X =+
® c o © 4 filey///C:/Users/timfe/Documents/[Work & Personal]/ **= & ¥ n oo - @
Gmail N UWTSDMoodle ! UGG [B Tenant Home | goodl... Hazelmere Bins [ Twitch Binance > [ Other Bookmarks
+  AutomaticZoom v o8N
~
Server Manager * Dashboard
'WELCOME TO SERVER MANAGER
Performance Performance
BPA results BPA results
1 (3] right el
[On the Client 1 VM]:
o Login to the Client 1 VM as a non-administrative user.
o Try to install a program, screen capture the results.
GPO 5: Enforcing Password Policy in the ‘nwtraders.msft’ domain.
+ 100%

1

)

13:43

24/04/2021





image62.png
a1 |

File Home Insert Draw Design Layout References Mailings Review View Help

Paste

Clipboard 1S

Page 14 0of 17

Il
<
i
<

Times New Roman V12 v i
B I U-+ax X A
v £ Avhar AA

A 2
Styles | Editing | Dictate Editor
AR | v v

Font 5 Styles & Voice | Editor

Server Manage hboard

WELCOME TO SERVER MANAGER

Pt gpupdate fforce

Following the GPOs creation, the policy “Prohibit User Installs” is selected and enabled.
This is followed by using command prompt to execute a Group Policy update.

I

On Clientl, a non-administrative user is used to test that the new software installation
restrictions are working properly. As the screenshot above shows; attempting to install
software results in

1120 words 7060 characters [ (%% Accessibility: Investigate ). Focus B -

D ¢ mn.@%.

+

il Co N -7

100%

User Account Control

Do you want to allow this app to make
changes to your device?

WIinRAR archiver

Verified publisher: win.rar GmbH
File origin: Hard drive on this computer

To continue, enter an admin user name and password.

Password

Domain: NWTRADERS

)

19:18
24/04/2021

Nl





image63.png
File  Home

Paste

Clipboard 1S

Page 15 of 17

k- |

Mailings

il € AN

Review View Help

A

Insert Draw Design Layout References

Je JEei=e =,

Times New Roman

B I Uva x x A

P8

Styles | Editing | Dictate | Editor
v £ Avhar AA 2l T o v
Font ~ Paragraph | Styles Voice Editor

Do you want to allow this app to make
changes to your device?

[ oo

16 ®rom
On Clientl, a non-administrative user is logged in to test that the new software installation
restrictions are working properly. As the screenshot above shows, attempting to install a
program results in a request for administrator authentication. Failure to provide
administrator credentials will prevent the installation.

©) c e ©

Gmail N UWTSD Moodle !

@ IR\ Z

15 | of 16

GG B Tenant Home | goodl...

x +

#a file:///C:/Users/timfe/Documents/[Work & Personal],

— <4 Automatic Zoom

S o Try to install a program, screen capture the results.

3

9 % Y

Hazelmere Bins [ Twitch

O® - @
>[5 Other Bookmarks

oapn »

Binance

GPO 5: Enforcing Password Policy in the ‘nwtraders.msft’ domain.

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

c@ 1V Menage ook view hep

i Local Server | /5 Group Policy Management
AllServers |, File Action View Window

AD DS

S| a@EIXEIHE

Help

& DNs
3 File and Stora

15 Group Policy Management

v A\ Forest nwtraders.msft
[ Domains

v & nwtraders.msft

{3 Domain Controlle:
{5 Non Admin Users
51 NWClient Compu
5 Group Policy Obj¢
5 WMIFitrs
(3 Starter GPOs

(@ Sites

il Group Policy Modeling

7% Group Policy Results

i/ Default Domain Polic

¥ Link Enabled No

Default Domain Policy

Scope Detals Settings Delegation
Links

Disply Irks n thislocaton p—

Edit are nkedto this GPO.

Enforced o Lk B

Yes
Save Report

View

New Window from Here

— yto the following groups. users, and computers:

B Focus

v = &

1145 words 7185 characters DR ¥ Accessibility: Investigate

D ¢ nm

Rename

Refresh

Help
A

WMI Ritering
“This GPO isrked to the folowing WM fiter
< =

|Open the GPO editor

BPA results BPA results

P 21
O] 1 (3] right el

Enrorce password nistory: 8 passwordas

Maximum Password Age: 31 days

- Minimum Password Age: 1 day

+ 100%

2o B

11:27
L

25/04/2021





image1.png
AutoSave (@ of) DD = NOSS 1903054 Part 3.docx - Word P TmFefes T @ @ — ( pdf X+

Fle Home Insert Draw Design Layout References Mailings Review View Help  Table Design Layout c o © % file///C:/Users/timfe/Documents/[Work & Personall/! **= & % n o © = @
Times New Roman V2~ é/ bl \Qj E- Gmail N\ UWTSDMoodle ! UGG [l TenantHome | goodl..  Hazelmere Bins W Twitch <3+ Binance B3 Other Bookmarks
BI[B|I U-va x X A =
—— u 3 Styles | Editing | Dictate | Editor e — <4 Automatic Zoom o&st A »
v S| AL A rae AN 2l v v . - —~
Clipboard 1S Font ] Paragraph 5 Styles § Voice | Editor
N Manage | Local Disk (C)
vome o vew | omeTao
€ v THSPC 5 LocalDisk(C) > Search Local Disk (C)
Name ° Dste modifed Tpe
# Quick access
[ Pertogs Filefolder
I Desitop ) Progrom Files 2 Filefolder
3 Downloads B Progrm i 630 File folder
2 Documents ] users 2 File folder
[<#4 &) Pictures [ Windows File folder
b Music
NTFS and Share Permissions e

Videos
L Sort by

| @ onediive Emmizy

‘ 3 This PC efresh

& Network
rcut

Give access to

Using Group Policy Management Console for Network Management

| Sitems

H P Type here to search

Page30f5 O95words 641characters [[} (% Accessibility: Investigate ). Focus

U v 2@ - g ¥





image64.png
AutoSave (@ off) D~ < NOSS 1903054 Part 3.docx - Word jel Tim Ferfers  TF = - (m] X Works ) pd N -+

Fle Home Insert Draw Design Layout References Mailings Review View Help  Table Design Layout ZHI=INO) © 4 filey///C:/Users/timfe/Documents/[Work & Personal]/ **> & ¥ In @O ® [ ]

Times New Roman v12 v

0 L!J 4- Gmail N UWTSDMoodle ! UGG Bl TenantHome | goodl..  Hazelmere Bins 8 Twitch < Binance B3 Other Bookmarks

BIU-vax X A 1= " : N
Paste - : == — == Styles | Editing | Dictate | Editor of 16 — <+ Automatic Zoom
v S A £ Avpar AN O 2l q v © P

Clipboard 1S Font ] Paragraph Styles S Voice | Editor

We have seen both User and

(T8 winkaR archiver

1=/ Group Policy Management Editor
Fie Acion View Help
e am Xz Hm

5 Computer Configuration || Name
v [ Policies

= Somareserings || B2
2 DNs 5] Windows Settings
1 Name Resolutior

vord Policy ord Policy
‘Account Lockout Policy ‘Account Lockout Policy
5 Kerberos Policy Kerberos Policy

PN T o

On Clientl, a non-administrative user is logged in to test that the new software installation
restrictions are working properly. As the screenshot above shows, attempting to install a 2 ;z':;:“;’::‘:g
program results in a request for administrator authentication. Failure to provide Security Settings
administrator credentials will prevent the installation. :jﬂ T
3 Eventlog
4 Restricted Gn
4 System Senvi
4 Registy
i Fle System
54/ Wired Netwo
(2] Windows Det
[ Network List
2 Wireless Netu
2 Public Key Pe
(] Software Rest
3 Applcation ¢
8 1P Security Pe
5 Advanced A,
>

B3 File and

BPA results BPA results

‘Within any networking, strong passwords are a vital component to the safety of users
account and therefore the safety of the network. To apply a password policy to the domain,
the first step is to edit the Default Domain Policy GPO and navigate to “Password Policy”.

Qeka e =i gl @Rt crl

Minimum Password Age: 1 day

Minimum Password Length: 10 Characters

Passwords must meet complexity Requirements:  Enabled

Page 150f18 1191 words 7451 characters 0% 3 Accessibility: Investigate O] Focus

- L + 100%

= i = 4] 5 11:31
¥ = = o) e





image65.png
AutoSave (@ of) DD = NOSS 1903054 Part 3.docx - Word P TmFefes 7 @B - O X \ pdf X+

File Home Insert Draw Design Layout References Mailings Review View Help  Table Design Layout =IO ©

% file:///C:/Users/timfe/Documents/[Work & Personall/! == & ¥ mweoe -0

Times New Roman v12 v

BIU-vax X A

A/ el L!j 4‘ Gmail N UWTSDMoodie ! UGG B TenantHome |goodl..  Hazelmere Bins B Twitch -3 Binance B Other Bookmarks

Paste Styles | Editing | Dictate | Editor ™3 of 16 Automatic Zoom >} »
S AL A KN e
Clipboard 1S Font Styles S Voice Editor
@1V erage  Took
On Clientl, a non-administrative user is logged in to test that the new software installation L/ Group Policy Management Editor
restrictions are working properly. As the screenshot above shows, attempting to install a S, File Acion View Help
program results in a request for administrator authentication. Failure to provide e @z Em

puter Configuration &

administrator credentials will prevent the installation

Policy Policy Setting
Enforce password history 24 passwords remembered
Maximum password age £2days

‘ Minimum password age 1 days

Minimum password length 7 characters
= Deployed Printer Password must meet compley requirements Enabled
© B Securty Setings Store passwords using reversible encryption Disabled
~ 3 Account Poli
5 Password
3 Account]
5 Kerberos
3 Local Policie
3 Eventlog
4 Resticted G
7 System Servic

‘Within any networking, strong passwords are a vital component to the safety of users
account and therefore the safety of the network. To apply a password policy to the domain,
the first step is to edit the Default Domain Policy GPO and navigate to “Password Policy”.

The screenshots above show the before and after of the Password Policy settings and BPA results BPA results
values. The changes made will enforce a stronger
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o Close down Group Policy Manager

o Search for Command Prompt, right click and choose Run as Administrator.

o Now in the command prompt window, type: gpupdate /force
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On Clientl, a non-administrative user is logged in to test that the new software installation
restrictions are working properly. As the screenshot above shows, attempting to install a
program results in a request for administrator authentication. Failure to provide
administrator credentials will prevent the installation

‘Within any networking, strong passwords are a vital component to the safety of users
account and therefore the safety of the network. To apply a password policy to the domain,
the first step is to edit the Default Domain Policy GPO and navigate to “Password Policy”.
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Store Passwords using reversible encryption: Disabled

o Close down Group Policy Manager

o Search for Command Prompt, right click and choose Run as Administrator.

o Now in the command prompt window, type: gpupdate /force
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The screenshots above show the before and after of the Password Policy settings and

values. By increasing the minimum length for passwords and reducing their maximum age,

passwords will be made longer, therefore more complex and will also expire every 31 days,
prompting a new one.

After running the GP update, a new user account is created to test the new password
constraints.
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The screenshots above show the before and after of the Password Policy settings and

values. By increasing the minimum length for passwords and reducing their maximum age,

passwords will be made longer, therefore more complex and will also expire every 31 days,
| prompting a new one.

@ Administrator: Command Prompt

After running the GP update, a new user account is created to test the new password
constraints. When a password less than 10 characters is input,
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Using Group Policy Management Console for Network Management

o We are looking to set access permissions, so that one of your network users

has Full Control permissions and the other network users have only read
access.

This will stop them from accidentally or otherwise destroying the
contents of the file.
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Using Group Policy Management Console for Network Management ::;:Memmm
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username of the account you are logged in with. Click Check Names, the
account should underline to signify its verification. Choose Ok

In the bottom part of the window, the specific types of permissions are listed
and they are categorised into an Allow or Deny column.
- M T+ 100% o Check the Full Control option on under the Allow category.
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