Task one
ISO27000
ISO27000 (Information Security Management System Fundamentals And Vocabulary) mainly elaborates the basic principles and common terms of information security management system. It originated from the BS7799 standard formulated by the British Standards Institution in 1995, and was improved according to ISO17799

The ISO27000 series of standards are jointly formulated by the International Standards Institute (ISO) and the International Electrotechnical Association (IEC), and provide guidance on the construction of the Information Security Management System (ISMS). This standard covers issues such as information protection, confidentiality, and IT technology information security, and is applicable to all organizations. The standard system formulates new information security management-related standards every year, and currently mainly includes the following published standards[1].
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Among many standards, ISO27000 is one of the most basic standards. It provided general terms and basic principles for all designs in the ISMS standard family. Since each ISMS standard has its own terms and definitions, as well as the environment and industry gaps, there are often some subtle gaps between different standard terms and there is a relatively lack of coordination. Therefore, ISO27000 is used to achieve this consistency. The ISO27001 standard first proposed the concept of an information security management system. It is the normative standard of ISMS and is applicable to all types of organizations. It focuses on the organization's overall business risk assessment to establish, implement, operate, monitor, review, maintain and improve its information security management system to ensure the confidentiality, availability and integrity of its information assets. It also stipulates the implementation requirements of security control measures formulated to meet the needs of different organizations or departments, and is also the basis for independent third-party certification and implementation audits. It is the core of the entire ISO standard series.

The basic process of building an information security management system under the ISO270000 series of standards is formulated in accordance with ISO27001 and consists of the following seven main steps[2]:
(1) Preliminary preparations: collect the background information, information system status and characteristics of the organization; establish the members of the information security management system and clarify the construction schedule of the information security management system;
(2) Risk assessment: make a risk assessment plan, implement surveys and interviews, collect asset information, summarize the current status of asset threats and weaknesses, and identify risks as plan;
(3) Risk analysis: comprehensively analyze the results of the risk assessment and determine the control scope of the information security management system;
(4) Risk control and establishment of an information security system: According to the scope of the information security management system, establish an information security management system framework under the standard, design new information security management procedures, and improve existing insufficient information security management procedures;
(5) Internal audit and management review: internal evaluation by internal audit and relevant senior personnel, and timely correction of deficiencies found;
(6) Review and approval: external reviewers assess and certify the organization's information security management system;
(7) Continuous improvement: During the operation of the information security management system, repeat this process regularly or irregularly to improve new information security management issues

From the above process, we can see that the information security system is a cyclic process that conforms to Deming's circle, as shown in the figure below. At the same time, it can be seen that since the birth of the information security management system, risk assessment and risk control have been the key content of the ISO27000 standard system. They not only need to be carried out at the beginning of establishment, but also need to be repeated and cyclically during the operation process.
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ISO/IEC 27001: Deming Cysle

ISMS process.
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ITIL
ITIL is the abbreviation of Information Technology Infrastructure Library, which means information infrastructure library. It was created by the Central Computer and Telecommunications Agency (CCTA) in the United Kingdom to help various organizations respond to the industry’s growing demand for IT services. It improves the utilization of IT resources and service quality and becomes the standard in the industry. ITIL integrates global best IT practices and is a high-quality service standard for IT departments to plan, implement, and operate[3]. ITIL describes in detail a comprehensive checklist, tasks, procedures and responsibilities applicable to any organization.

ITIL includes a set of best practices that apply to all IT organizations—regardless of the size of these organizations and what technology they use. ITIL is developed based on practice rather than theory. It collects and analyzes information on various organizations to solve service management problems, finds out those practices that are beneficial to customers, and finally forms ITIL.

At present, ITIL has become the standard in the field of IT service management in the world[4]. When using the processes and best practices provided by ITIL for internal IT service management, it can not only provide users with satisfactory services to improve customer experience, but also ensure that this process is in line with cost benefits.

ITIL has released 4 versions, and each version has very different implementation details.
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When ITIL 1.0 was first launched, it included about 40 processes, mainly based on functional practices. The ITIL2.0 version was launched in 2001. Based on the original version, it has developed into a process-based practice with six components including business management, service management, infrastructure management, application management, security management, and IT service management, which basically covers all aspects of IT service management[5]. ITIL3.0 was released in 2007. On the basis of the original ITIL2.0 version, the process-oriented service management concept was further strengthened. According to the three levels of strategic design, tactical design and operation design, a complete service management practice method was proposed. The IT service management life cycle is divided into five stages: service strategy, service design, service conversion, service implementation, and service improvement, forming a complete PDCA (Plan-Do-Check-Act) process[6]. In ITIL3.0, service strategy is the core of enterprise operation and maintenance. Service design, service conversion and service operation run through all stages of operation and maintenance implementation. Continuous service improvement is the further optimization of the above service management. In 2019, ITIL launched the fourth version. ITIL4 introduced Lean (lean), Agile (agile), DevOps (integrated development, operation and maintenance) and other new management ideas on the basis of ITIL3, abandoning "process" and "function" "" concept, adopting the new "practice" concept, and the positioning of the IT operation and maintenance department has also been upgraded from "serving for business" to "an important source of business driving force and competitive advantage"[7].

The core module of ITIL is "Service Management". This module includes a total of 10 processes and one function. These processes and functions are grouped into two major process groups, namely the "Service Support" Process Group and the "Service Provision" Process Group.

The service support process group summarizes a management function related to IT management and five operational-level processes, namely, incident management, problem management, configuration management, change management, and release management; the service provision process group summarizes 5 related to IT management A tactical level process, namely service level management, IT service financial management, capability management, IT service continuity management and availability management. Service Desk: The single point of contact between the IT department and IT service users. It facilitates the integration of organizational business and service management infrastructure by providing a centralized and dedicated service contact point. The main goal of the service desk is to coordinate the connection between the customer and the IT department, provide support for IT services, and thereby improve customer satisfaction.

ITIL brings great commercial value to the enterprises that implement it. A large number of successful practices show that ITIL can increase the operational efficiency of corporate IT departments by 25-30%. Ensure that IT processes support business processes, improve the quality of business operations as a whole, provide more reliable business support through incident management processes, change management processes and service desks, and find problems through the IT operation and maintenance management system to continuously improve services. Improve customer satisfaction, increase the productivity of customers and business personnel, clarify the cost to achieve expectations, and establish a more harmonious working relationship between customers and IT service providers.
COBIT
COBIT is the English abbreviation of Control Objectives for Information and related Technology. It was developed and promulgated by the IT Governance Association (ITGI) under the International Information System Audit Association (ISACA). Its content is based on continuous research and improvement on the best control of IT. It provide objective and practical control framework for different types of users. COBIT is positioned at the goal and scope of IT internal control, ensuring that its control framework is extensive and coordinated with the internal control environment of the enterprise. It is based on the analysis and integration of existing IT standards and best practices, and follows recognized control guidelines. The implementation of the COBIT framework is usually initiated by the top of the enterprise and covers the entire enterprise from top to bottom. It is driven by business needs and includes all IT activities. It focuses on both the goals of IT internal control and how to achieve effective IT internal control. Therefore, COMBIT It is a master of IT internal control and can be used by executive management, business and IT management, and IT auditors.

In June 2012, the latest version of the COBIT framework, COBIT5.0, was officially promulgated. It is a new generation framework provided by ISACA for corporate IT internal control. It integrates and absorbs other IT frameworks and specifications such as ISO 38500 and ITIL V3 2011. New Five principles have been added to better serve as a guide; through goal stratification, more effective use of information resources can help companies maintain a balance between achieving maximum benefits, optimizing risk levels, and optimal use of resources, thereby it enables IT activities in companies play its maximum value.

It includes the following five principles: Meeting stakeholder needs, Cover the enterprise end-to-end, Use a single integrated framework, Adopt a holistic approach, Distinguish governance and management.

The COBIT framework is mainly based on the following main characteristics: business-centric, process-oriented, control-based, and performance measurement-driven.
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Compare
ITIL is the best practice framework for IT service management, which provides an objective, rigorous and quantifiable standard and specification for the enterprise's IT service management practice.

ISO 2000 is an IT service management standard based on ITIL. It focuses on managing IT issues through "IT service standardization", that is, categorizing and identifying IT issues, and then planning, implementing and monitoring according to the service level agreement (SLA), and emphasizes Communication with customers.

COBIT is a management idea oriented by management and control goals, which guides organizations or enterprises to effectively manage information-related risks through effective use of information resources.

COBIT performs well in the application of IT governance, but its explanation is general and lacks details on how to implement it. ISO/IEC 27001 explains in more detail what needs to be done in an information security system. The focus of COBIT and ITIL is different. COBIT is a control framework, not a specific process framework. It proposes a framework model for IT governance and clarifies the goals of IT control. Informally, COBIT focuses on "what the enterprise should do". ITIL focuses on "what the enterprise should do". ITIL describes a set of related IT management processes to provide companies with more detailed guidance and process guarantees. The process management methods given are proven effective and widely used in practice.

Task two
Problems
(1) CaribbeanCoffee has not implemented access policy management. Both employees and customers can use their personal devices to access the company's network/resources. Everyone has the same access rights. This type of access control toilet policy does not apply to operation centers. The operation center is an integrated unit that integrates data operation and maintenance, network architecture, and routine maintenance. Since everyone's operations are different from business requirements, each person's access rights should be different. They need to be designed and managed to meet the needs of each system and the needs of each employee and customer who needs to access company data. This avoids the risk of unauthorized access to unauthorized content by authorized personnel.
(2) The company does not have specific information security management software. Information security risks mainly come from internal leakage and aggressive external attacks.
(3) The information security management system does not exist. The company does not have a complete management system, asset identification, risk assessment and protection level. Deepen the comprehensive optimization and improvement of the information security guarantee system, improve the reliability and security of information security management, and require a better response process for the company's development.
Risk Identification
	Source
	Description

	Envirnmental factor
	Power outages, static electricity, floods, fires, other natural environmental conditions, natural disasters, accidents, software, hardware, data, communication lines

	Human Factors
	Malicious person
	Internal personnel can maliciously damage information systems, steal confidential information, manipulate autonomy or internal agreements to obtain benefits, and external employees can use loopholes in the information system to exploit the confidentiality or integrity and availability of the network or system. Generate profit or advertising

	
	Non-malicious person
	Internal employees may suffer errors or information damage due to lack of responsibility, lack of attention and disorientation, or failure to comply with rules and procedures. Due to lack of education, lack of professional knowledge and lack of professional knowledge, internal staff are treated poorly or attacked



Strategic Analysis
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Determine the scope and purpose of the strategy. In order to provide sufficient management security to meet the requirements, a range of security goals and planning documents must be established, including information resources and operations. Provide security management measures for the basic security protection of corporate information assets. The security function meets the expected goals and protects information from unauthorized disclosure and destruction. Integrate information security management procedures into the confidence security of the company's cloud services to adapt to the ever-changing security environment. Implement comprehensive and reliable safety management. Ensure the safe operation of the information system, and provide mandatory evidence-based security protection and mandatory security measures for the information system.

The company needs to establish an information security system.

Assess and analyze implementation risks. As a means to protect information security, risk management can improve specific management requirements based on risks while ensuring minimum protection. For risk management, the information security department should perform basic risk management activities. This includes editing asset lists, analyzing asset value and priority, analyzing threats to information assets, analyzing vulnerabilities in information systems, analyzing security risks, and selecting security. Regularly perform risk analysis and critical information resource assessment to ensure the effectiveness of risk management.

Shared information security strategy. The security management strategy of the information system is issued in the form of a document. The security management strategy document is issued by the personnel responsible for information security and communicated to all employees of the company. The form should be specific, easy to accept and understand the target employee. The security management policy document shall be issued by the person in charge of the organization and shall indicate the scope of the release. According to the relevant document management procedures, the documents of the safety management policy should be marked as confidential and submitted as required.

Review strategy. The information security department and the information security functional department are responsible for reviewing and modifying documents. Strategy and system deficiencies should be reviewed regularly or regularly, and strategies and systems should be reviewed and revised when major security incidents or new vulnerabilities occur. The confidentiality security policies, rules and regulations and related operating procedures should be reviewed and revised at the appropriate level.

Information security management strategy is a dynamic process. In order to ensure the security of information resources, all employees of the organization must participate and implement it. Therefore, it is necessary to formulate targeted strategic guidance for different employees. Of course, in the continuous development of enterprise business, it is necessary to continuously carry out information security activities to maintain and improve the information security policy system.

	Strategic Project
	Strategy Guidance

	Information Security Management System Strategy Project
	Set up, publish and implement security policies for information systems
Establish, promote and implement emergency contact and recovery processes
Establish, publish and implement information system management systems and processes
System administrators must have at least two administrators, and their responsibilities should be changed regularly
Strictly manage sensitive information in system management

	Information security system user management strategy project
	Open company intranet, distinguish intranet users and extranet users
Assign a user ID to each user and distinguish user roles
Customer ID permissions should be kept to a minimum
User ID permissions through external access should be kept to a minimum
Passwords should always be confirmed and insecure passwords should be changed as soon as possible
If you think that someone other than the system user knows the password, or thinks that the password has been stolen, you should change the password as soon as possible
Do not pass the password to anyone outside the system

	Information Management Strategy Project
	It is necessary to establish a mechanism to prevent information leakage on the communication path
Even if the information changes in the communication path, it can be recognized
Even if the information on the communication channel is lost through interception, it should be ensured that the security measures do not expire
Important information should be scattered to reduce losses due to deletion, tampering and leakage
Files related to the system should be managed so that system users cannot access them
Always back up files and keep the media in a safe place

	Historical management strategy items
	Need to track system usage, workflow, etc.
You should always analyze the system’s record work history, use lists, etc.
Safety methods should be used to record the system’s work history and use location list
If you need to track the work history of the system, use the location list, etc., you must take measures to prevent tampering, deletion, damage and leakage

	Educational Management Strategy Project
	Analyze the collected information and process the information as soon as possible
Enter the information required by the system user policy
Safety training should always be provided for system users

	User management
	Do not use user IDs between multiple system users
User ID must specify a password
If there are multiple user IDs, different passwords must be set
Change password occasionally
Do not write the password on paper and other media
Don't specify an insecure password
Enter a password to prevent others from knowing
If you know the password of other people, please contact the administrator as soon as possible
If you do not use the user ID, please ask the system administrator to stop using it as soon as possible

	Information management
	Use encrypted important files
The file must be set to the authorization attribute corresponding to its content
When sending important information, you must indicate the recipient, which is the exact location of the sender
Keep important information in a safe place such as paper and magnetic media
Documents used to maintain computers and equipment should be strictly managed to prevent unauthorized use, tampering or deletion
Use safe methods when handling paper containing important information

	Personal PC management
	Always back up files and store magnetic media in a safe place
Use the computer with the highest authority granted by the computer, and control the computer, location and duration when the privileged computer reaches the minimum required range
Follow the instructions of the system administrator to add or update or delete any computers or communication devices
The ability to prevent the computer from waiting for input or losing the input key should be done under the guidance of the system administrator
Be sure to check your computer for abuse and misuse history


Conclusion
First, I briefly introduced and compared the three security frameworks/security standards. Then I combined with ITIL, pointed out the current problems of the coffee company in terms of information security, and then conducted a risk analysis based on the problem, and then gave my own strategy. Although my strategy may not be a perfect solution to security issues, I believe it can improve the company's information security.
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