


Assignment One
Task 1
[bookmark: _GoBack]We are in the information age and computer and network has become an indispensable tool for all kinds of organizations, information has become an important asset for the survival of enterprises, and its value is increasing with each passing day. At the same time, it is also facing a variety of and more security threats. Virus damage, hacker attack, network fraud, loss of important information, information system paralysis and various criminal acts by using computer network emerge in endlessly. Once the information assets are destroyed, it will bring direct economic losses to enterprises, damage their reputation and public image, make enterprises lose market opportunities and competitiveness, and even threaten their survival. Therefore, enterprises must solve the problem of information security and effectively protect information assets. How to build high-level information security capability is an urgent problem for many enterprises. Next, I introduce several information security management models.
1. ISO/IEC 27001 
Before introducing ISO / IEC 27001, let us first introduce the information security management system and ISO / IEC 27000 series standards.
Information security management system (ISMS) is a new concept in the field of information security developed from England around 1998. It is the application of management system (MS) ideas and methods in the field of information security. It is the standard for establishing and maintaining information security management system. The standard requires organizations to establish information security management system by determining the scope of information security management system, formulating information security policies, clarifying management responsibilities, and selecting control objectives and control methods based on risk assessment. ISO / iec27000 series standard is one of them.
ISO / IEC 27000 series standards are a set of standards for information security management system developed by international organizations. The 27000 series includes 10 standards.
ISO / IEC 27001, as the basic standard of isms, is the core of ISO / IEC 27000 series standards. ISO / iec27002 is a collection of best practices, formerly known as bs7799-2 and bs779-l respectively. It is a standard for information security management issued by BSI in 1995. BS7799 was initially set up by the Department of trade and industry (DTI) of the United Kingdom. It was jointly initiated by the industry, the government and commercial organizations to develop a common framework for developing, implementing and measuring effective information security management practices and providing trust among trading partners.
ISO / IEC 27001 is similar to ISO 9001 in ISO 9000 series, which emphasizes the construction of ISMS and the continuous circulation and improvement based on PDCA model. The security model is mainly based on risk management. Through the method of risk analysis, the probability and consequence of information risk are reduced to an acceptable level, and corresponding measures are taken to ensure that the business will not be interrupted due to the occurrence of security incidents. In this standard, the construction process of safety management system framework is the process of guiding the whole project implementation on a macro level.
Next, the PDCA model is introduced, which includes four parts: planning, implementation, inspection and improvement.
Plan: determine the control objectives and measures according to the risk assessment results, laws and regulations, and the needs of the organization's business operation. Its process is to establish security policies, objectives, indicators, processes and procedures related to risk control and information security improvement in accordance with the overall policies and objectives of the organization.
Do: implement the selected safety control measures or procedures;
Check: check the compliance of the implementation of safety measures according to policies, procedures, standards, laws and regulations, evaluate the inspection results, and report to the decision makers.
Action: according to the results of ISMS audit, management review and other relevant information, take corrective and preventive measures to achieve continuous improvement of ISMS.
These four steps become a closed loop. Through the continuous operation of this loop, the information security management system can be continuously improved, and the performance of information security will spiral up.
The construction of ISMS and the improvement of PDCA model cycle are shown in Figure 1.
However, ISO / IEC 27001 is only one of the ISO27000 series of standards, although it is the main and decisive standard. There are also the following members of the ISO27000 series.
ISO / IEC 27000 provides the general terms and basic principles involved in the ISMS standard family. It is one of the most basic standards in the ISMS standard family. Each standard in the ISMS standard family has a part of "terms and definitions", but there is often a lack of coordination between terms in different standards, and ISO / IEC 27000 is mainly used to achieve this coordination.
ISO / IEC 27002 gives 11 parts that need to be controlled: security policy, security organization, asset classification and control, personal information security, physical and environmental security, communication and operation security, access control, system development and maintenance, business continuity planning, legitimacy requirements and other aspects of security risk assessment and control, as well as 133 control rules.
ISO / IEC27003 provides implementation guidelines and further information for the establishment, implementation, monitoring, evaluation, maintenance and improvement of ISMS in accordance with ISO / IEC27001. The users are mainly the personnel responsible for the implementation of ISMS in the organization.
This standard gives the key success factors of ISMS implementation, and the implementation process is carried out according to the PDCA model required by ISO / IEC27001, and further introduces the activity contents and detailed implementation guidelines of each stage.
ISO / IEC27004 mainly provides guidance for the organization of measurement information security control measures and the effectiveness of ISMS process. The standard divides measurement into two categories: effectiveness measurement and process measurement, and lists a variety of measurement methods, such as questionnaire, observation, knowledge evaluation, inspection, secondary execution, test (including design test and operation test), sampling, etc.
ISO / IEC27005 gives a guide to information security risk management, in which the technology described follows the common concepts, models and processes in ISO / IEC27001. This standard introduces the general risk management process, and focuses on several important aspects of risk assessment, including risk assessment, risk treatment, risk acceptance, etc. In the appendix of the standard, the asset, impact, vulnerability and risk assessment methods are given, and the common threats and vulnerabilities are listed. Finally, the method of selecting control measures according to different communication systems and different security problems and threats is given.
The last one is ISO / IEC 27006. The main content of the standard is to put forward requirements and specifications for organizations engaged in isms certification. In other words, it stipulates that an organization "has what conditions to engage in isms certification business".
2. NIST SP800-53 
NIST SP 800-53 federal information system is an information system security standard provided by the United States, which highlights the development idea of system classification and hierarchical protection. NIST SP 800-53 is based on the relevant technical standards, guidelines, some of the important national information systems to achieve security classification, using different management mode, and formed a systematic standard and guidance documents. It provides hierarchical and structured security control measures for security control, including awareness and training, certification, accreditation and security assessment, configuration management, Sustainability Planning, event response, maintenance, media protection, physical and environmental protection, planning, personnel security, risk assessment, system and service procurement, and system and information integrity And 106 specific control measures.
At present, the classification of computer information systems in the United States is diverse, but the basic ideas are the same, except that the classification methods are different. The factors that have appeared in different classification methods as the classification of information system security mainly include:
· Assets (use asset grade as an important factor to judge system grade, including tangible assets and intangible assets);
· Threat (documents that use threat level as an important factor to judge system level, such as IATF, etc.);
· The impact of the destruction on the public interests of the state, society and units or individuals;
· The degree of dependence of unit business on information system;
Through this comprehensive evaluation based on classification, we can simply and effectively evaluate the importance of information system, so as to determine the corresponding protection level. After the protection level of information system is determined, there is a set of standards and guidelines on how to choose the corre-sponding security measures. "Recommended security control for federal information system" in NIST SP 800-53 recommends different strength security control sets for different levels of systems, including management, technology and operation classes. In order to help organizations select the appropriate security control set for their information systems, the guideline proposes the concept of baseline. Baseline security control is the minimum security control set based on the system security classification method in FIPS 199. For the three system impact levels, NIST SP 800-53 lists three sets of baseline safety control sets (basic, medium and high), corresponding to the impact levels of the system.
In 2020, NIST SP 800-53 was updated, seven years after the last update. Sp 800-53 is the supporting document of NIST information security. After this historic update, NIST SP 800-53 directly produced the first comprehensive security and privacy control directory. It will lay a solid foundation for the protection of organizations and systems (including personal privacy) in the 21st century. NIST SP 800-53 can be used to manage risks in organizations of any department and size, as well as in all types of systems, from supercomputers to industrial control systems to Internet of things (IOT) devices. These controls provide a proactive and systematic approach to ensure that critical systems, components and services have sufficient credibility and resilience to safeguard national economic and security interests.
To this end, NIST also provides a variety of frameworks to help select and implement these security management, including risk management framework (RMF), cyber security framework (CSF), and privacy framework (PF).
3. DSMM 
DSMM is a data security capability maturity model released by China in recent years. This standard can provide basic practice for organizations to carry out data protection construction at different stages.
DSMM standard takes data as the center, focuses on the data life cycle, and guarantees the security from four aspects: organization construction, system process, technical tools and personnel ability.
DSMM standard focuses on the data generated by the enterprise's own business and the data interacted with the external third-party organizations, so as to measure the data security capability of the organization, and promote the organization to understand and improve its own data security level.
DSMM standards include:
1. Four dimensions of safety capability (organization construction, system process, technical tools and personnel capability);
2. The seven big data security process dimensions (data acquisition security, data transmission security, data storage security, data processing security, data exchange security, data destruction security, general security) can be subdivided into a total of 30 process areas;
3. DSMM standard defines and describes different levels. There are 282 evaluation items in Level 3 standard.
Then, I will analyze the similarities and differences among DSMM , ISO27000 and NIST SP 800-53.
ISO27000 focuses on the construction of information security management system, as a systematic guidance document to help enterprises establish, implement and document the requirements of information security management system (ISMS).
DSMM emphasizes data protection and takes data as the center. It overlaps with ISO 27000 and ISO 27000 in data backup and data destruction. However, the perspectives of data collection, traceability and analysis that DSMM pays attention to are not involved in ISO 27000 and ISO 27000. DSMM's requirements for system process are based on the specific data protection process. DSMM also emphasizes the evaluation of personnel ability.
DSMM standard has the same concept of classification as NIST SP 800-53, but it focuses on the security control of the whole data life cycle, which is closer to the business.
Generally speaking, DSMM standard provides better practical requirements for the security of enterprise's data life cycle. However, there are still some problems in the draft of DSMM standard for approval, such as some evaluation items are obscure or lengthy or the description is not clear, what level of enterprise's data maturity capability needs to reach, what level means to the enterprise, the current evaluation guidelines and DSMM There are also gaps in the evaluation criteria.
Task 2 
Through reading and analyzing the case scenario, I conclude that Caribbean coffee, as a global brand, has businesses and personnel all over the world, mainly providing services through cloud computing facilities. At the same time, 95% of them are wireless networks, and have a large number of online and social media.
The main problem of the company is that the information security protection strategy is too confusing, and the main demand is the personal information security and intellectual property protection of employees and customers.
Due to the wireless network vulnerable to security threats, due to the addition of a variety of terminal devices, the network scale becomes huge and the network structure becomes complex. I propose a security management framework design based on SOA, which can promote the information sharing between networks and enhance the overall defense capability of the network. As a kind of service-oriented technology architecture, SOA has the characteristics of loose coupling and high interoperability, which enables independent security devices to interact with each other by building services.
Unlike previous architecture technologies, which only consider the application of information system, SOA regards information system as the combination of services, focusing on which services need to be exposed and how to expose which services. Although many research institutions have different definitions of SOA, in general, SOA follows the following four basic principles:
· Service oriented, providing services and supporting composite services;
· Based on a variety of applications to achieve application interoperability;
· Based on open standards, business integration services across security domains are implemented;
· Service management is based on service.
Based on the application characteristics of SOA technology architecture, I combine security technology and security management organically and complement each other, and propose a security management framework design based on SOA technology architecture.
First, I would like to introduce SOA architecture. There are three entities in this architecture: Service builder, service consumer and service registry. Among them, the service builder is the provider of the network service, which describes the various functions that the application can achieve through the "network service knowledge description language"; the service user is the demander of the network service, and sends the demand message to the service builder according to the default communication format, and at the same time, satisfies his own needs by bundling and calling the network service Function requirements; service registry plays a role of bridge in SOA Service Architecture, which is not only the carrier of "network service knowledge description" in service builder, but also the messenger of service delivery from service builder to service provider.
In addition, SOA is still a relatively mature technology, which not only provides a way to organize the infrastructure and business functions in information technology, but also provides a method to design, develop, deploy and manage service models based on the computing environment [8-9]. At the same time, SOA also has the advantages of organization and management. It can form its own application by directly organizing developers, and provide targeted business optimization process to administrators or architecture designers through interaction analysis between services, so as to improve development efficiency. Generally speaking, SOA architecture has the following three advantages: high reusability reduces the cost of software development; shielding the complex business logic through loose coupling of services, thus reducing the complexity of software development; using the advantages of organization and management to divide the professional functions, it is convenient for large-scale software development. Therefore, as a new solution to build application system, SOA architecture has been paid more and more attention and promoted by it manufacturers.
The next part introduces the design of security management framework based on SOA.
The whole system implementation process consists of five parts, including:
1. Data perception and collection: intrusion detection, vulnerability scanning, terminal security monitoring, firewall and other security devices can detect all kinds of intrusion events and illegal behaviors in the operating environment in real time, and the security management system can collect the alarm information generated by each security device in real time as the data source for further processing.
2. Data analysis: the security management system filters, merges and analyzes the collected security data according to the host's activity status, operating system and running services, extracts the security events with high reliability, and generates corresponding processing suggestions according to the set relevant policies.
3. Report and response: reflect the data analysis results and processing suggestions to the management interface.
4. Linkage decision: the system generates corresponding linkage instructions according to the administrator's decision or configured linkage strategy, and sends them to each security device.
5. Joint defense: each security equipment implements the linkage instructions issued by the security management system, completes the processing of intrusion events and illegal behaviors, and realizes joint defense.
Compared with the traditional ISO / IEC 27001, this security model architecture adds a security information exchange system based on SOA, which realizes a distributed security message exchange platform and provides the whole network system
A new security information exchange portal ensures that the security information that is allowed to be released and the security information that is required and allowed to be accessed can be released anywhere in the network through the exchange system; the SOA based information interaction interface defines the information interaction interface by using platform, programming language and other unrelated ways, which realizes the loose coupling of device interaction and ensures the scalability and flexibility. SOA based security management architecture, such as
[image: ]SOA based security management technology architecture consists of four parts: presentation layer (security device management console), security device management server, access layer (database access interface) and data layer (database server).
Among them, the presentation layer, as the user interface of the security management system, is responsible for the management of the security management server and the interaction with users; the security device management server is divided into two parts: the business appearance layer and the business layer, and the business appearance layer is given in the SOA The business layer includes the specific modules to realize the above services; the data layer includes the security event library, security equipment library, security policy library, linkage plan library and security log library.
The identity authentication service provides the identity authentication service interface through the security management system, and the security device and the administrator carry out identity authentication based on this interface; the authorization management service provides the authorization management service interface through the security management system, and the security device and the administrator use this interface for authorization management; the device management service monitors and configures the device performance through calling the device management service interface Event management realizes the functions of event collection according to unified format and protocol, event merging and filtering under various conditions, and report generation based on event by calling management service interface; policy management service realizes the view and configuration of security equipment by calling policy management service interface; emergency response service realizes the view and configuration of security equipment by calling emergency response service interface The multi-level management service interface realizes the functions of the relationship authentication between the superior and the subordinate, the centralized management of safety information, and the monitoring of the overall situation of the superior to the subordinate system. The duty management service realizes the reporting of the duty log to the subordinate system by calling the duty management service interface. It has the functions of guidance, bus management, safety duty standard report, etc.
The security event library is used to save the security event definition, the original events collected from the security devices and the security events processed by the security management system; the security device library is used to save all the security device information, including the device number, device type, device name, as well as the status, parameters and policies of the device; the security policy library is used to save the association rules, the Response strategy, multi-level strategy, etc.; the linkage plan library mainly stores the scheme strategy for emergency response. When a security event needs to be responded to, it can be executed according to the policy set in the linkage plan library; the security log library mainly stores the log files generated in the operation process.
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