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[bookmark: _Hlk511296013]Abstract –  The focus of this research paper is to examine 802.11 modulation techniques; Binary Phase Shift Keyring (BPSK), Quadrature Phase Shift Keyring (QPSK) and Quadrature Amplitude Modulation (QAM) there functionalities and limitations within various wireless technologies, further analysis and experimentation will then be carried out using 16-QAM. Using the knowledge gained from these experiments, an example design and simulation of a wireless sensor network (WSN) for a smart factory will be implemented with focus at the Media Access Control (MAC) and physical (PHY) layers with emphasis on throughput, noise and delay utilising QPSK as the modulation technique.
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I. A BRIEF INTRODUCTION TO 802.11 WIRELESS TECHNOLOGY
802.11 Wireless Local Area Network (WLAN) [1] technology has made digital communication alot more accessible, affordable and efficient for end users around the world since its conception by the Internet Engineering Task Force (IETF) [2] in 1997. In the last decade the Internet of Things (IoT) [3][4] has grown exponentially, it is estimated that there were 8.4 billion end devices connected to the Internet in 2017 and it is projected to increase to 26 billion by 2020 [5],these end devices are predominantly wireless enabled nodes, that range from wireless sensors [6] to smart phones and tablets. 
Therefore 802.11 WLAN engineers are constantly looking at ways to create higher throughput, minimum delay, high signal-to-noise ratio (SNR) [7] and lower bit-error-rate (BER) [7] within WLAN hardware products to keep up with the increasing consumer demands in the wireless technology age we live in today.
Wireless technology is still regarded as in its infancy as there are lots of challenges that still need to be contended with; from the modulation/de-modulation [8] of data using various modulation techniques in order to increase throughput and reduce BER; to  navigating the noise [9] that is created within the 802.11 frequency band from everyday objects i.e. microwave ovens, electronic wiring, other 802.11 enabled wireless devices etc, also dense physical objects obstructing wireless signals is a significant issue within wireless technology i.e. walls, buildings, hills, trees etc which interfere with the frequency wave transmitted resulting in lower SNR and higher BER. [10][9]
Wireless Modulation 
Wireless modulation is a telecommunications [11] standard that can be used for both analogue and digital communications [12]. For the purpose of this paper digital modulation will be the focus. Modulation is a technique used to convert data into a frequency wave to be sent from one wireless node to another through the air and then converting the frequency wave back to its original state (data) at the other side using de-modulation shown in figure 1.  [13][14]
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Figure 1: 802.11 Simplified Modulation Theory Example [15]
This is accomplished by mapping binary bits within a 360° constellation for the de-modulator to interpret at the other side, the more data that is sent per phase the more complex the symbol becomes that represents the data within its constellation, the greater the chance errors will occur during demodulation, this will be analysed in more detail later in the report. [8][13]

Microwaves are most commonly used within 802.11 wireless data transmission and operate within the 2.4 GHz frequency band that has 13 channels assigned (Europe) that overlap due to the small space that they operate within shown in figure 2 which results in high noise within this frequency space. The 5GHz frequency band that has 23 non-overlapping channels assigned.
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Figure 2: 802.11 WLAN 2.4GHz and 5GHz Frequency Band [16]
Because of this noise within the 2.4GHz frequency band, complex modulation techniques have a lower SNR and higher BER the further distance the carrier wave travels through the environmental noise. The advantages of using more complex modulation techniques is that they can carry more bits per symbol resulting in a higher throughput. The disadvantage is that they produce more errors the further they travel as they become corrupt by environmental noise. [17] [7] [10]

There are many types of narrow band modulation techniques and standards utilised within 802.11, 802.15.4 Wireless Sensor Network (WSN) [18] and 802.20 Wireless Wide Area Network (WWAN) [19]hardware, they each have their strengths/weaknesses and specific usages :

Binary Phase Shift Keyring (BPSK); This modulation standard is considered very basic because only a 1 or a 0 is represented per symbol per phase by 180° of phase shift by the carrier wave within its constellation shown in figure 3. BPSK was most commonly used for long distance communications between cellular towers due to its reliability, power transmission efficiency and higher data accuracy during de-modulation resulting in a high SNR and low BER.The disadvantages are that it has a very low bandwidth throughput because of the 1:1 Ratio of bits to signal carrier making it inefficient within modern digital communication. [20]–[22]

Within modern digital communications BPSK is often used within low powered wireless sensors that only transmit very small amounts of data due to its robustness, low power consumption and demodulation accuracy within high noise environments. [23][24]
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Figure 3: BPSK Constellation and Carrier Wave Example [25][26]
Quadrature Phase Shift Keyring (QPSK): This modulation standard is similar to BPSK in the fact that it uses phase to represent binary data but instead of its carrier wave representing 1 bit at a time, QPSK can transmit a pair of bits per symbol per phase represented at 45° intervals within its constellation giving it a 2:1 bit to signal carrier ratio shown in figure 4. The advantage of this modulation standard is that it has double the data throughput than BPSK but has a higher percentage of error during demodulation because of its four possible states as opposed to BPSK’s two, it’s also less power efficient during transmission because of this. [8], [27]–[29]

QPSK is most commonly used within low to medium powered sensors that transmit small amounts of data within a WSN. Because of QPSK’s low power consumption and low BER efficiency within high noise environments, it is considered a robust modulation technique within the WSN industry. [30]
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Figure 4: QPSK Constellation and Carrier Wave Example [26]
Quadrature Amplitude Modulation (QAM); 16-QAM modulation standard can represent 4 bits or a nibble per complex symbol using both phase and amplitude to achieve higher throughput, making demodulation a lot more complex compared to BPSK and QPSK. QAM’s constellation is similar to QPSK as bits are represented using degrees per phase, the added difference that QAM uses is that each phase can be represented by a different amplitude. Utilising amplitude within the QAM constellation allows more bits to be represented per symbol shown in figure 5. The advantages of 16-QAM is that it has double the throughput compared to QPSK and quadruple the throughput compared to BPSK giving it a 4:1 bit to signal carrier ratio. The disadvantage of this modulation standard is that the further the distance the wave travels the higher the BER and lower the SNR during demodulation due to distortion/corruption of the frequency carrier wave because of environmental noise combined with the fine margins between each symbol within its constellation. [8], [31], [32]
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Figure 5: 16-QAM Constellation and Carrier Wave Example [26] 
When more than four symbols are represented within a constellation using phase and amplitude it is referred to as M-ary modulation i.e. M-QAM etc with the M representing the number of symbols that can be represented within its constellation i.e. M= 16 creating 16-QAM, a simple formulae can be used to calculate how many symbols are represented within a constellation; M= 2 ^ K with the 2 representing binary and the K representing the number of bits per symbol, so 16-QAM would be M= 2^4, this formulae can also be reversed by using a logarithm operation to find K from M to learn the number of bits being transmitted per phase i.e. 16-QAM = log2 (16) = K = 4 bits per symbol.  [33][34]

QAM can be further segmented for higher throughputs by plotting more points within its constellation using the M-ary formula creating 32-QAM that can transmit 5 bits per phase and 64-QAM that can transmit 6 bits per phase shown in figures 6. 
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Figure 6: 32-QAM and 64-QAM Constellation Example [35][26]
This trend can be further increased for higher throughputs i.e. 128-QAM [36], 256-QAM [37] and higher.  

However, the more complex the constellation becomes the less distance the signal can travel before becoming corrupt by environmental noise due to the high BER and low SNR for reasons previously discussed. Variants of QAM can be used for both digital and analogue modulation. 

QAM is most commonly used by digital terrestrial television companies to deliver User Datagram Protocol (UDP) data such as voice and video that can handle a certain percentage of data loss during streaming, also it is often used within satellite communications for its high spectrum utilisation and throughput. [12] [38] [39]

Network Simulation Software
An experiment will be conducted to explore the relationship between SNR vs BER within QAM modulation using computer simulation software as opposed to mathematical proofs or using test-bed equipment. This approach is preferred because of time constraints, the lack of advanced mathematical/electrical engineering knowledge and the funds needed to develop the hardware required. The disadvantage of using simulation software as opposed to test-bed hardware is that a simulation won’t be 100% accurate to physical hardware due to various factors i.e. quality of hardware components, real time environment parameters etc. [40]

A mathematical proof although theoretically accurate, cannot factor in environmental noise and provide a graphical representation of the processes/tools utilised, also if variables need to be modified or added the proof would have to be re-written. However, using simulation software is considered a more efficient, modern and reliable way of performing multiple bespoke simulations in a fraction of the time and cost that legacy experiments were previously performed due to the increased computational power and capacity of modern computers/servers. 

The advantages of industry approved simulation software such as ‘MATLAB: Simulink’ [40] is that the mathematics and electrical engineering theory used to create the simulation software has been developed by distinguished academics within their fields so there is less room for error within these areas of the experiment as opposed to a computer networks researcher who has no experience within these fields, whom only focuses on developing networking modulation theory for hardware products. Also, the tools/components, environmental factor simulation and libraries preinstalled within the simulation software package provide a much more robust, realistic and reliable testing field for researchers to develop and implement new theoretical designs before spending time and money creating a physical prototype that could fail. 
QAM Experiment
The aim of this experiment is to compare the BER and SNR of 16-QAM within a simulated environment by increasing Additive White Gaussian Noise (AWGN) using ‘MATLAB: Simulink’ to identify and prove the relationship of SNR vs BER within higher throughput modulation standards theorised previously in this report.

i. Rectangular QAM Simulation Design & Implementation
The 16-QAM simulation experiment was designed using ‘MATLAB: Simulink’ library blocks shown in figure 7.
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Figure 7: QAM Simulation Design 'MATLAB:Simulink' (Appendix-A) [41]
The components utilised to simulate a 16- QAM environment within ‘MATLAB: Simulink’ consisted of.:
Random Integer Generator; This block generates a frequency signal comprising of a sequence of random integers between 0 and 255. Configuration parameters for this block can be viewed in Table 1.

	Parameter
	Value

	Set Size
	16 (M-ary)

	Initial Seed 
	Auto

	Sample Time
	1e-6

	Samples Per Frame
	1024

	Output Data Type
	Double


Table 1:Random Integer Generator Configuration Parameters [41] 
Rectangular QAM Modulator Baseband; This block modulates the signal from data to frequency using baseband 16-ary QAM (16-QAM). Configuration parameters for this block can be viewed in Table 2 and 16-QAM integer constellation can be viewed in figure 8. 

Rectangular QAM Demodulator Baseband; This block demodulates the frequency signal generated by the modulator block back to data. Configuration parameters for this block can be viewed in Table 2 and the 16-QAM integer constellation can be viewed in figure 8.

	Parameter
	Value

	M-ary Number
	16

	Input Type
	Integer

	Constellation Ordering
	Grey

	Normalization Method
	Peak Power

	Peak Power
	1 Watt

	Phase Offset (rad)
	0


Table 2: 16-QAM Modulator/ Demodulator Configuration Parameters [41]
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Figure 8: 16-QAM Experiment Integer Constellation [41]
QAM modulator and demodulator blocks were used from the MATLAB library because of the complexity of the modulation technique as it falls into the category of ‘Electrical Engineering’, networking researchers use this method due to the lack of knowledge within this industry in order to retrieve accurate results.

AWGN Channel; This block simulates environmental noise by adding white gaussian noise to the modulated signal. Configuration parameters for this block can be viewed in Table 3. [42]

	Parameter
	Value

	Initial Seed
	0

	Mode
	SNR = (Eb/No)

	Eb/No (dB) (SNR)
	Will be varied during the experiment to compare SNR v BER. The starting value will be 0

	Number Of Bits Per Symbol
	4

	Input Signal Power
	1 Watt

	Symbol Period
	1e-6


Table 3: AWGN Configuration Parameters [41]
For analysis of the data being simulated before AWGN is added and after, measuring blocks were added at various intervals of the design:
Transmitted Constellation Diagram; This block displays a scatter plot of the signal after modulation but before the AWGN is added.

Received Constellation Diagram; This block displays a scatter signal plot of the frequency signal after it has passed through AWGN.

Error Rate Calculation; This block counts and compares symbols that differ between the received signal and the transmitted signal.

Display; This block is situated at the end of the design and displays: 

· The first value displays the BER.

· The second value displays the total number of errors.

· The third value displays the total number of bits processed during the simulation.

These values will be used to plot the SNR v BER graph after three experiments with varied Eb/No (DB).

ii. Conducting the Experiment

All configuration values will remain the same during the experiment apart from the Eb/No (DB) which will be altered during each experiment to compare the relationship between SNR v BER previously discussed in the report.

Simulation 1: 

In this simulation the Eb/No was set to its lowest point of 0. The received constellation points shown in the scatter plot on the right side in figure 9 on first visual inspection had a high amount of environmental noise due to the low SNR compared to the transmitted signal shown within the scatter plot on the left side that only contained the coordinates of the data after modulation and before environmental noise was added.

[image: ]
[bookmark: _Hlk511745083]Figure 9: Simulation-1 16-QAM Transmitted and Received Constellation Scatter Plots Eb/No (dB) set to 0 [41]
The display output in figure 10 showed a high BER of 61% confirming the analysis of the received signal scatter plot in figure 9.
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Figure 10: Display Output of the BER from Simulation 1 [41]
Simulation 2:

In this simulation the Eb/No was set to 10. The received constellation points shown in the scatter plot on the right side in figure 11 looked less noisy visually on first inspection compared to simulation 1 and the plots looked more grouped in comparison. 
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Figure 11: Simualtion-2 16-QAM Transmitted and Received Constellation Scatter Plots Eb/No (dB) set to 10 [41]
The display output from simulation-2 shown in figure 12 confirmed the initial visual findings from the scatter plots in figure 11. The BER had dropped to 5% with the Eb/No (dB) set to 10.
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Figure 12: Display Output of the BER from Simulation 2 [41]
Simulation 3:

In this simulation the Eb/No was set to 20. The received constellation points shown in the scatter plot on the right side in figure 11 were tightly grouped visually on first inspection with a lot less scattered noise.
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Figure 13: Simulation-3 16-QAM Transmitted and Received Constellation Scatter Plots Eb/No (dB) set to 20 [41]
The display output from simulation 3 shown in figure 14 confirmed the initial visual findings from the scatter plots in figure 13. There were no errors with the Eb/No (dB) set to 20.
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Figure 14: Display Output of the BER from Simulation 3 [41]
Correlating the Data:

To accurately plot the relationship for SNR v BNR within a graph, additional simulations were conducted from 0db until the BER percentage was at 0 to accurately identify and then plot the relationship within a graph shown in table 4.

	Simulation Number
	SNR -  Eb/No (dB)
	BER -  Percentage

	1
	0
	60%

	2
	1
	57%

	3
	2
	51%

	4
	3
	45%

	5
	4
	38%

	6
	5
	32%

	7
	6
	26%

	8
	7
	19%

	9
	8
	14%

	10
	9
	8%

	11
	10
	5%

	12
	11
	3%

	13
	12
	1%

	14
	13
	0%


Table 4: Simulation Results SNR vs BER (0dB to 13dB) [41]
Using the data collected from simulations 1-14 shown in table 4 a graph was produced depicting the relationship between SNR v BER using ‘Microsoft Excel’ shown in figure 15.
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Figure 15: Line Graph Containing 16-QAM Experiments 1-14 SNR v BER Relationship [41], [43]








iii. Experiment Conclusions

After analysing the results, the experiment confirmed the hypothesised outcome of SNR v BER stated earlier in this report, that the higher the SNR the lower the BER within digital modulation.

Wireless Sensor Network - Smart Factory Simulation
As discussed previously in the report, WSN’s are becoming increasingly common within homes, offices, factory’s etc in order to provide a smart autonomous solution to monitor and control everyday appliances/machinery through a centralised server across a WAN and/or LAN for; security, safety, efficiency and environmental reasons. For the purpose of this report a WSN will be designed, simulated and analysed for a 50m x 25m diameter ‘Smart Factory’ to identify and understand the engineering challenges that need to be overcome to provide a robust WSN network that safely and securely meets end user’s needs. [4], [44], [45]
i. Smart Factory Design

Using the knowledge gained from the 16-QAM modulation experiment and the modulation research, a WSN consisting of 802.15.4 Zigbee [46] Low-power Wireless Personal Area Network (LoWPAN) technology along with 802.11 WLAN technology will be designed and implemented using QPSK as the modulation standard because of its low power consumption and robustness within a high noise environment, as opposed to 16-QAM that proved to have a high BER within a noisy environment during simulation analysis and high power consumption identified during research. QAM modulation would not be effective within a noisy environment such as a factory that has low powered sensors implemented within its network in comparison to QPSK for reasons previously stated. [30][8]

802.3 wired LAN will be utilised for the backbone of the network using network simulation software ‘Netsim’. [47]

The smart factory WSN segment of the network will consist of 802.15.4 sensors located throughout the factory building that will control and monitor appliances through a centralised server: [48]
· Lighting. 
· Internal/External doors.
· Occupancy.
· Motion.
· Fire Safety.

The smart factory physical layout will consist of four rooms that will contain the internetworking equipment, 802.11 end devices and 802.15.4 wireless sensors shown in figure 16:
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Figure 16:Smart Factory Physical Topology   [49], [50]
Factory Floor: The factory floor consists of 802.15.4 sensors: 4 x light, 4 x motion detectors, 2 x smoke detectors with integrated sprinklers, 4 x fire alarms, 2 x internal RF ID secure doors, 1 x external RF ID [51] [52] alarmed secure door and 1 x Health and Safety (H&S) officers smart device that is 802.11 wireless enabled.

Managers Office: The managers office consists of 802.15.4 sensors: 1 x light, 1 x motion detector, 1 x fire alarm, 1 x smoke detector with integrated sprinkler, 2 x internal RF ID secure doors and 1 x 802.11 wireless PC.

Reception: The reception consists of 802.15.4 sensors: 1 x light, 1 x fire alarm, 1 x smoke detector with integrated sprinkler, 1 x motion detector, 1 x internal RF ID secure door, 1 x external RF ID alarmed secure door and 1 x 802.11 wireless PC.

Storage Room: The storage room consists of 802.15.4 sensors: 1 x light, 1 x motion detector, 1 x smoke detector with integrated sprinkler and 1 x internal RF ID secure door. The secure storage room also contains the internetworking equipment for the smart factory: 1 x 1GB Internet Service Provider (ISP) WAN connection, ISP facing router with integrated firewall, layer-2 managed switch, 802.11 AP, 802.15.4 LoWPAN AP and a Hypervisor server that consists of Windows server 2012 for the WLAN segment of the network and Linux-Free BSD for the control plane of the 802.15.4 segment of the network because of its low resource utilisation and efficiency.
ii. Connectivity

[bookmark: _Hlk512340617]The 802.15.4 ZigBee sensors will wirelessly connect to a LoWPAN Access Point (AP) [53] that will feed the data collected from the sensors through the 802.3 wired backbone located in the secure storage room to the Linux- Free BSD server that will analyse, monitor and control the devices.

The logical configuration of the devices are as follows:

802.12.14 connectivity:

The 802.15.4 sensors will be hard wired into the buildings Alternating Current (AC) electricity using low powered cables and transformers to provide 6 amplitudes and 24 volts of power that the sensors require. A backup rechargeable battery will also be installed in case of power failure within the building.

a) Motion Detectors and Lights

The motion detectors and lights will be logically paired for the server to make logical decisions whether to turn on the lights if motion is detected within a room or turn them off if no motion is detected over a period of 5mins. These sensors will be efficient for the staff, environmentally friendly and also save the factory money on electricity. [54]

b) Smoke Detectors and Fire Alarms

The smoke detectors with integrated sprinklers will be logically paired with the fire alarms so that the server can make a logical decision to activate the sprinklers, sound the fire alarm and send a signal to the local fire station for emergency assistance in the event the smoke detectors detect high levels of carbon monoxide and/or nitrogen oxide within the building. 

These sensors will be crucial in the event of an emergency within the factory where there is a higher probability of a fire occurring due to the nature of the business. Utilising a smart fire safety system could save lives because of the response time of the automated logical system as opposed to human reaction time, making the company more attractive for employees to work and will also reducing the company’s fire damage insurance. [55]

c) Internal/External RF ID Doors

The internal/external door sensors will communicate with the server’s database to securely open the doors when the correct authorisation badge is presented to the RF ID pad and send an alert if a door has been accessed unlawfully. Using the database created by the doors for entry/exit, room occupancy can be calculated and then monitored for security/fire health and safety reasons. The external RF ID doors will also be alarmed when the building is empty utilising the occupancy database created within the server by the door sensor data.

For Health and Safety reasons to exit a door within the building an RF ID badge will not be necessary. However, the internal handle will be linked to the RF ID sensor to calculate occupancy. [56]

802.11 connectivity:

The WLAN segment of the network will also connect to the backbone via an 802.11 AP. This portion of the network will be utilised by wireless end devices used by the staff throughout the factory i.e. receptionist’s terminal, managers terminal and the health and safety officer’s smart device to access the company’s internal files located on the server. The Health and Safety officer will also have access to the WSN monitoring software ‘Solar Winds’ and the control plane interface for the sensor devices in the case of an emergency during office hours, so he/she can safely evacuate the building and provide a report to the fire officers on arrival to identify the location of the fire and if there is anyone still in the building and if so what room they are in utilising the occupancy monitoring strategy implemented from the RF ID doors, so they can be rescued quicker.

WAN remote connectivity:

A Virtual Private Network (VPN) [57], [58] will also be established using Advanced Encryption Standard (AES) -256-bit encryption [59] from the ISP router to an external security monitoring company ‘Warehouse Secure’ that will have access to the ‘Smart Factory’ monitoring software ‘SolarWinds’ [60], they will be responsible for the building security that will be linked to the WSN after office hours. Warehouse secure will only have access to the monitoring software and not the control plane of the WSN and the factory’s data for security and data protection reasons.

iii. Security

An ISP router with integrated firewall was utilised for added security at the WAN portion of the network to prevent unauthorised persons accessing the network remotely for malicious purposes, protecting the data housed within the network and the wireless sensor applications. [61], [62]

802.15.4 ZigBee variant was selected because it offers security and communication not just at layer-2 of the Open Systems Interconnections (OSI) model as other 802.15.4 standards offer but to the upper layers also, allowing granular control at the network, transport and application layers, permitting authorisation, authentication, encryption for security and routing between the devices which is more appropriate for industrial applications that are responsible for Health and Safety of workers. [63]

All 802.11 and 802.15.4 ZigBee communications will be encrypted using AES to prevent Man In The Middle Attacks (MITM) from rogue actors maliciously trying to capture the network traffic for personal gain. [64], [65]

Authentication, Authorisation and Accounting (AAA) [66] will be implemented for the 802.11 and 802.15.4 ZigBee traffic by using a Mobile Device Management (MDM) [67]  Database (VMware – Airwatch) [68] housed within the Windows 2012 server to prevent unauthorised personnel accessing the network, this design implementation also prevents rogue devices being installed within the network, logs will also be created for network access analysis.

The Internetworking equipment is secured using Message Digest 5 (MD5) [69] encrypted passwords for accessing the devices via the console port. Secure SHell (SSH) [70] AES-256bit encryption has been configured at the Virtual Terminal Lines (VTY)  for remote configuration/maintenance of the devices by the external network administration company.

The Internetworking equipment is stored in a locked RF ID room for physical security in which the manager and deputy manager only have access. When maintenance is performed by the external network administration company, the manager gives them temporary access.

Norton End Point security [71]has been chosen for antimalware and personal firewall of end devices because of its compatibility with the Airwatch MDM server that allows for autonomous installation and maintenance of end devices via the MDM server selected within the design. 

iv. Simulation Brief

The aim of the WSN smart factory simulation using Netsim will be to analyse: [72], [73][74]

Throughput: Within networking throughput is defined as the amount of data being transmitted successfully from one node to the next. It is often measured in bits per second i.e. Megabits (Mb/s), Kilobits (Kb/s) etc. 

Packet Loss: Packet loss within wireless networks can be defined as packets being dropped due to errors that is most commonly caused by a corrupt frequency carrier wave due to environmental noise.

Delay: Network delay is defined as how long a packet takes to go from its source node to its destination node. It is most commonly measured in milliseconds.

These variables will be tested and measured by altering the environmental noise:

Pathloss, Fade and Shadowing: Pathloss, fade and shadowing within wireless networks can be defined as the measurement of power density degradation over a distance between nodes during transmission due to propagation, obstacle absorption, natural wave expansion and diffraction. These factors are most commonly caused by the natural environment i.e. free space, air density etc, environmental electromagnetic noise and dense objects. [75]

v. Netsim Smart Factory Simulations

To test the efficiency of the ‘Smart Factory’ network four experiments will be carried with the 802.11 wireless end devices and each logical pair of 802.15.4 ZigBee sensors previously identified in the design section of this report.

Experiments:

1. Light Sensors and Motion Detectors (802.15.4)

2. Smoke Detectors and Fire Alarms (802.15.4)

3. Exterior and Interior RF ID Doors (802.15.4)

4. 802.11 Wireless End Devices

Each experiment will be performed with and without pathloss, fade and shadowing through two simulations with the focus on the Media Access Control (MAC) sub layer [76] and Physical (PHY) layer [76] to analyses the effect that these environmental variables have on throughput, delay and packet loss. The data from each simulation will then be correlated into a graph to identify the relationship between these variables and if they will function efficiently within the network. The physical topology previously depicted in figure 16 was logically modelled within Netsim to conduct the experiments shown in figure 17

[image: ]
Figure 17: Netsim Logical Topology Design (Appendix-B) [77]
The configuration parameters for the simulation application, 802.15.4 sensors, the 802.11 wireless end devices and pathloss, fade and shadowing that will be applied during the experiments to simulate environmental conditions can be found in tables 5, 6, 7 and 8.

Application configuration settings:

	Setting Name
	Value

	Start Time
	0

	End Time
	1000000

	Src_to_Dest
	Show line

	Encryption
	AES

	Random Startup
	False

	Packet Size

	Distribution
	Constant

	Value (bytes)
	50

	Inter_Arrival_Time

	Distribution
	Constant

	Micro Seconds
	1000000

	
	


Table 5: Application Configuration Settings Within Netsim [77]
802.15.4 configuration settings: Interface ZigBee

	Setting Name
	Value

	Network Layer

	Network Protocol
	IPv6

	IP Address
	2001:DEAD:FACE:1::X

	Prefix Length
	48

	Default Gateway
	2001:DEAD:FACE:1::1

	Datalink Layer

	Protocol
	IEEE 802.15.4

	Ack Request
	Enable

	Max CSMA BO
	4

	Max Backoff Expo
	5

	Min Backoff Expo
	3

	Max Frame Retries
	3

	Physical Layer

	Protocol	
	IEEE 802.15.4

	Data Rate (kbps)
	250

	Modulation Technique
	QPSK

	CCA Mode
	Carrier Sense Only

	Transmitted Power (dBm)
	1

	Path Loss (dB)
	10

	Antenna Gain
	1

	Antenna Height (m)
	1

	Reference Distance (m)
	8

	Network Layer

	Routing Protocol
	ACDV


Table 6: 802.15.4 Configuration Settings Within Netsim [77]
802.11 configuration settings: Interface Wireless

	Setting Name
	Value

	Network Layer

	Network Protocol
	IPv4

	IP Address
	192.168.1.X

	Subnet Mask
	255.255.255.0

	Default Gateway
	192.168.1.254

	Protocol
	ARP

	Arp Retry Intervals
	10

	ARP Retry Limit
	3

	Data Link Layer

	Protocol
	IEEE 802.11

	IEEE 802.11e
	Enable

	Retry Limit
	4

	RTS_Threshold (bytes)
	3000

	Rate_Adaption
	False

	Physical Layer

	Connected To
	Access Point

	Protocol Standard
	IEEE 802.11n

	No of Packets to Aggregate
	1

	Transmission Type
	HT

	Transmitter Power (mW)
	100

	Antenna Gain
	1

	Antenna Height (m)
	1

	Frequency Band (GHz)
	2.4


Table 7: 802.11 Configuration Settings Within Netsim [77]
Pathloss, Fade and Shadowing configuration settings:

	Setting Name
	Value

	Link Type
	Multipoint to Multipoint

	Link Medium
	Wireless

	Link Mode
	Half Duplex

	Channel Characteristics
	Pathloss, Fading and Shadowing

	Path Loss Model
	Indoor_Factory

	Path Loss Exponent
	2.1

	Fading Model
	Rayleigh

	Fadin Figure (m)
	1

	Shadwing Model
	LOGNORMAL

	Standard Deviation (dB)
	5


Table 8:Pathloss, Fade and Shadowing Configuration Settings Within Netsim [77]
Any values not listed within the above tables can be assumed as the default settings. 

All simulations were run for 1000 seconds.

Experiment-1: Motion Detectors and Light Sensors (802.15.4)
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Figure 18: Experiment-1 Logical Topology [77]
Simulation 1a (Without Pathloss, Fade and Shadowing):

The data collected from simulation-1 was correlated into a graph for analysis shown in figure 19.

[image: ]
Figure 19: Simulation 1 Data Correlation [77] [43]
Simulation 2a: Without Pathloss, Fade and Shadowing

The data collected from simulation-1 was correlated into a graph for analysis shown in figure 22.
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Figure 20: Simulation 2 Data Correlation [77] [43]
Experiment 1 analysis:

After analysing the results from the two simulations, there seems to be an average packet loss of 55% within this segment of the network without environmental noise added. After the pathloss, fade and shadowing is added the packet loss increases to an average of 65%. This may be down to the high delay of the packets reaching their destination over a distance or the LoWPAN access point dropping the packets because there is to much traffic being sent at once further deductions can be made from the rest of the simulations that contain less nodes. 

Experiment-2: Smoke Detectors and Fire Alarms (802.15.4)

[image: ]
Figure 21: Experiment-2 Logical Topology [77]
Simulation 1b:

The data collected from simulation-1b was correlated into a graph for analysis shown in figure 22.
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Figure 22: Simulation 1b Data Correlation [77] [43]









Simulation 2b:

The data collected from simulation-2b was correlated into a graph for analysis shown in figure 23.

[image: ]
Figure 23: Simulation 2b Data Correlation [77] [43]
Experiment 2 Analysis:

After analysing the results from the two simulations, there seems to be an average packet loss of 50% within this segment of the network without environmental noise added and 58% after pathloss, fade and shadowing is added. This experiment dropped an average of 5% less packets  compared to experiment 1, this could be because there is 4 devices fewer being utilised in this experiment as apposed to 14 within experiment 1 so the LoWPAN AP is not dropping as many packets.

Experiment-3: Exterior and Interior RF ID Doors (802.15.4)

[image: ]
Figure 24: Experiment-3 Logical Topology [77]
Simulation 1c:

The data collected from simulation-1c was correlated into a graph for analysis shown in figure 25.
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Figure 25: Simulation 1c Data Correlation [77] [43]
Simulation 2c:

The data collected from simulation-2c was correlated into a graph for analysis shown in figure 26 .

[image: ]
Figure 26: Simulation 2c Data Correlation [77] [43]

Experiment-3 Analysis:

After analysing the results from the two simulations, there seems to be an average packet loss of 30% within this segment of the network without environmental noise added and 35% after pathloss, fade and shadowing is added. This is a significant reduction compared to experiment 2 that had an average of 50% packet loss without environmental noise. This experiment did have 4 fewer nodes sending information to the LoWPAN AP this could be the reason the packet loss has improved within each experiment within the 802.15.4 segment of the network.










Experiment-4: 802.11 Wireless End Devices

[image: ]
Figure 27:Experiment 4 Logical Topology [77]
Simulation 1d:

The data collected from simulation-1d was correlated into a graph for analysis shown in figure 28.
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Figure 28:Simulation 1d Data Correlation [77] [43]
Simulation 2d:

The data collected from simulation-2d was correlated into a graph for analysis shown in figure 29.

[image: ]
Figure 29: Simulation 2d Data Correlation [77] [43]



Experiment 4 Analysis:

The wireless segment of the network performed the best by a substantial amount, only dropping an average of 0.3% of packets with and without packet loss, fade and shadowing this could be because there were fewer nodes transmitting data to the AP as apposed to the other experiments that had a lot more nodes, it could also be that the 802.11 AP has more computational power than the 802.15.4 LoWPAN AP so dropped fewer packets because of this. The delay was higher than the 802.15.4 segment of the network, this could be because of the larger packets being sent within the 802.11 segment. Throughput was consistent across all three devices within this portion of the network compared to the 802.15.4 segment.

vi. Smart Factory - Experiment Data Correlation

After all the experiments were conducted the data collected from the experiments was then correlated to analyse the ‘Smart Factory’ network as a whole to see if any improvements could be made to make the network more efficient and reliable. The correlated graph from experiments 1-4 is shown in figure 30.

[image: ]
Figure 30: Packet Collisions within the Network During Simulations [77] [43]
After analysis of the packet collisions within the network it would seem that the packets that were being dropped were colliding with packets being transmitted by the other sensors causing packet loss. To reduce the packet collisions within the network the sensors would need to be either repositioned or additional LoWPAN AP’s could be installed for each segment of the network to reduce latency, improve throughput and minimise packet loss.

vii. Smart Factory Simulation Conclusion

After analysis of the data, environmental noise only had a 15% increase in packet loss and delay on the efficiency of the network.

A relationship was observed from the data gathered from the experiments that; the higher the throughput within a network, the lower the latency was. Also, a relationship between throughput and packet loss was observed from the experiment data that was; the higher the throughput between nodes the lower the packet loss was within the network.

The 802.11n nodes also performed a lot more efficient within the network compared to the 802.15.4 ZigBee nodes, this could be because of the higher power output of the 802.11n devices and maximum throughput of 450Mb/s as opposed to the low powered 802.15.4 nodes that only have a 256kbps data rate configured previously in the report.

Future considerations would be to carry out further simulations using multiple LoWPAN AP’s to decrease its overhead, reduce packet collisions, latency and the node to AP ratio that would in turn theoretically improve throughput. These further tests would need to be carried out before the sensors could be safely installed at the client’s premises.

Within a real-world scenario the network would need to first be modelled within simulation software and then planned/analysed further via an on-site survey of the sensors within their natural environment where there will be factory machinery and other appliances/devices creating noise that simulation software cannot model accurately, in order to truly minimise delay, packet loss and maximise throughput to make the network efficient to meet the client’s requirements.

Conclusions
Smart technology for homes, hospitals, businesses etc are becoming very popular within modern society, WSN’s are still in their infancy as previously discussed in the report so there are various security and safety considerations that are still being identified that could put people who are not knowledgeable within this field at risk. Therefore, cybersecurity professionals around the world are currently researching ways to fully secure this technology before people get their data stolen, privacy encroached and/or seriously hurt.

[bookmark: _GoBack]Future considerations within 802.15.4 would be to research and identify security flaws within this technology to help improve and further secure the IoT industry which could either help or harm humanity in the future.
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