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Varbanov [1] highlights that 
“BYOD reflects the new realities in the 21st. century - in recent years there has been a sharp increase in the number of users of mobile devices (mainly smartphones and tablets), purchased by people for personal purposes, but they would also like to use these devices in their real working environment in the performance of their duties.”
The following report, and accompanying documents, will provide CoffeeCapulus with an overview of Bring Your Own Device. (Within this report it will be referred to under the abbreviation BYOD). Presenting information on the advantages and disadvantages of implementation, suggesting suitable software and policies, a data flow diagram and a ‘packet tracer’ demonstration of the possible physical network with implemented security configurations. The framework will equip CoffeeCapulus with the required knowledge and information to make an informed decision on whether to progress with the BYOD facility, and the requirements to consider and implement if so.
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When considering the implementation of BYOD thought must be given to the advantages and disadvantages prior to implementation and introduction. 
Some of the advantages include the element that productivity could increase as employees would be using their own devices that they are both familiar and comfortable with. This could also cause a saving on hardware and training [2] .  Another attractive benefit of implementing a BYOD policy is the cost cutting by transferring the cost of purchasing devices to the employee. An organisation can save money on the purchase of devices through allowing their employees to use their own personal devices to access corporate resources [3]. Waterfill and Dilworth [3] also consider that people are more inclined to take better care of their own devices, consequently an organisation would save money and time on replacement and repair.
Effective use of BYOD can enhance many areas of the workplace. Many inefficiencies in an organisation can be overcome by BYOD. The needs of customers can be met more efficiently and in a timely manner. The introduction of BYOD can make organisations more competitive and assist in the efficient achievement of corporate goals [3]. Waterfill and Dilworth [3] highlight that BYOD also has the ability to make an organisation more attractive to prospective employees as it is considered that a company with a BYOD environment is more of a flexible working environment. This environment can attract and retain effectively talented employees.
M2 Presswire [4] claim that:
“Sixty four per cent of IT manager think that having a BYOD policy will enable employees to be more productive. Forty-eight per cent think it will also allow employees to work more flexibly and 47 per cent think it will enable employees to serve customers better. This sentiment is shared by employees – 42 per cent of employees using their own device for work believe that they are more efficient and productive as a result,”
Whilst there are many advantages and benefits to BYOD these benefits do not come without draw backs and required considerations.
One of the main disadvantages to consider when implementing a BYOD policy is the increased security risk, as the management and control of the devices are no longer managed by the organisation’s IT department [3]. 
BYOD is a regular disputed topic amongst IT professionals, with many in conflict that any potential savings made are more likely than not to be immediately contradicted [5]. This is due to the possible requirement to upgrade any existing data servers and networking equipment. Consideration must be given to the increased number of devices that would likely be added to the company’s IT structure, which in turn would entail increased traffic, and as a result this may overwhelm the system requiring potential investment in network upgrades [5]. The Aberdeen Group consider that BYOD could increase cost by almost 33% more than a company-owned device approach, when looking at the “total picture” [6].
When considering implementing BYOD thought is required around employee welfare, as commented by Waterfill and Dilworth [3], since a BYOD environment would provide employees with constant access to their work, which could prove detrimental to employee morale. It is important for employees to manage their workload and boundaries.
Through research it is evident that there are many advantages and disadvantages to the introduction of BYOD.  BYOD is considered as a probability and therefore a matter of when, not if for organisations [7] Whilst BYOD is transforming the way organisations work and providing employees with greater flexibility, the requirement for policies and process to ensure corporate data remains secure must not be overlooked [2].
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Should an organisation choose to progress with the implementation of BYOD one of the first considerations must be the creation and implementation of a suitable BYOD policy. The policy must be structured jointly by IT professionals and management to ensure clear guidelines are present to what is acceptable BYOD behaviour [7] .
Varbanov [1] suggests considering several steps to the creation and implementation of a BYOD policy including: discussing with employees to clarify their requirements and preferences, identifying the risks mobile devices would bring, creating rules for participation in the BYOD scheme and considering testing the viability with a pilot of small members of staff.
Cisco, as cited by Varbanov [1]  makes reference that “important rules for the use of personal devices in workplace can be helpful to organisations that are now taking their first steps into mobile business”. These rules include stipulations that all devices must be protected by a password, no corporate information or data is to be stored on local drives, there is a necessity for regular backups to be completed, only applications considered reliable by the company’s IT department re permitted to be installed.
Appendix A is an example of a BYOD policy for CoffeeCapulus outlining rules and regulations.
It is imperative to note the importance of continually reviewing and updating any implemented policy for accuracy, especially given the speed in which technology is evolving.
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The risks associated with BYOD has given the requirement for organisations to implement Mobile Device Management Software (MDM). This software is utilised by an organisation’s IT professionals to manage, secure and monitor employees’ devices that are to be used in the workplace, these could include laptops, smartphones and tablets [8].
There are numerous different MDM software and tools available. Upon deliberating on the various MDM software I selected one I felt suitable through reflecting on the company’s data security needs, devices requiring protection, ease of use and capabilities required. Considering the requirements from my research I feel Cisco Meraki to be a suitable MDM option for CoffeeCapulus.
Cisco [9] defines their Meraki software as follows:
“Cisco Meraki offers the only solution that provides unified management of mobile devices, Macs, PCs and the entire network from a centralized dashboard. Enforce device security policies, deploy software and apps, and perform remote, live troubleshooting on thousands of managed devices.”
The Cisco Meraki is described as a “Cloud-based solution that delivers simplified network management through a single administrative dashboard” [10]. A cloud-based solution was felt most suitable given that CoffeeCapulus uses cloud services to deliver their current IT services to its staff and customers. There are alternative MDM solutions that are on premise based which I did not feel would suit the needs of CoffeeCapulus.
Cisco Meraki is able to support all device platforms. Consideration to what devices are supported is important as employees will have varying devises on varying platforms. Some MDM software do not support all, i.e ‘Jamf Now’only supports and protects Apple devices [11]. The table to the right [12] illustrates a comparison of some of the leading MDM software, highlighting top features, platforms supported and whether they are cloud or on premise based.
The Cisco Meraki features a dashboard that is able to illustrate the current status of every managed device and will advise immediately should any be lost or stolen [13]. In addition to streamlining the management of devices, the dashboard is also used as a platform for observing analysis of the network, applying permissions and monitor users [14].
The Cisco Meraki mobile device management also allows the company to control what applications employees can install on their devices, whilst also being able to remove any unused from the devices remotely [13].
As discussed in the advantages and disadvantages of BYOD it is imperative to ensure network access is secure, especially given security of personal staff’s data and client’s data is CoffeeCapulus’s major concern. The Cisco Meraki improves the security of BYOD through being able to remotely wipe data from lost, stolen or damaged devices, enforcing encryption and restricting network access [9]. This MDM option makes it easy to securely support BYOD without the need to purchase or maintain any extra appliances, licences or configuration. Security is imperative and Meraki [14] consider this as a principal priority. “Meraki invests heavily in tools, processes, and technologies to keep users and their networks safe” [14]. They consider their security infrastructures eliminate management complexities and ongoing maintenance challenges that may lead to possible vulnerabilities. Meraki [14] consider their intuitive and cost-effective security features are “ideal for network administrators.” With the aim of protecting against viruses Meraki encompasses integrated network access control, this assists in the prevention of devices that are not managed, from spreading viruses on the network. All devices are scanned by the software, thus ensuring that all devices have running and sufficiently installed antivirus software [15]. Should it become apparent that a device does not meet the antivirus requirements these are placed into quarantine where suitable software can be downloaded [15].
Cisco Meraki benefits from receiving trimestral updates with the newest upgrades and firmware. These updates can be automatically programmed, or alternatively made to run by approval of an organisation’s IT professional [16], this ensures that the software is future proof and maintenance free. As the Cisco Meraki is a cloud-based service it includes full support for its products, for no extra cost [16]. This ensures that IT staff have the support required to solve any issues quickly.
Through research I consider the Cisco Meraki option to be one of reliability. Meraki ensures high serviceability through their high bandwidth and highly resilient data centres, which have a reliable backup strategy. Meraki constantly monitor their connections for integrity and have suitable disaster recovery plans in place [14]. 
Bhatt [16] considers the Cisco Meraki is ideal for any SMB and considers it “scalable and affordable” with “simple administration and cutting-edge network technology.”
Pchtechnologies [13] deems that “With Cisco Meraki, you’ll make your employees more productive while reducing the burden that mobile devices can create for your IT staff.”
Although the Cisco Meraki MDM software provides the required benefits and solution to CoffeeCapulus, it is important to highlight that although MD solutions have great benefits and uses, they are however only as useful as their implementation and their success is dependent on effective execution [8].
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The attached Packet Tracer topology provides an example of a setup CoffeeCapulus could adopt. 
The topology includes some security measures for protection. These security measures include console passwords on the switches, routers and firewall and also encrypted privilege executive passwords. The wireless router has been set with a shared password to be used to connect authorised smart devices. The introduction of these passwords ensures that no unauthorised access is permitted; a banner has also been included to remind users that unauthorised access is prohibited and prosecutable. 
The Data flow chart below illustrates that authentication is required upon a device attempting to connect to CoffeeCapulus’ HQ Wireless router. Should the password be entered incorrectly then access would not be granted. 










The ‘packet tracer’ topology and above data flow chart assumes that there is MDM software adopted in order to monitor, manage and secure the employees devices. Administrators can allocate specific access levels to varying employees if required.
The figures below [17, pp. 9,94] show an example connectivity flows for personal devices.


A firewall has been encompassed on the accompanying topology. The purpose of a firewall is to protect the network from external threats i.e. from the internet [18]. Configuration of the firewall is usually determined by a policy. There are a number of functions a firewall can employ, these include “packet filtering, stateful inspection, network address translation, and application proxies.” [18].
A ‘packet sniffer’ has been introduced as an additional security and control measure. A ‘packet sniffer’ is a piece of software that can log and intercept traffic on parts of the network [19]. A ‘packet sniffer’ can be used by the IT professions of an organisation to troubleshoot and monitor network traffic [19]. Use of the software can also help identify erroneous packets and to pinpoint possible bottlenecks and assist in preserving effective network data transmission [19].
Should Coffee Capulus be considering remote login protocols, SSH (Secure Socket Shell) has been enabled in the topology, as opposed to Telnet. Authentication and data encryption is absent in the use of telnet and consequently leave concerns for security [20]. The SSH protocol provides sound authentication and enables secure communication between devices [20]. SSH protects the passwords, identifiers and data of users [21].
A malfunction of a device could result in data loss and damageable downtime. The topology configured attached includes redundancy through additional and alternative switch paths. This redundancy switch serves as a backup and standby mechanism in the event of an unplanned outage/malfunction.
Computer viruses are programmes that attempt to invade themselves on a host and spread to other devices, mainly through the internet. Viruses have become a great threat to computer and device users as well as a threat to network resources [22]. There are various types of viruses, anti-virus software is available to install on devices in the attempt to eradicate and supress such viruses, a respectable anti-virus software is an essential component to invest in to reduce the risk.
In addition to data and device security, physical security must also be considered. Physical threats include theft and natural disaster. Coffee Capulus must take into consideration that a theft of one or more of its devices that has data stored, would result in data loss. To offset the risk of theft thought should be given to installing CCTV and purchasing suitable device locks and similar items.
To reduce the risk associated with natural disaster, storage of the devices is essential. All devices should be stored separately and in appropriate storage locations with adequate ventilation and water/fire precautions. 
Steadfast.net [23] considers that “Human error is the leading cause of business data loss”. Human errors cannot be predicted however can be reduced through appropriate awareness, training and supervision.
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The report demonstrates that although there are significant risks to consider with the introduction of a BYOD framework there are many advantages that outweigh these, along with suitable and robust configurations and policies that can support its security and success. CoffeeCapulus would need to consider balancing the organisational risks with the productivity of its employees. Consideration must be given that the upholding of a robust BYOD environment is reliant, and dependant, on an organisation’s ability to educate and train its employees, and to effectively introduce and enforce structured BYOD policies [24]. Should CoffeeCapulus progress with the introduction and implementation of a BYOD scheme to ensure it is a sound program this must be a “collaborative effort between an organisation’s employees, IT and security teams, and management” [24].
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Coffee Capulus
Bring Your Own Device (BYOD) Policy
Coffee Capulus permits its employees the autonomy of purchasing and using devices, including but not limited to, laptops, smartphones and tablets, of their choice at work for their convenience. Coffee Capulus maintains the right to withdraw this privilege if users do not abide by the policies and procedures.
This policy is intended to protect the security and integrity of Coffee Capulus’ data and technology infrastructure.
All Coffee Capulus employees must agree to the terms and conditions outlined in this policy in order to be able to connect their devices to the company network.
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· Acceptable business use is outlined by Coffee Capulus as activities that directly or indirectly support the company.
.
· Employees are not permitted to access certain websites during work hours/while connected to the company network. 

· Employees are permitted to use their devices to access the various company-owned resources: email, calendars, contacts, documents, etc.
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· Smartphones including iPhone, Android, Blackberry and Windows phones are permitted.

· Tablets including iPad and Android are permitted 

· Laptops and notebooks are permitted.

· All devices must be presented to Coffee Capulus’ IT department for configuration of standard apps, including browsers, work productivity software and security tools, prior to be given access to the network.
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· To prevent unauthorised access, all devices must be password protected with a strong password.

· Coffee Capulus’ strong password definition consists of: Passwords must be at least six characters and a combination of lower- and upper-case letters, special symbols and numbers. Passwords will be require modification every 90 days and it is not permitted to use a new password that has been used in the last 10 previous passwords.

· The device used by the employee must automatically lock itself with a password or PIN if it’s left idle for a maximum of five minutes.

· After 4 failed login attempts, the device will automatically lock. To regain access Coffee Capulus’ IT department must be contacted immediately.

· Employees are not permitted to install or use any app that does not appear on the Coffee Capulus’ list of approved apps.

· Employees must ensure all devices have suitable anti-virus software installed and active – ensuring it is kept updated. 

· Should an employee believe there may be a virus on their device they must inform Cofee Capulus’ IT department immediately 

· Employees’ access to company data is limited based on individual user profiles, defined by IT.

· The employee’s device can be remotely cleared if 
1) The device is reported as being lost or stolen
2) The employee terminates their employment
3) There is a detection of a data or policy breach, a virus or similar threat to the security of Coffee Capulus’ company data and infrastructure.
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· Coffee Capulus’s IT department will take every protection to prevent any employee personal data from being lost, however, it is also the employee’s responsibility to take additional precautions, such as backing up email, contacts, etc regularly.

· Coffee Capulus reserves the right to disconnect devices or services without prior notification.

· Lost, stolen or damaged devices must be reported to Coffee Capulus immediately , or at a minimum within 24 hours. 

· The employee is liable for all costs associated with their own device.

· Coffee Capulus reserves the right to take suitable disciplinary action as a result of any noncompliance with this policy.
12


	
                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]You have used a diversity of sources and key concepts discussed. You have utilise the appropriate referencing style. (Grade mark: 70.00%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]10.5

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]You have demonstrated knowledge of the underlying principles. (Grade mark: 70.00%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]10.5

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA][bookmark: _GoBack]You have described and inter-relate the technologies discussed to the given case study.  You have in your report relevant DFD. A written policy done and you have include a final conclusion.  It would be good if you have state future work or improvement. (Grade mark: 72.50%)
	[bookmark: totalANA]40
	[bookmark: markANA]29

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]You have designed a working diagram in packet tracer with relevant security measures.  Also in your written report you have discuss your implementation.  Well done! (Grade mark: 75.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]15

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Your work could do with some justified alignment.  Try not to use too much direct quote from articles as this will flag up plagiarism. (Grade mark: 65.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]6.5

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]72%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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