Home Network Documentation

For this mini assignment, I have created a simple wireless home network to showcase what a typical household may have. This will consist of the following.

One WRT300N Router (renamed ‘Wireless Home Router’) – This will be our home wireless router and will connect to two switches and the Internet (the latter as part of a cluster). The router will allow the bandwidth to be between 10Mbps to 100Mbps (via ethernet) and up to 300Mbps wirelessly, which will allow for faster network speeds in the home (based on the geography and internet server provider, ISP).
Two 2960-24TT (IOS15) Switches – This provides 24 ethernet ports and allows for 10/100 Mbps. There are also 2 gigabit ethernet ports that allow for 10/100/1000 Mbps uplink capabilities. Both switches also have Power over Ethernet (PoE) capability.
One Server-PT – This will be a host that software installed to provide information to my home network
One PC and one Laptop – Most households will have one PC and/or laptop available, with the PC connected via an ethernet cable and laptops connecting wirelessly.
One Smartphone – Most households will have at least one smartphone available, and this would be connected wirelessly to the router.
One Thermostat – Households may have a smart thermostat within their home, to which they can increase or decrease the temperature remotely. 

The following connections will be made for each device.

Copper Straight-Through – These are being used between the PC, two switches, the home router and server, as they are different devices. 
Wireless – The wireless signal will primarily come from the home router and will connect to the smartphone and laptop, with the thermostat being controlled by the smartphone.







This network will be looking primarily at the IPv4 addressing scheme for the network and the following address table has been used.

Address Table

	Device
	Interface
	IP Address
	IP Configuration Type
	Subnet Mask
	Default Gateway
	MAC/Physical Address

	Server
	NIC
	192.168.0.3/24
	Static
	255.255.255.0
	192.168.0.1
	0060.3E10.73E7

	Home PC
	NIC
	192.168.0.102/24
	DHCP
	255.255.255.0
	192.168.0.1
	0002.16AD.6A5D

	Wireless Home Router
	NIC
	192.168.0.1/24 (LAN)
???? (Internet)
	DHCP
	255.255.255.0
	N/A (the router is the default gateway)
	N/A

	Laptop
	NIC
	192.168.0.101
	DHCP
	255.255.255.0
	192.168.0.1
	0060.5C06.8577

	Smartphone
	NIC
	192.168.0.100
	DHCP
	255.255.255.0
	192.168.0.1
	0060.2F34.4687

	Home Thermostat
	NIC
	192.168.0.103
	DHCP
	255.255.255.0
	192.168.0.1
	0090.2B0E.92AC

	Switch 1 (S1)
	VLAN 1
	192.168.0.104
	Static
	255.255.255.0
	N/A
	00D0.D33D.1C32

	Switch 2 (S2)
	VLAN 1
	192.168.0.105
	Static
	255.255.255.0
	N/A
	



Server - Static was used for the server as this is a host server that will provide information to our other hosts (like the PC and laptop) on the network. Servers tend to require a fixed IP address to ensure that connections can be made. Using a work-based example, I can VPN onto my work laptop and remote connect onto work servers, but if I try to connect either via my home wireless connection (to which I cannot access anything on the NHS network) or connect via the public wireless within my office, I cannot remote connect onto servers. This is likely due to my home wireless being a DHCP connection and is not part of the NHS network (as well as security reasons), while the public wireless in my office, while able to access the NHS network, is likely a DHCP connection as well and is not allowed access to the servers.

Home PC – DHCP was used as these are usually configured to end devices with an automatically assigned IPv4 address, subnet mask and default gateway to ensure a successful connectivity when required.

Wireless Home Router – DHCP was used to ensure successful connectivity within our LAN and is also our default gateway to connect to the internet when required.

Home Laptop, Personal Smartphone, and Home Thermostat – DHCP was used as, much like with the home PC, DHCP is usually configured to end devices with an automatically assigned IPv4 address, subnet mask and default gateway to ensure a successful connectivity when required.

To ensure both the LAN network connectivity the security of our wireless home network, the following changes were made to our wireless home router (‘GUI’ > ‘Wireless’)

1. The SSID was changed to ‘SPH Home Router’ under ‘Basic Wireless Settings’. All other areas remained the same.
2. The Security Mode was changed to ‘WPA2 Personal’ and the ‘Passphrase’ changed to ‘SPH12345’ under ‘Wireless Security’
3. The Router Password was changed to ‘Password123’ under ‘Administration’

Because of the above security changes, the laptop and smartphone need to be configured to ensure they can connect successfully and securely. To perform this, we went to ‘Desktop’ > ‘PC Wireless’ and clicked the connect tab. The laptop picked up my wireless router, to which I clicked the router name and then clicked ‘Connect’. The security showed as ‘WPA-2-Personal’ and I entered the password/pre-shared key ‘SPH12345’ and the laptop was able to connect.

The IoT registration server was turned on and a new username and password was created on the server with the username and password set as ‘SPH123’ (this was created by accessing the server IP address via the laptop or smartphone and creating the new account). The Home Thermostat was successfully connected to the wireless router, with the remote actions (such as heating or cooling) being successfully performed on both the laptop and smartphone.

The required configurations were made and added, and the following ping tests were performed to prove the connections are successful.
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Issues Encountered

1. I have had difficulties connecting my wireless router to the other router(s) on the internet (ISP). I believe it is the part around the CLI aspect, but I need to review this as at present, I am struggling to wrap my head around this.

For Switch 1, I have performed the following via the CLI.

1. Set the host name to ‘S1’
2. Put the command ‘service password-encryption’
3. Changed the interface to ‘VLAN 1’ and amended the IP address to ‘192.168.0.104’, with the subnet mask as 255.255.255.0
4. Added the banner ‘WARNING. Restricted Access Only”
5. Added a password of ‘SPH123’
6. Did the ‘VTY line 0 4’, gave a password of ‘cisco’, performed ‘login’ and ‘logging synchronous’ and amended the transport input to ‘All’
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For Switch 2, I have performed the following via the CLI.

1. Set the host name to ‘S2’
2. Put the command ‘service password-encryption’
3. Changed the interface to ‘VLAN 1’ and amended the IP address to ‘192.168.0.105’, with the subnet mask as 255.255.255.0
4. Added the banner ‘WARNING. Restricted Access Only’
5. Added a password of ‘SPH987’
6. Did the ‘VTY line 0 4’, gave a password of ‘cisco12345’, performed ‘login’ and ‘logging synchronous’ and amended the transport input to ‘All’
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My thinking behind this is that as it is a home network, it may need to send and receive packets both encrypted and not encrypted.







Following this, my completed topologies are as follows.

Logical 
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My attempt to create a logical topology as per a home was ok, but it did look too cluttered and is as follows (floor plan image is from Torbay council and is an illustration only).
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I was hoping for my physical topology to be similar as above. Unfortunately, while the wireless router and PC were fine, I could not move the thermostat, laptop, and smartphone into the general home area. The physical topology is as follows.
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C:\>ping 192.168.0.100
Pinging 192.168.0.100 with 32 bytes of data:

Reply from 192.168
Reply from 192.168
Reply from 192.168
Reply from 192.168

.100:
.100
.100:

0
0
0
.0.100:

Ping statistics for 192.168.0.100:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = léms, Maximun = 37ms, Average = 22ms

C:\>ping 192.168.0.103

Pinging 192.168.0.103 with 32 bytes of data:

Reply from 192.168.0.103 TII=128
Reply from 192.168.0.103: TII=128
Reply from 192.168.0.103 TII=128
Reply from 192.168.0.103: TII=128

Ping statistics for 192.168.0.103
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-second:
Minimm = 17ms, Maximum = 27ms, Average = l9ms
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Packet Tracer BC Command Line 1.0
C:\>ping 192.168.0.3

Pinging 192.168.0.3 with 32 bytes of data:

Reply from 192.168.
Reply from 192.168.
Reply from 192.168.
Reply from 192.168.

Ping statistics for 192.168.0.3
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds

Minimum = 18ms, Maximun = 23ms, Average

20ms
C:\>ping 192.168.0.102

Pinging 192.168.0.102 with 32 bytes of data:

Reply from 192.168.0.102: TII=128
Reply from 192.168.0.102 TII=128
Reply from 192.168.0.102: TII=128
Reply from 192.168.0.102: TII=128

Ping statistics for 192.168.0.102:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:

Minimum = 18ms, Maximun = 2lms, Average = loms

C:\>ping 192.168.0.1
Pinging 192.168.0.1 with 32 bytes of data:
Reply from 192.168.
Reply from 192.168.

Reply from 192.168.
Reply from 192.168.

a1

Ping statistics for 192.168.0.1
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds

Minimm = Sms, Maximum = léms, Average = 12ms
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C:\>ping 192.168.0.100
Pinging 192.168.0.100 with 32 bytes of data:

.100: Sms TTL=255
.100: bytes=32 time=2oms TTL=255
.100: 2 time=26ms TTL=255
.100:

Reply from 192.168
Reply from 192.168
Reply from 192.168
Reply from 192.168

0
0
0
0

Ping statistics for 192.168.0.100:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 24ms, Maximun = 6Sms, Average = 3éms

C:\>ping 192.168.0.103
Pinging 192.168.0.103 with 32 bytes of data:

Reply from 192.168
Reply from 192.168
Reply from 192.168
Reply from 192.168

.103: TII=128
.103 TII=128
.103: bytes=32 time=33ms TTL=128
.103: bytes=32 time=2lms TTL=128

0
0
0
0

Ping statistics for 192.168.0.103:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimm = 21ms, Maximum = Slms, Average = 34ms
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Packet Tracer BC Command Line 1.0
>ping 192.168.0.3

Pinging 192.168.0.3 with 32 bytes of data:

Reply from 192.168.0.3: bytes=32 time=loms TTL=128
Reply from 192.168.0.3: bytes=32 time=loms TTL=128
Reply from 192.168.0.3
Reply from 192.168.0.3:

Ping statistics for 192.168.0.
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds

Minimm = 19ms, Maximum = 24ms, Average = 20ms

C:\>ping 192.168.0.102

Pinging 192.168.0.102 with 32 bytes of data:

Reply from 192.168
Reply from 192.168
Reply from 192.168
Reply from 192.168

.102: bytes=32 time=22ms TTL=128
.102: bytes=32 time=l0ms TTL=128
.102: bytes=32 time=17ms TTL=128
.102: byte:

0
0
0
0

Ping statistics for 192.168.0.102
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:

Minimum = 10ms, Maximun = 22ms, Average = 1Sms

>ping 192.168.0.1

Pinging 192.168.0.1 with 32 bytes of dat

Reply from 192.168.0.1: bytes=32 time=33ms TTL=255
Reply from 192.168.0.1: bytes=32 time=oms TTL=255
Reply from 192.168.0.1: bytes=32 time=llms TTL=255
Reply from 192.168.0.1: bytes=32 time=lsms TTL=255

Ping statistics for 192.168.0.1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:

Minimm = Sms, Maximum = 33ms, Average = 17ms
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C:\>ping 192.168.0.101

Pinging 192.168.0.101 with 32 bytes of data:

Reply from 192.168.0.101: bytes=32 time=30ms TTL=128

Reply from 192.168.0.101: TII=128

Reply from 192.168.0.101 TII=128
0

Reply from 192.168.0.101: TII=128
Ping statistics for 192.168.0.101:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-second:

Minimm = 20ms, Maximum = 3lms, Average = 2éms

C:\>ping 192.168.0.103
Pinging 192.168.0.103 with 32 bytes of data:

.103:
.103:
.103:
.103:

Reply from 192.168
Reply from 192.168
Reply from 192.168
Reply from 192.168

0
0
0
0

Ping statistics for 192.168.0.103:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimm = 4ms, Maximum = 7ms, Average = Sms
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WARNING. Restricted Access Only
User Access Verification
Password:

Si>enable
Sliconti ©
Enter configuration commands, one per line. End with CNTL/Z.
S1(config) #line vey 2
<0-15> First Line number
S1(contig) #line vey 0 4
S1(config-line) #password cisco
S1(config-line) #login
S1(config-line)#logging synchronous|
S1(config-line) ftransport input 2

all ALl protocols
nome  No protocols
ssh TCP/IP SSH protocol

telnet TCB/IP Telmet protocol
S1(config-line)ftransport input transport imput all

% Invalid input detected at '°' marker.

S1(config-line) ftransport input all
S1(config-line)#
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Switch2>enable
switch2fconfi ©

Enter configuration commands, one per line. End with CNTL/Z.
Switch2 (config) #hostname 52

52 (config) $service password-encryption

52 (config) #do show vlan brief

VLAN Name Status  Ports

1 defaulc active  Fa0/1, Fa0/2, Fa0/3, Fa0/4
Fa0/s, Fa0/6, Fa0/7, Fa0/s
Fa0/s, Fa0/10, Fa0/11, Fa0/12
Fa0/13, Fa0/14, Fa0/1S, Fa0/16
Fa0/17, Fa0/18, Fa0/1%, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24
6ig0/1, Gigd/2

1002 fddi-default active
1003 token-ring-default active
1004 fddinet-default active
1005 trnet-defaultc active

52 (config) $interface vian 1
52 (config-if) #ip address 192.168.0.105 255.255.255.0

52 (config-if) fexit

52 (config) #banner motd "WARNING. Restricted Access Only"
52 (config) $password SPHSST

* Invalid input detected at '°' marker.

52 (config) $line con 0
52 (config-line) #password SPHSET

52 (config-line) $login

52 (config-line) $logging synchronous
52 (config-line) fexit

52 (config) $line vey 0 4

52 (config-line) #password ciscol234s
52 (config-line) $login

52 (config-line) $logging synchronous
52 (config-line) ftransport input 2

all A1l protocols
nome  No protocols
ssh TCP/IP SSH protocol

telnet ICP/IP Telnet protocal
52 (config-line)#transport input all
52 (config-line) #exit

52 (config)#]
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Packet Tracer SERVER Command Line 1.0
C:\>ping 192.168.0.102

Pinging 192.168.0.102 with 32 bytes of data:

Reply from 192.168.0.102: TII=128
Reply from 192.168.0.102 TII=128
Reply from 192.168.0.102: TII=128
Reply from 192.168.0.102: TII=128

Ping statistics for 192.168.0.102:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms

C:\>ping 192.168.0.1

Pinging 192.168.0.1 with 32 bytes of data:

Reply from 192.168.0.1: bytes=32 time<lms TTL=255
Reply from 192.168.0. TTL=255
Reply from 192.168.0. TTL=255
Reply from 192.168.0.1: TTL=255

Ping statistics for 192.168.0.1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms

C:\>ping 182.168.101
Ping request could not find host 192.168.101. Please check the name and try again.
C:\>ping 192.168.0.101

Pinging 192.168.0.101 with 32 bytes of data:

Reply from 192.168.0.101: TII=128
Reply from 192.168.0.101 TII=128
Reply from 192.168.0.101: TII=128
Reply from 192.168.0.101: TII=128

Ping statistics for 192.168.0.101:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:

Minimum = léms, Maximun = 43ms, Average = 2eéms
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C:\>ping 192.168.0.100
Pinging 192.168.0.100 with 32 bytes of data:

Reply from 192.168.
Reply from 192.168.
Reply from 192.168.
Reply from 192.168.

bytes=32 time=18ms TTL=255

Ping statistics for 192.168.0.100:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds
Minimm = 10ms, Maximum = léms, Average = lSms

C:\>ping 192.168.0.103
Pinging 192.168.0.103 with 32 bytes of data:
Reply from 192.168.
Reply from 192.168.

Reply from 192.168.
Reply from 192.168.

1ns TTL=128

Ping statistics for 192.168.0.103:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = llms, Maximun = 4éms, Average = 23ms
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Packet Tracer BC Command Line 1.0
C:\>ping 192.168.0.3

Pinging 192.168.0.3 with 32 bytes of data:

Reply from 192.168.
Reply from 192.168.
Reply from 192.168.
Reply from 192.168.

bytes=32 time<lms TTL=128
bytes=32 time<lms TTL=128
bytes=32 time<lms TTL=128
bytes=32 time<lms TTL=128

Ping statistics for 192.168.0.3
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms

C:\>192.168.0.1
Invalid Command.

C:\>ping 192.168.0.1
Pinging 192.168.0.1 with 32 bytes of data:
Reply from 192.168.
Reply from 192.168.

Reply from 192.168.
Reply from 192.168.

bytes=32 time<lms TTL=255
bytes=32 time<lms TTL=255
bytes=32 time<lms TTL=255
bytes=32 time<lms TTL=255

Ping statistics for 192.168.0.1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms

C:\>ping 192.168.0.101
Pinging 192.168.0.101 with 32 bytes of data:
Reply from 192.168
Reply from 192.168

Reply from 192.168
Reply from 192.168

.101: bytes=32 time=déms TTL=128
.101: 2 time=l4ms TTL=128
.101
.101: bytes=32 time=Sms TTL=128

0
0
0
0

Ping statistics for 192.168.0.101:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds

Minimm = Sms, Maximum = 44ms, Average = 19ms




