Part 1: Risk Assessment
The risk assessment has been compiled based on a trials environment in which an AK-47 assault rifle is being tested using live rounds. The specific scenario that is being assessed is based on a range conducting firing activities manually using range personnel to hold the weapon and fire at an armour target to assess penetration characteristics.
The risk assessment matrix used to determine risk levels is shown below:
	Risk Matrix

	Severity
	Multiple fatalities >5
	5
	5
	10
	15
	20
	25

	
	Fatalities <5
	4
	4
	8
	12
	16
	20

	
	Severe life-threatening injuries requiring immediate hospitalisation
	3
	3
	6
	9
	12
	15

	
	Serious non-life-threatening injuries requiring medical treatment  
	2
	2
	4
	6
	8
	10

	
	Minor injuries requiring first aid treatment
	1
	1
	2
	3
	4
	5

	Frequency
	1
	2
	3
	4
	5

	
	Remote
	Unlikely 
	Occasional 
	Likely 
	Frequent

	
	
	
	
	
	

	Assessment to evaluate the suitability control measures

	Key
	Risk = Severity x Probability

	
	12 – 25 Intolerable
	The risk is too high, the activity should cease until control measures are improved.

	
	4 – 10 Tolerable if ALARP
	The level of protection from the activity is only acceptable when the risks are ALARP.

	
	Broadly Acceptable
	The level of protection for the activity is considerable acceptable.

	

	Probability Rating

	Frequency
	Frequency Rating
	Occurrence During Operation Lifetime
	Frequency Per Annum

	Frequent
	5
	Like to occur a number of times a year
	F > 10

	Likely
	4
	Likely to occur a few times in the range lifetime
	10 > F > 10-1

	Occasional
	3
	Could occur in range lifetime
	10-1 > F > 10-3

	Unlikely
	2
	Unlikely to occur
	10-3 > F > 10-5

	Remote
	1
	Highly unlikely but may exceptionally occur
	10-5 > F > 10-7











	Identified Hazard
	Persons at Risk
	Causes
	Cause Description
	Severity
	Probability
	Existing Risk Level
	Controls
	Severity
	Probability
	Final Risk Level

	Physical

	Heat – Contact – Burn
	Trials conducting office (TCO)

Firing officer
	Burn to hands due to hot barrel
	Gun barrel is hot after a sustained period of firing. The operator burns hand(s) on contact with barrel.
	2
	1
	2
	Gloves

Gun handling procedures

Stand down time post firing
	1
	1
	1

	Heat – Environment – Fatigue/exhaustion/stroke
	TCO

Firing officer 

Range personnel

Visitors
	Extreme environmental temperatures
	Extreme temperatures could cause personnel to experience  fatigue/exhaustion/stroke whilst conducting trials. 
	2
	2
	4
	Standard Operating Procedures (SOPs) mandating regular breaks to be taken in hot conditions.

Trials not to take place above 35°C.
	2
	1
	2

	Drop
	TCO

Firing officer 

Range personnel
	Drop onto hard surface causing damage to weapon
	Dropping of the weapon onto a hard surface causing damage to weapon. Damage to internal firing mechanism not obvious to human eye could cause misfire and/or in-bore event resulting in severe injuries.
	3
	3
	9
	Dropped weapon is to be removed from  trials and thoroughly inspected by armourer. Can only be used if passed inspection by armourer. 

Firings shall be conducted remotely using cable attached to trigger. Therefore, if in-bore event occurred, no personnel nearby to get injured. 
	1
	1
	1

	Projectile
	TCO

Firing officer

Other range personnel

Visitors
	Accidental drop of weapon onto hard surface 
	Upon contact with hard surface the weapon discharges resulting in stray bullet striking personnel. This results in serious life-threatening injuries or fatality. 
	4
	2
	8
	Firings shall be conducted remotely using cable attached to trigger. TCO or firing office are the only personnel responsible for set up of weapon.

Weapon shall be positioned as appropriate and secured to firing rig when it is unloaded. Loading of the weapon shall only be carried out when TCO or firing officer has confirmation that all other personnel are under cover. Once loaded, TCO/firing officer to retire to cover.

TCO/firing officer to wear body armour when loading ammunition.

TCO/firing officer to undergo prior training on handling weapons.

Restrict access to trials arena using interlocks between a single access door into the arena and door into firing hut/bunker where loading activities take place. This ensures no one can enter trials area down range of weapon when it’s being loaded.
	3
	1
	3

	Noise 
	TCO

Firing officer 

Range personnel
	Excessive noise when operating weapon system
	Excessive noise from weapon when conducting firing exercises causing long term hearing damage.
	2
	4
	8
	Double hearing protection i.e. in-ear buds and ear defenders.

Use of muzzle suppressor.

Personnel shelter shall be positioned a suitable distance away from trials arena. 
	1
	1
	1

	Vibration
	TCO

Firing officer 
	Excessive vibration from firing weapon
	Excessive vibration from firing weapon system causing minor injuries.
	1
	4
	4
	
Firing of weapon system shall be conducted remotely using cable attached to trigger. No personnel will be in the vicinity of the weapon as it is discharged.

	1
	1
	1

	Human Factors

	Human error
	TCO

Firing officer
	Error when loading weapon
	Trials personnel positions themselves in direct line of fire when loading live ammunition into weapon causing severe injuries or fatality.
	4
	2
	8
	Restrict access to trials arena using interlocks between a single access door into the arena and door into firing hut/bunker where loading activities take place.

Rigorous training to SOPs.

Loading activity only carried out by SQEP e.g. TCO or firing officer.

Inert weapon loading training prior to carrying out live firing exercise to get used to correct techniques.

Body armour worn when loading weapon.
	1
	2
	2



Part 2: ALARP Justification
The defence industry is key to providing stability and worldwide security and subsequently the activities carried out to support and grow this industry are ever increasing. These activities are vital to ensure the safe and effective introduction of new technologies and products into service. However, there is always an element of risk associated and accepted. The Health and Safety Executive (HSE) define risk as a combination of the likelihood of an undesirable event occurring and the consequence of that event on people [1]. Given the risk when handling and conducting activities using weapons that are, by design, intending to cause harm, it is critical that controls are implemented to reduce the possibility of an undesirable event occurring. Nonetheless, when implementing these controls a fine balance must be struck between reducing the risk, but also maintaining a level of practicality that ensures the activities can be conducted. This balance is termed as low as reasonably practicable or ALARP.
This ALARP justification will focus on the ‘projectile’ hazard identified during the risk assessment carried out in Part 1. For context, the risk assessment has been compiled based on a live firing trial in which test range personnel are manually firing an AK-47 assault rifle at armour targets to determine penetration characteristics. 
This projectile scenario describes how there is a risk that the weapon will discharge and fire a projectile out towards range personnel upon impact with a hard surface, likely causing severe life-threatening injuries or fatality. This scenario can therefore be scored accordingly prior to the introduction of any controls or mitigations: 
· Severity: 4 – Fatalities <5
· Probability: 2 – Unlikely to occur
· Existing risk (RPN): 8 – Tolerable if ALARP 
Based on the scenario that the firing activity is carried out manually by range personnel, there are a number of controls and mitigations that can be implemented. Therefore the existing risk is determined not to be ALARP, and these further measures should be introduced. 
The controls suggested in the risk assessment in Part 1 can be categorised as described by the  Hierarchy of Controls, in which there is a scale of effectiveness and preference from most to least effective, depending on the control measures introduced. Table 1 summarises the Hierarchy of Controls.
Table 1 - Hierarchy of Controls [2] [3]
	Control
	Definition

	Elimination
	Remove the hazard/risk

	Substitution
	Replace the hazard/risk

	Isolate
	Remove people from the risk

	Engineering controls
	Design implementations to reduce risk

	Administrative  controls 
	Safe systems of work

	Personal protective equipment (PPE)
	Protect people with equipment


Ideally, the more effective controls at the top of the hierarchy would be used predominantly. However depending on the task at hand, this is not always possible or practicable and so a variety of controls are often used.
The most effective controls identified in Part 1 is to isolate the range personnel from the risk by conducting the trial remotely via a cable attached to the trigger that is operated from behind suitable cover. Naturally, this would require some form of stand or rig that would allow the weapon to be positioned and secured down, but the cost and effort to install this capability is deemed proportional to the reduction in risk to personnel. Additionally, this is standard industry practice in the UK when conducting small arms firings under trials conditions [4]. Furthermore, a standard operating procedure (SOP) should be introduced that dictates that live ammunition should only be introduced once the weapon has been appropriately positioned and secured to the rig in an unloaded state. Therefore, if the weapon was dropped on the approach to the firing rig or during setup, there would be no risk of an ejected projectile as a consequence of the drop. This operation should only be carried out by suitable qualified and experienced personnel (SQEP) such as the Trials Conducting Officer (TCO) or firing officer. Any other personnel that are part of the trial, especially visitors, shall be under hardened cover when this loading operation is carried out by the TCO or firing officer. The TCO or firing officer shall use radio communication to ensure that all personnel are under cover before approaching the test weapon with live ammunition and will also retire to cover once the activity is complete. Also, body armour shall be worn by the TCO/firing officer when loading activities are carried out. 
When the loading operation is carried out, a further control that was discounted is an interlock system attached to the weapon to prevent loading of rounds until a barrier is deployed. This was discounted due to the practicality of introducing the interlocks onto the weapon as it is a handheld, portable rifle, whereas interlocks would be more suitably introduced into a fixed dedicated weapon platform. As the trial site is likely to be conducting small arms firing trials on a variety of weapons, it would be costly and impracticable to have a dedicated fixed weapon platform for each type of weapon tested. Furthermore, this arrangement would contradict agile testing requirements as the introduction of further fixed platforms would be time consuming to construct. To strike a balance between restricting access down range, but also allowing multiple weapons to be tested, the dedicated test area shall be constructed with fixed barriers and only 1 door allowing access down range which will have interlocks paired with a door into the firing hut/bunker. As a result, the TCO/firing officer would only be able to access the firing hut/bunker to load the ammunition, once the door to access the trials arena is locked and secure.
A simple control to eliminate the projectile hazard altogether would be by using blank/training rounds. However, this would be impracticable in achieving the trials requirements of assessing the penetration characteristics in an armour target, therefore was discounted. 
The grossly disproportionate cost was calculated and used in a cost benefit analysis to determine how much would be reasonably expected to be spent on controls to eliminate the risk associated with projectile striking personnel causing a fatality and/or severe life-threatening injury. This cost was calculated using Equation 1 with values inputted as shown in Table 2.

Equation 1 – Grossly Disproportionate Cost [5].
Where:
P = Probability of accident under review 
VPF = Value of prevented fatality/injury
GDF = Gross disproportionate factor

Table 2 – Calculation values for Gross Disproportionate Cost [5]
	Injury Type
	Number of Injuries
	Probability
	VPF (£)
	GDF
	Cost (£)

	Fatality
	1
	0.001 (2)
	1,336,800
	10
	13,368

	Severe Injury
	1
	0.001 (2)
	207,200
	5
	1,036

	
	Total Cost
	14,404


As calculated in Table 2, it would be a reasonable expectation that the Range should spend up to £14,404 on control measures to reduce the risk of a fatality or severe injury from personnel being struck by the AK47 projectile; any greater than that could therefore be considered grossly disproportionate. This, however, is a very simple equation and a rough indication that only considers societal implications of this one injury scenario and doesn’t consider the ethical responsibility of an employer towards their personnel, nor the time, effort or cost associated on workplace productivity when losing personnel through injury or fatality. The main cost to consider when implementing the controls mentioned is the construction of a secure trials arena and limiting access through an interlock system. Without knowing the exact cost to do this, upon consideration it is deemed proportionate to the risk that is being reduced.
In conclusion, a risk assessment was carried out looking at a live firing trial consisting of range personnel manually firing an AK-47 at an armour target to assess penetration characterises. The specific scenario that this ALARP justification refers to is based upon a severe injury or fatality to range personnel after being struck with a projectile due to the weapon discharging on impact with a hard surface. Prior to the addition of control measures, the risk level was determined to be 8, which is tolerable if ALARP. This was not deemed ALARP, so a number of control measures were introduced including: remote operation, setup of weapon when not loaded, introducing communication measures to ensure all non-essential personnel were under cover, requirement for body armour for TCO/firing officer, additional training and restricted access via an interlock system. Re-calculation of the risk level post control measures determined a value of 3 and thus broadly acceptable. The gross disproportionate cost was calculated at £14,404. This a rough indication of which the trial range would be expected to spend up to on control measures to reduce the risk associated and surpassing would arguably be disproportionate, but with acknowledgment that this calculation is oversimplified. The likely cost of implementing the control measures identified is therefore determined to be proportional to level of risk reduced and can be considered ALARP.
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