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2. [bookmark: _Toc227878722]Introduction
The report details the design and implementation of a multithreaded chat server developed utilizing C++ and its Winsock2 API. The goal was to develop a system that allows multiple users to communicate simultaneously across different chat rooms while providing administrators with tools to manage the server. By utilizing C++ as the development language, it permitted easy control over system resources, such as threading, which is necessary for well-designed performance network applications. The server utilizes Transmission Control Protocol (TCP) to maximize message integrity. This foundation permits the application to handle complex and multi-user interactions while maintaining overall system stability.
3. [bookmark: _Toc227878723]Architecture
3.1. [bookmark: _Toc227878724]Execution Model
The server architecture utilizes a model where every new connection is assigned its own thread. This ensures the server can handle multiple users simultaneously without the blocking nature of network communication slowing the experience down for others. Utilizing threads for individual connections is a standard way to maintain system responsiveness in socket programming [1] and provides a way to ensure one user’s session is less likely to impact the rest of the server.
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[bookmark: _Toc227878690]Figure 1 | An image showing the multithreading capability of the server, using std::thread and handleClient() as the primary function.


3.2. [bookmark: _Toc227878725]Object Orientated Programming (OOP)
Managing the information for users is done by utilizing an OOP approach by creating a ClientProfile class. This class bundles all data belonging to a single user into one object, like names, socket IDs and room locations. This follows the best practise of encapsulation which keeps related data organised [2]. This prevents bugs that occur when trying to sync multiple independent data sources. It also allows for easy tracking of user states like whether a user had administrative privileges or what specific chat room they are current in. 
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[bookmark: _Toc227878691]Figure 2 | An image showing the ClientProfile class as an example of encapsulation.
3.3. [bookmark: _Toc227878726]Single Responsibility Principle (SRP)
A modular command dispatcher was implemented to reduce a large, complex and hard to read block of code. Instead of handling every possible user input, the logic was split into specific functions like handleJoin, handleMsg and handleKick. This follows the SRP, a design concept where every part of the code has one specific job. This makes the server much easier to maintain and test while also allowing for new features or commands to be added in the future without rewriting the core networking logic [3].
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[bookmark: _Toc227878692]Figure 3 | An image showcasing the command handler as an example of the single responsibility principle.


4. [bookmark: _Toc227878727]Concurrency and Technical Challenges
4.1. [bookmark: _Toc227878728]Resource Acquisition Is Initialization (RAII) pattern
The activeClients map is a critical shared access that is accessed by every client thread for broadcasting messages and by the maintenance thread for cleanup. Without synchronization, multiple threads trying to modify this map at the same time would cause a race condition that could lead to a system crash. To prevent this, an std::mutex was implemented to synchronize access alongside an std::lock_guard to follow industry best practise. This is known as the RAII pattern, where the lock guard automatically locks the mutex when the object is created and automatically releases it when it goes out of scope [4]. This eliminates the risk of deadlocks which can occur if a thread forgets to manually unlock a mutex after an error.
[image: ]
[bookmark: _Toc227878693]Figure 4 | An image showcasing the broadcast sign utilizing lock_guard and mutex for locking resource acquisition and automatic cleanup.
4.2. [bookmark: _Toc227878729]Ungraceful Exitting
There is also the risk of connections being left open when a client disconnects due to a crash or power failure, as this type of disconnect does not send a termination signal to the server. This is known as a half open connection. These sockets appear live to the operating system but are practically dead [5]. A dedicated maintenance thread was developed to mitigate this challenge, which periodically sends a zero-byte packet to all active sockets. If the operation fails with a WSAECONNRESET error, then the server identifies the connection as broken and removes it. This prevents resource leaks and ensures the server only tracks truly active users. This is a form of the keep-alive mechanisms sometimes seen in TCP implementations [6] but is implemented at the application layer instead. 
[image: ]
[bookmark: _Toc227878694]Figure 5 | An image showcasing the maintenance function, which probes sockets to see if they are still live.
4.3. [bookmark: _Toc227878730]Race Condition
A race condition was identified when developing the administrative “kick” command. When an administrator removes a user, the user’s socket is closed and causes the cleanup process to begin. If the administrator’s thread attempts to broadcast the kick message using the user’s data while that data is being deleted this can cause an application error. This was resolved by storing the relevant user data in local variables before closing the socket. This ensures server stability by not relying on memory marked for deletion.
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[bookmark: _Toc227878695]Figure 6 | An image showcasing the handleKick() function and where the local kickedRoom variable is declared to avoid a race condition.


5. [bookmark: _Toc227878731]Security
5.1. [bookmark: _Toc227878732]Principle of Least Privilege
A role-based security system was implemented to moderate the chat application. All users default to basic permissions, which adheres to the principle of least privilege, where a user should only have minimum levels of access required for their application needs [7]. Administrative power is granted if a user successfully enters a password (Password123) through the /admin command, at which point they become an administrator. Hashing the password was considered but was discarded to limit the reliance on external libraries or external sources.
5.2. [bookmark: _Toc227878733]Defensive Programming
A three-strike lockout policy alongside rate limiting is integrated in the code to prevent unauthorized individuals from gaining administrative access via a brute force attack. The server tracks failed attempts within the ClientProfile class and if three incorrect passwords are provided the socket connection is terminated. If the solution were to be deployed outside of a local environment, additional mechanisms such as IP blocklisting would be implemented to further enhance the security against account switchers [8]. This is a showcase of defensive programming, where the design aims to mitigate unauthorized access attempts. 
The administrative function also uses a Boolean return signal to ensure the thread is destroyed immediately. If a user is kicked for failing the password check, the false returned from the function causes the main loop to break instantly. This prevents the server from processing any further data from the user and ensures resources are freed from the closed thread.
5.3. [bookmark: _Toc227878734]handleAdmin()
[image: ]
[bookmark: _Toc227878696]Figure 7 | An image showcasing the handleAdmin() command, including brute force prevention and the password required for elevated privileges.


6. [bookmark: _Toc227878735]Evaluation
6.1. [bookmark: _Toc227878736]Objective Achievement
The application successfully meets the primary objective of facilitating multi-user communication in a stable and thread-safe environment. Utilizing a thread-per-client model ensures high responsiveness at the risk of increased memory usage, which is considered a manageable risk for an application at this low scale. 
6.2. [bookmark: _Toc227878737]Reliability
The maintenance thread solves the issue of half-open connections by utilizing a form of keep-alive mechanism that maintains a clean dataset of active users and prevents resource exhaustion over long periods of application running.
6.3. [bookmark: _Toc227878738]Security
The security implementation utilizes the principle of least privilege as a foundation of strength. While plaintext passwords were utilized to keep the system from becoming over reliant on dependencies, it represents a potential shortfall in security. Implementing a custom-coded hashing algorithm such as SHA-256 is a one-way irreversible form of data transformation that makes it harder for any bad actor to see the administrative password once they have access to it [9]. Additionally, the password should be moved out of the codebase into a secure database.
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// Wait for connections
while (true) {
int clientSocket = accept(this->sock, nullptr, nullptr);

if (clientSocket != INVALID_SOCKET) {

clientsMutex.lock();

ClientProfilex newProfile = new ClientProfile(clientSocket);
activeClients[clientSocket] = newProfile;
clientsMutex.unlock();

std:

cout << "\n[!] New client connected (Socket ID: " << clientSocket <<

| : :thread(&Server: :handleClient, this, clientSocket).detach();
}
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class ClientProfile
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public:

| ClientProfile(SOCKET s);
~ClientProfile();

SOCKET socke
std::string nickname;

std::string currentRoom;

std: :chrono: :steady_clock: :time_point lastMessageTime;
int lastSenderSocket;

bool isAuthenticated;

bool isAdmin;

int adminAttempts

void setNickname(std::string name);

e




image5.png
else {

// Command handler, commands start with '/'

if (!

e

g.empty() && msg[0] == '/') {

size_t spacePos = msg.find(' ');
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" /reply")
"/join")
"/rooms")
"/admin"){
"/kick")
"/cmds")

:string cmd = msg.substr(e, spacePos);
tring args = (spacePos != std::string::npos) ? msg.substr(spacePos + 1) :

handleList(profile);
handleQuit(profile); break; }
handleMsg(profile, args);
handleReply(profile, args);
handleJoin(profile, args);
handleRooms (profile);

if (!handleAdmin(profile, args)) { break; } } // Complete
handleKick(profile, args);
handleCmds(profile);

sendMsg(profile->socket, "[!] Unknown command.
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// Sends messages to all clients except the sender
void Server::broadcast(std::string message, int senderSocket, std::string roomName) {
std: :lock_guard<std: :mutex> lock(clientsMutex);

for (auto const& client : activeClients) {
if (client.first != senderSocket & client.second->currentRoom == roomName && client.second->isAuthenticated) {
send(client.first, message.c_str(), (int)message.length(), ©

ol '
i}
}
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void Server::maintenance() {
while (true) {
| std::this_thread: :sleep_for(std: :chrono: :seconds(38));

std: :vector<int> deadSockets;
{

| std::lock_guard<std: :mutex> lock(clientsMutex);
| for (auto const& pair : activeClients) {

{ | dint result = send(pair.first, "", ©, 0);

| | if (result == SOCKET_ERROR) {

H ! deadSockets . push_back(pair. first);
I3

3

// Clean up

/
£ (1deadSockets.empty()) {
std: :Lock_guard<std: :nutex> Lock(clientsMutex);
for (int fd : deadSockets) {
if (activeClients.count(fd)) {
std Maintenance: Cleaning up " << activeClients[fd]->nickname << std::endl;
closesocket(fd);
delete activeClients[fd];
activeClients.erase(fd);
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ClientProfile targetProfile = findProfileByName(targetName

1{ (targetProfile) {
std::string kickedRoom = targetProfile->currentRoom; // in case of race condition with closed socket

£ (targetProfile == profile) {
sendMsg(profile->socket, "[1] Use the /quit command.");
return;

f (targetProfile->isAdmin) {
sendMsg(profile->socket, "[1] You cannot kick another admin.
return;

 (targetProfile->currentRoon
sendtsg(profile->socket, "[
return;

profile->currentRoon & !forceKick) {
You can only kick users in your current room.

# (forceKick) {
sendMsg(profile->socket, "[1] Force-kicked " + targetName + " from " + kickedRoom);

i
3
i
3
i
3
i
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// Admin command

bool Server::handleAdmin(ClientProfilex profile, const std::string& argument) {
| if (argument.empty()) {

sendMsg(profile->socket, "[!] Usage: /admin adminPassword");

return true;

f (profile->isAdmin) {
sendMsg(profile->socket, "[1] You are already an Admin
return true;

/ Password required to become admin
f (argument == "Password123") {
profile->isAdmin = true;
profile->adminAttempts = 0;
sendMsg(profile->socket, "[!] You are now an Admin.")
return true;

L T o

else {

// Brute force prevention

sendMsg(profile->socket, "[!] Incorrect admin password
profile->adminAttempts++;

if (profile->adminAttempts >= 3) {
sendMsg(profile->socket, "[!] Too many failed attempts. You have been kicked.
closesocket (profile->socket);

return false;
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return true;
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