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With reference to our previous activities, continue to make few amendments to build up this network.
Prerequisites:
1. Windows Server – as Domain Controller
2. Windows Client – Connected to the Server Domain
3. Successful Network Connectivity
You need to download: 
4. Gateway (GAIA – 80.20*) – A-GW
5. Management Server – A-SMS
6. Smart Console
7. Kali Linux – to pose as an Attacker


You need to make necessary amendments to your network environment:
Phase 1: Discuss with your Team and propose the required changes?
a. Where do you need to focus on changes?
b. What do you need to change?
Answer: In your Virtual Network Environment, you need to create required NAT Networks to accommodate Server Network, Workstations, Management Network and the Attacker.
NAT Networks
192.168.1.0/24
192.168.10.0/24
172.16.1.0/24
10.0.0.0/30
Phase 2: Plan and deploy the proposed changes
· All the Vendor Specific ISO’s are available in a Shared Folder (Do Not Delete any files – Just Copy) 
· Download Kali Linux from the Official Website
· Install and form a Successful Network
· You need to install Gaia (A-GW), Mgt (A-SMS) and Smart Console
· Note: A-GW needs Web Interface to work with.
Phase 3: Continue with Chapters 1 – 3 in your Checkpoint Materials:
· Setup the Deployment Options. Use the web interface of the Gateway and 
· Configure the basic information – IP Address, DNS, NTP – as per the requirements. 
· Set Security Gateway 
· Set Security Management
· Hint: Refer to the instructions in Checkpoint Materials to configure/ deploy SG – SM, and add the license – (Use the license shared by @Munya for the Complete Lab Setup for this if you need)
· Outcome: After successful installation, deployment and configuration, your Checkpoint Management Server and the Checkpoint Gateway should be connected successfully.
· Note: This activity is to help you understand how Checkpoint Firewall works in a Network – Considering the resources required and its limitations to work with a full topology (available in your Lab), this is an alternate approach. 
· You shall use this setup to complete all your required labs for this module in your laptops/ home computers as well!!! – However, not mandatory – Either you use the Lab Complete Topology or you use this Topology.  
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