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[bookmark: _Toc109948990]Abstract
The purpose of this report is to help Skywalker with his Star Wars NGO after it was previously attacked causing the enemy to gain access to important files. This research navigates possible security mitigations that can help secure the network from these attacks in the future. Included are details about what types of attacks could occur and what to watch out for. 
[bookmark: _Toc109948991]Introduction
Skywalker’s Star Wars NGO was recently the target in an attack for data. Files with sensitive information were leaked to the enemy and this was due to poor network infrastructure. This report is going to look at network threats, vulnerabilities, and attacks specific to the NGO so that these attacks can be prevented in the future. There is information about why these vulnerabilities could have allowed an attacker onto the network and what strategies/security devices could be implemented to heighten security. Included are screenshots of cisco packet tracer that display the state of the network when the attacker infiltrated.  
[bookmark: _Toc109948992]Task 1
[bookmark: _Toc109948993]Threats, vulnerabilities, and attacks 
[bookmark: _Toc109948994]Threats:
[1] A threat is when someone tries to view or steal data that is being stored on a network. There are many different types of threats that can be observed. [2] A common threat to a network is malware and this is software that a hacker uses to get into a network. Forms of malware include viruses (hidden within files and replicate until they gain access to other programs that they can make changes to or remove), trojans (disguise themselves as a real program usually in the form of an email attachment the user downloads), spyware (tracks movement from users like key patterns which allows access to sensitive data such as passwords), and ransomware (where the hacker demands payment for the users stolen data to be deleted or control of their device). There are some other threats such as phishing (emails imitating a legitimate source to get usernames/passwords etc.), brute force (trying common passwords and different combination until access is granted), denial of service (overloading the server with requests so that it slows down and can’t respond to the user’s real requests), and many more. Threats are significant to a network because they can cause a breach of important data where it gets into the hands of those it isn’t intended for. It is also significant because a hacker could delete files/programs on your network that were important. 
[bookmark: _Toc109948995]Vulnerabilities:
[3] There can be many vulnerabilities in a network that can allow an attacker to gain access. One vulnerability can be people connecting their mobile devices/personal hardware which may contain malware etc that can spread, or these devices could hold sensitive information and be taken off site where they then get stolen. Internet of Things devices such as thermometers or cameras are commonly used by hackers to access the network because people do not think of using security on them. Another vulnerability is about passwords such as easily guessable weak passwords or single-factor authentication where a hacker can gain access with just the password. Another vulnerability are the people who have access to the network who deliberately compromise the network. Network Vulnerabilities are dangerous because they allow unauthorised access, compromising the security of sensitive information and can even result in financial loss. 
[bookmark: _Toc109948996]Attacks:
[4] An attack on a network is when someone who isn’t allowed access manages to infiltrate the system. The purpose of an attack is to make changes to, delete, or steal someone’s data. An attack is made by someone who has malicious intent. Attacks happen in two formats – Active and passive. An active attack is where the hacker is making physical changes such as altering, deleting, or encrypting someone’s data. A passive attack is where no changes are being made, they are just observing and stealing the data, which can be done without the user knowing. There are different types of attacks such as DDOS (distributed denial of service) where malware is used to overload the server with traffic causing delays in speed. Another attack is the man-in-the-middle where hackers can infiltrate the data when travelling between an internal and external source and they do this by pretending to be proxy servers. Another is unauthorised access where someone gains access without permission such as by guessing the password which is why companies don’t allow users access to information they do not use, meaning the hacker can’t steal everything. 
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[bookmark: _Toc109948998]Vulnerabilities
One of the vulnerabilities found in Star Wars NGO is that default login credentials were still being used. [5] This is where devices originally all have the same log in username and password when they are new, and this is a vulnerability because hackers can find out what type of device is being used and input known combinations to gain access. A hacker will use this vulnerability to cause an [4] unauthorised access attack so it is important that any outstanding default credentials get changed as soon as possible, and that in future any new devices have their default credentials changed straight away to ensure this vulnerability is eliminated. 
Another vulnerability that was found is that a remote host is running a Telnet service that allows cleartext logins over an unencrypted connection. Star Wars using a remote host that is unencrypted means that it is left vulnerable to [6] man-in-the-middle attacks. Hackers could have used a man-in-the-middle attack to infiltrate the network because there is a connection between an internal and external source and if passwords are carried across this unencrypted network the hacker can easily gain access because the credentials are in clear text meaning the hacker doesn’t need to reverse any encryption keys. Skywalker would be able to heighten security on the network by using an encryption key on everything that is external to the network. Star Wars NGO is using telnet which isn’t the most secure method because of the clear text element so in future they should look at using SSH instead because it can offer protection against main-in-the-middle attacks by preventing eavesdropping, and [7] encrypting the data in a way that in hard for a hacker to decrypt. 
The server used by Star Wars NGO runs using SSL/TLS, but this is also a vulnerability in the network because this is commonly linked with information disclosure issues. [8] Information disclosure vulnerabilities are when data is unintentionally leaked to an attacker. The attacker is able to get information such as passwords, sensitive information, or knowledge on a network’s infrastructure. [9] TLS/SSL is being used by Star Wars NGO meaning hackers are able to decrypt data byte by byte by sending [10] clear text data into the channel and changing the data slightly each time until the attacker receives a response signifying that they have achieved the correct combination. This is achieved by carrying out a man in the middle attack. If the attacker is successful, then they are able to decrypt the TLS/SSL encryption making the Star Wars data vulnerable. [11] Star Wars should keep everything to the latest version, completely disable SSL and only use TLS 1.2 and above if they want to help eliminate this vulnerability. 
There is the possibility of SSLv2 and/or SSLv3 being used on the Star Wars NGO network. These protocols are very outdated, and this means that it is not the best way of protecting data. [12] The network should have at least TLS version 1.2 implemented for adequate protection from man in the middle attacks. [13] Another way of mitigating this would be to make sure SSLv2 and SSLv3 are completely disabled leaving the latest version of TLS in place. When searching online everyone on the Star Wars network should make sure they are only using https sites because this provides added protection from SSL vulnerabilities. Encryption packages are most effective when they are up to date and they are the only encryption protocol in use. 
On the Star Wars NGO network, a remote SSL/TLS server certificate and/or any certificates using RSA (encryption) key below 2048 is a vulnerability. [14] An SSL/TLS certificate is for securely storing important data such as log in details and other personal information. If the SSL/TLS server certificate is remote, then this creates a vulnerability in the network because a hacker could perform a man in the middle attack to gain access to this sensitive information. [15] A common attack on remote SSL certificates is called FREAK. This method is used on remote SSL/TSL with lesser RSA keys such as the one used in Star Wars NGO and it allows the attacker to discover session keys, gain access and steal information. This vulnerability can be lessened by ensuring any certificates are 2048 RSA or over making it harder to hackers to uncover sensitive information. [16] If Skywalker wanted improved encryption, then he could also use AES which is an example of a symmetric encryption algorithm which is much faster. 
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[bookmark: _Toc109949000]Mitigation strategies on the listed encryption file formats
[17] EvilLock is a type of JavaScript trojan malware which is used by an attacker to encrypt files. Star Wars NGO cannot recover these files, but loss of files and money can be prevented by always having back up copies of all files. EvilLock can be prevented by avoiding links in emails and recognising when emails are coming from an illegitimate source. EvilLock was last seen in 2020 and shouldn’t be seen as a threat to the NGO. [18] However, if the NGO wanted mitigation for EvilLock the most effective method is prevention by using an anti-malware software that scans incoming files for viruses, and an anti-virus software that informs an NGO user that they are about to access an unsecure website. If EvilLock were on the network, then a malware scanner would be the best mitigation to try and remove the encryption.
[19] If the ABC encryption file format enters the NGO, then most files will be encrypted which cannot be decrypted because it is unknown whether this format operates with symmetric or asymmetric cryptography. It can be identified by a random 8-digit code on the end of the file name. This is a current threat as it was only recently discovered. It would infect if someone on NGO’s network opens an ABC infected email attachment or advert etc. Whilst the encryption cannot be undone, the best mitigation is disconnecting the infected device from the internet, removing hard drives, and logging out of cloud accounts, which isolates the threat.  
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[bookmark: _Toc109949005]Draw Physical and Logical Topology 
The below screenshot demonstrates 20 devices on the Star Wars network for the 20 employees. One of the vulnerabilities in the network is that the router uses default credentials where the username is ‘admin’ and password is ‘admin’. This is common knowledge to an attacker trying to access this type of router so an attacker can infiltrate the network over an internet connection. 
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Description automatically generated]Below is a screenshot of the physical view of the Star Wars network where all of the PCs and Laptops are in an office environment connected to one router. With the router using default log in credentials, a hacker with physical access to a connected device will easily be able to access files stored on the NGO which could have led to the leakage of sensitive data to Skywalker’s enemy. They would also have access to the network traffic and could do more damage such as implement spyware or malware. 
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[bookmark: _Toc109949006]Implement the Topology
Below shows the router’s IP address and subnet mask. The network is set to allow 50 devices to connect which more than enough for that Star Wars need in their NGO. It can also be seen that the login credentials are still default which would allow any attacker with knowledge of the device access. They would do this by using DORA (discover, offer, request, accept). The below screenshots also show that the PCs and Laptops are connected to the router via a wireless connection. 
[image: Graphical user interface, application

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]

[image: A screenshot of a computer

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]

[bookmark: _Toc109949007]Task 5
[bookmark: _Toc109949008]Security devices to mitigate vulnerabilities
[20] The Star Wars NGO would benefit from a firewall device because it would help prevent unwanted traffic such as that from a hacker that wants to overload the network in order to sneak into the network or slow the user down. A whitelisting firewall would be best because it blocks any connections that haven’t been approved. A packet-filtering firewall would be useful because it works at layer 3 and 4 and it checks that the source IP and destination IP of packets are feasible before being allowed through. [20] An intrusion prevention system would also be a beneficial security device to the NGO because it would alert Skywalker if an attack has been detected. The fire wall and IPS work well together because the firewall blocks connections from outside, but the IPS checks for attacks that have passed the firewall and IPS can act upon this to work on eradicating the threat. Types of IPS include system memory and process protection, inline network devices, session snipping, and gateway interaction devices. [21] A proxy server is another good security device because it will block any inappropriate websites and threats when users are using web browsers. [21] Another mitigation security device would be having network access control which checks the credentials of devices trying to get into the network and it will deny access to hackers. [22] VPN would be a useful security device because it would encrypt everything sent and received by Star Wars which helps mitigate the issue of telnet being cleartext. [23] SIEM (Security Information and Event Management) is another good security device because it has threat detection and an incident response, but it also logs who is logging in at what time and what they are doing making it useful for Star Wars to analyse threats that they are facing and prepare for similar future attacks. 
[bookmark: _Toc109949009]Conclusion
It is clear that the network was not prepared before allowing other companies in to the building. This left the network vulnerable because unauthorised individuals could have used the Star Ward hardware such as open ports or the default log in credentials. Any unused ports need to be blocked and any remaining default credentials need to be changed. Telnet was being used which is unencrypted clear text so the NGO should have a VPN implemented or another encryption service. SSL/TLS is out of date and hackers are easily able to infiltrate so the NGO should get a firewall to mitigate this issue and make sure everything installed is the latest version. There are different types of ransomwares that Star Wars should be aware of because by clicking on tampered links the company could lose all of their files like what has just happened or there could be financial loss from the blackmail. 
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