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Adding the interfaces 
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Client can now ping external side of sever 
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Adding firewall rule to allow ICMP traffic (done on client as well) 
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Windows VPN method (not used for final) 
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Creating the VPN (using point to point method) 
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Telling the VPN where to connect to (Linux Server) 
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VPN is created and added to interface list 
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Set to persistent connection 















Wire guard Metod (used) 
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Adding the A records. 
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The script that I created to add the users from the file of users 
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[image: A screenshot of a computer

AI-generated content may be incorrect.] [image: A screenshot of a computer

AI-generated content may be incorrect.]












[bookmark: _Toc197977930]1.7
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[image: A screenshot of a computer

AI-generated content may be incorrect.] [image: A screenshot of a computer

AI-generated content may be incorrect.] [image: A screenshot of a computer

AI-generated content may be incorrect.] [image: A screenshot of a computer

AI-generated content may be incorrect.]









[bookmark: _Toc197977931]1.8
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[image: A screenshot of a computer

AI-generated content may be incorrect.] [image: A screenshot of a computer

AI-generated content may be incorrect.]
[image: A screenshot of a computer

AI-generated content may be incorrect.] [image: A screenshot of a computer error

AI-generated content may be incorrect.] [image: A screenshot of a computer

AI-generated content may be incorrect.] [image: A screenshot of a computer

AI-generated content may be incorrect.] [image: A screenshot of a computer program

AI-generated content may be incorrect.] [image: A screenshot of a computer

AI-generated content may be incorrect.] 
[bookmark: _Toc197977932]1.9
[image: A screenshot of a computer

AI-generated content may be incorrect.] entering domain
[image: A screenshot of a computer

AI-generated content may be incorrect.] 















[bookmark: _Toc197977933]1.10
[image: A screen shot of a computer

AI-generated content may be incorrect.] [image: A screenshot of a computer

AI-generated content may be incorrect.]














[bookmark: _Toc197977934]2
[bookmark: _Toc197977935]2.2
Using the IP tables package to create forwarding rules, this is done because RASS as it exists on the windows server is not available on linux.  
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Configuring the rules after enabling ip forwarding and installing the iptables package 
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Installing wiregurad on the Debian server  
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Generating keys 
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Because ADDS is a windows specific package I cannot directly join my Linux network (Cardiff) to the domain, for this reason I will need to use a special Linux package called realm to add my Linux machines to the domain. I will add both devices to the main domain max.acca. 
[image: ]
Installing the package and required tools 
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The Server has been added to the active directory service. 
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Updating the configuration on the Linux client 
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Debian client is now on the domain 
 
I was unable to get the client to connect to the DHCP server. Therefore, I gave the client a static address and moved on. 
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Windows client to Debian client 
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Linux client to Windows client 
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Windows client pinging the domain 
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Linux client pinging domain 
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 All users that where added by the file have been added to a group called Added_users. This group has been given the permissions to have full access of the share file. 
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Everyone else only has read and execute permissions. 
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Installing package that will allow the Linux machine to access the folder 
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File being accessed 
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After adding the website I was unable to get it to load, I encountered this error continually.  
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Adding all users to the remote desktop group. 

Like the previous task I attempted to complete this task for quite some time, but was unable to get the remote desktop to function, after trying to solve many errors I was unable to make it work,
image5.png
T Routing and Remote Access

3 Server Status
5 £ WIN-OSURS6S4USQ (ocal)

Routing and Remote Access Server Setup Wizard

Configuration

You can enable any ofthe following combinations o services, or you can
customize this server.

© Remote access (st or VPN)

low remote cnts o connect to tis servr though either a diabup connecton ora
secure vitual private network (VPN) itemet connecton,

€ Network address ransiation (NAT)
Alow intemal cents to connect to the Itemet using one publc [P addess.
€ Vitual pivate network (VPN) access and NAT

Alow remote cents o connecttotis servertrough the Itemet and local clents to
‘connect tothe Intemet using a singl publc P addess.

€ Secre connection between two prvate netwarks
Connecttis network {0 a remote network, such as a branch office.

@ Custom configuration
‘Select any combinaton o the features avaiable in Routing and Remote Access

N





image6.png
File Action View Help

@9 @ Bm

I Routing snd Remote Accers | [T

3 Server Status
) WIN-OSURSES405Q) (ocal)

Routing and Remote Access Server Setup Wizard

Custom Configuration
‘When this wizard closes, you can corfigurethe selected senvices i the Routing
and Remate Access console

‘Selectthe services that you want o enable o tis server.
¥ VPNaccess

I Diskup access
¥ Demand dial connections (usedfor banch office routng )
P NaT

I LANmuting

E e





image7.png
ew  Input

" Routing and Remote s

File Action View Help

| Em

T Routing and Remote Access
3 Server Satus
v WIN-OSURS654U9Q (local)
E Network nteraces
T Remote Access Clients ({
T pons
3 Remote Access Logging
vE b
H Generl
T tatic Routes
T DHCP Relay Agent
T omp
T nar
v E s
H Genenl

T static Routes

Routing and Remote Ac

Welcome to Routing and Remote Access

Routing and Remote Access provides secure remote access to private networks.
Use Routing and remote access to configure the fallowing:

« A secure connection betwesn two private networks.

« A Virtual Private Network (VPN) gateway.

« A Dial-up remote access server.

« Network address translation (NAT).

« LAN routing.

« A basic firewall.

To add = Routing and Remote Access server, on the Action menu, dick Add Server.





image8.png
File Machine

X
Fle Action View Help
e @ E6:=

I Routing and Remote Access

5 Server Status
v [ WIN-OSURS654U9Q (local)
I Network nterfaces
. Remote Access Clients (|
I pons
23 Remote Access Logging
vE P
H Generst
T staticRoutes
T DHCP Rely Agent
& ome
T nar
HEe

Interface

Network Address Translation Properties - server_to_ser...
NAT  Adress Pool  Services and Potts

terace Type:
€ Prvate intedace connected to pavate network
@ Publc nteface connected o the ntemet

¥ Enabie NAT on this rterface.

NAT enables clents on this network o send data to andreceive.

data fomthe Intemet using i nteface.

== File and Storage

~ I

ted Inbound packets rejected





image9.png
File Action View Help
e amEaE|

T Routing snd Remote Access
3 server Status
v B WIN-OSURS654U9Q (foca)
E Network Intefsces
& Remote Access Clients (|
T pons
&3 Remote Access Logging|
vE P
H Genersl
T statc Routes
T DHCP Relay Agent
T v
E NaT
HEre

Network Address Translation Propertes - Win_Net Pro...

NaT

Itetace Type:
& Prvate mteface connected to prvate network
€ Pubic nerface connected o the Itemet

™ Ensble NAT on this i

NAT enables cliers on this network 0 send data to and receive.
data from the Itemet usingtis nteface.

Inbound packets rejected
0





image10.png
Machine Vie

B Server Manager

I Routing nd Remate Access
Fle Acion View Help

LEIE ]

I Routing and Remte Access
3 ServerSatus
v [ WIN-OSURS654U9Q (local)
I Network nterfaces
. Remote Access Clients ({
 ports
3 Remote Access Logging
vE P
 Genersl
T tatic Routes
T DHCP Relay Agent
F omp
= et
> Eine

c= B

Interface

e o sener

Ein et

Total mappings

0
)

Inbound packets translated

0
0

Inbound packets rejected

0
0





image11.png
File Machine View Input Devices Help

110_client (Snapshot 1) [Running] - Oracle VirtualBox - o x

Reg/cIcBin)

fHicrosoft Windows [Version 10.6.1945.3863]
() Microsoft Corporation. All rights reserved.

C: \Users\Client-S1>ping 16.160.160.1

Pinging 16.160.160.1 with 32 bytes of data:
Reply from 16.160.160.1: bytes-32 time<ims
Reply from 16.160.160.1: bytes-32 time<ims
Reply from 16.160.160.1: bytes=32 time<ims
Reply from 16.160.160.1: bytes-32 time<ims

ping statistics for 16.106.160.1:
Packets: Sent = 4, Received = 4, Lost = © (8% loss),
lApproximate round trip times in milli-seconds:
Minimum = @ms, Maximum - ems, Average = 6ms

C:\Users\Client-S1>





image12.png
i
e 2@ = Em

Action View Help

@ NewInbound Rule Wizard

.
.
.
.
.
.
.

Protocol and Ports
‘Speciythe protocols and pots to which this e appies.

Steps:

Ruke Type
Program

Prtocal and Pots
Scope

Acion

Prfie

Name

To which ports and potocols does this e 2ppl?

Protocol type: IcMPva
Protocol rumber: s
Localpor: AlPots

Exanple: 80, 443, 50005010

Remote pot AlPots

Example: 80, 443, 50005010

Ftomet Cotrl Messag Prtocl

(CHP)settngs:
<Back Nest> Cancel
o - -
€ Castto Device streaming servr (RICP-Str... Cast to Device functionality  Public  Yes
€ Castto Device streaming server (RTSP-Str.. Castto Device functionality  Private Ve
Castto Device streaming server (RTSP-St... Castto Device functionality  Public Ve
€ Castto Device streaming servr (RTSP-Str.. Castto Device functionaity  Domain  Yes

<

o omw no

Inbound Rules
@ NewRule

T Fiter by Profle
T Fiterby State
Z Fier by Group
View

Refresh
Expor List..

B e

")




image13.png
= o
Fie Acion View Help
e 2EH 6

T Routing and Remote Access
5 Server Status

v [ WIN-OSURSGS409Q local)

I Network Inerfaces

. Remote Access Cliens (

LAN and Demand Dial Interfaces Tpe Status Connection State Device Name

Intel(R) PRO/1000 MT Desktq
Intel(R) PRO/1000 MT Desktq

Demand-Dial Interface Wizard %

1l £ ol

= pors VPN Type
3 Remote Access Logging ‘Selecttheype of VPN comection you want o crese
v E P
B Genenal
5 static Routes
T DHCP Relay Agent  Aomatc seecton
= iomp =
g ¥
2 Portto Pant Tonnling Protoca PPTP)
e € Layer 2 Tunnelng Protocol (L2TF)
=

E e





image14.png
File Acion View Help

e 2am 6B

"B Routing and Remate Access
3 Server Status
v B WIN-OSURSGS4U9Q (loca)

LAN and Demand Dial Interfaces Tpe Status

Connection State

T Network Iteraces
T, Remote Acces Clens
& ports &
‘SS Remote Access Logging) |
L)
& Genensl
F Static Routes
T DHCP Relay Agent
I o
=
e

 Frers—

Destination Address
What s the name or address f the remale router?

Enterthe name or [P address of the router you are connecting to.

Host name o P address such as microsof com or 157.54.0.1 or He:1234:1111 )

x

oo

o ]

Device Name

Intel(R) PRO/1000 MT Desk(
Intel(R) PRO/1000 MT Desk(

g Fileand Storege
Services

1 o s

Manageatiin:
® g i

® Mansgesbity




image15.png
File Acion View Help

e 2@ 6

L Routing and Remote Access
5 Server Status

© B WIN-OSURS6SAUSQ ocal)

L Network Interfaces

T Remote Access Cients

T pors
3 Remote Access Logging
v Epw

 Genensl

E Sutic Routes

T DHCP Relay Agent
I ioMp

Tt

H e

Network Interfaces

T e e e
 rers—

% Protocols and Security

| Select transports and securty options for this connection.

‘Select all that apply:
¥ Route P packets on this nteface.
¥ Add a user accourt 50 2 remate router can dialin
5
5

<ok [ Net> ]

Cancel

g Fileand Storege

. 1 o s
Services »

(® Manageability

(® Manageability

Device Name

Intel(R) PRO/1000 MT Deskt(
Intel(R) PRO/1000 MT Desk(





image16.png
B Server Manager

T Routing and Remote Acce

File Action View Help

e 2m 6

' Routing snd Remote Access
) Server Stotus

~ ) WIN-OSURS654U9Q (local)

I Network nterfaces

& Remote Access Clients (|

T pors

& Remote Access Logging

v Epw

 General

T Static Routes

T DHCP Relsy Agent

o

T nar

> TP

LAN and Demend Dial Interfaces Type Status Connection State
Demand-Dial Interface Wizard X
Static Route.
@ Remote Network Support usng IPv4
Destinaton: 7216 10 0
Network Mask: 255 . 255 255 . 253

Mot
O Remote Network Support using IPU6.

Destinai [

o] [ emen |

Bk | Met> Cancl

Device Name

Intel(R) PRO/1000 MT Deskt
Intel(R) PRO/1000 MT Deskt

File and Storage
B enices

1 o s

N or b A va e





image17.png
T Routing and Re
File Action View Help
e amcz B

L Routing snd Remote Access
3 Server Status

(B WIN-OSURS6S4U9Q (local)

I Network ntefaces

T Remote Access Ciets

T pons

3 Remote Access Logging

v E e

H Genersl

T static Routes

L DHCP Relay Agent

T omp

T nar

He

Network Interfaces

LAN and Demand Dial Iterfaces e Status Connection State
&
3 Demand-Dia Interface Wizard x
& Diakin Credentials
& Confouretheusername and password tha the remcte ouer wil use when  &ds
into the senver

You nesdito se the diatn credertialsthat remote routers wil use when conecting to
this inteace. A user accourt wi be created on this router wth the rfomation that you
enter here.

Username:
Password
Corfim password:

<Back

Cancel

Device Name

Intel(R) PRO/1000 MT Desktq
Intel(R) PRO/1000 MT Desktq





image18.png
Input

B Server Manager

Recycle Bin B Routing and Remote Access

File Action View Help

eamo=zHBm

T Tl Netvork nteriaces

e

3 Server Status .
5406 oy | L Demand D e Toe St Connectiontte
T Networklnferfaces || 5 Win Net Dedicated Enabled  Connected
T Remote Access Clients (|| &5 server o server Dedicated Enabled  Connected
T pors 83 Loopback Loopback Enabled  Connected
'S5 Remote Access Loggingl | S Interal Interal Enabled  Connected
v v
E T Demand-Dil nterace Wizrd x
L DHCP Relay Agent Dial-Out Credentials
= oM ‘Supply the user name and password to be used when connecting to the remte.
B naT router.

You need o set the dial out credentils tha tis interface wil use when connectingto
the remte router. These credentials must match the dial n credertials corfigured on
the remte router

User name:

Domain
Password

Confim password

Fa e =

Device Name

Intel(R) PRO/1000 MT Deskt
Intel(R) PRO/1000 MT Deskt





image19.png
B Server Manager

T Routing and Remote Access

File Action View Help

e 2@ c=Bm

T Routing and Remote Access
3 Server Status

T8 Wi oSRsesaUS0 oca || LAN 27 Demand Dl tefces Tre Status Connection State Device Name
H Network Interfaces AP Win Net Dedicated Enabled Connected Intel(R) PRO/1000 MT Deskt
S5 Remete Acces Clents (| 2 semver to sever Dedicated Enabled  Connected Intel(R) PRO/1000 MT Deskt
= rorts #PLoopback Loopback Enabled Connected
23 Remote Access Logging | & ntermal ntermal Enabled  Connected
v E b BB enseaToCordiff VPN Demand-disl  Ensbled  Disconnected

I General
T Stic Routes
T DHCP Relay Agent
T iomp
Tt

s F e





image20.png
v e E

File View Help

Recycle Bin

Action

" Routing and Remote Access
5 Server Satus

[ WIN-OSURSES4U9Q focal)

I Network ntefaces

F pons

vE e
H Genenst
T static Routes
T OHCP Relay Agent
T omp
&t
e

e 2mXE6

| @

LAN and De
E3uin Net

3 Remote Access Clients (| By server_to_s

83 Loopback

3 Remote Access Logging| | &7 Interal

2 Suansest

3 SwansesToCardif VPN Propertes

General  Options  Securty _ Networking

Connection type:
O Demanddal
de time before hanging .

@ Persistent connection

Diaing polcy
Redal atencts

Aversge redal envls

Calback | | PP Settings.

nnection State Device Name
nnected Intel(R) PRO/1000 MT Desktq
nnected Intel(R) PRO/1000 MT Desktq
nnected
nnected

nected





image21.png
© Swanseal 7 Edit tunnel X

Name: [SwarseaToCaraft_iPN ]
Publickey: [ STWVIURGXhOGPIKSinLUns 2L oL S6aEBW-+ rLWETT= ]

[nterface]

PrivateKey = aliHbdmBObnUPODIZTU+7dUB0Q7bdnWATHICE +udm2Q
ListenPort = 21730

|Address = 192.100.0.1/24

[Peer] 10d5tD0.
[Publickey = RgsPoqTFhZeWph-+B6CSEjdnhKfSkyMzBOSIOdStD0=

|AllowedIPs = 102.100.0.2/32, 172.16.10.0/30

[Endpoint = 10.100.100.2:21730

PersistentKeepalive = 25

toaddTumnel <[ X[ [ T





image22.png
) WireGuard

Tunnels Log

Time
2025-05-11 221405336
2025-05-11 221405338
2025-05-11 22:14:05.405
2025-05-11 22:14:05.405
2025-05-11 22:14:05.386
2025-05-11 22:14:05.406
2025-05-1122:14:05.406
2025-05-11 22:14:05.406
2025-05-1122:14:05.408
2025-05-11 22:14:05.408
2025-05-1122:14105.409
2025-05-11 221405410
2025-05-1122:14105.409
2025-05-11 22:1405.421
2025-05-1122:14105.409
2025-05-11 22:14:05.409
2025-05-11 22:1405.421
2025-05-11 22:1405.425

Log message
[TUN] [SwanseaToCardiff_VPN] Using exsting driver 0.10

[TUN] [SwanseaToCardiff_VPN] Creating adapter

[TUN] [SwanseaToCardiff_VPN] Using WireGuardNT/0.10

[TUN] [SwanseaToCardiff_ VPN] Enabling firewall rules

[TUN] [SwanseaToCardiff VPN] Interface created

[TUN] [SwanseaToCardiff_ VPN] Dropping privileges

[TUN] [SwanseaToCardiff_VPN] Setting interface configuration

[TUN] [SwanseaToCardiff VPN] Peer 1 created

[TUN] [SwanseaToCardiff_ VPN] Sending keepalive packet to peer 1 (10.100.100.2:21730)
[TUN] [SwanseaToCardiff_VPN] Sending handshake intiation to peer 1 (10.100.100.2:217:
[TUN] [SwanseaToCardiff_VPN] Monitoring MTU of defauit v4 routes

[TUN] [SwanseaToCardiff_VPN] Setting device v4 addresses

[TUN] [SwanseaToCardiff VPN Interface up

[TUN] [SwanseaToCardiff_VPN] Monitoring MTU of defauit v6 routes

[TUN] [SwanseaToCardiff_VPN] Receiving handshake response from peer 1 (10.100.100.2
[TUN] [SwanseaToCardiff_VPN] Keypair 1 created for peer 1

[TUN] [SwansesToCardiff_VPN] Setting device v6 addresses

[TUN] [SwanseaToCardiff VPN Startup complete





image23.png
s-DC

192.168.102/30

10.100.100.1/30 192168.10.1/30

Server 2022 DHCP
Datafienter 21H2 ClientS1 - Win 10
Experience

192.100.02

10.100.1002/30

17216101/30
C-Server DHCP

Debian Linux 12.5.0 ClientC1 - Deb Lin 12.5.0

17216102/30




image24.png
Fie Machine View input D

Server Manager * Dashboard Minage  Took  View  Help

WELCOME TO SERVER MANAGER

Local Server -
Al Servers -

W3 File and Storage {

Selectane or mor roes o nsal on the eiected senver.

Roles

You cannat nstall Actve Diectory Dormain Sevices un

following ol senvices orfeatures are lso nstaled

Actve Die

o Ceticate S

Manag:
erver Adminsrs

Active Directory Federaion Serv

Actne D weight Dirscry Sen
‘Actve Divectory Rights Management Services
Device Heath &

DHCP Server

RS 5o

FaxSener
= e and s

Host
Fyper
Network Controle
Network Pocy and A
Prnt and D

et Services V] Include management ool (f spalcable)

Desiop Serv
Volume Actvation Senices

Add Festur:

Server (15
Windons Deplayment

Cancel

P Type here to search

BONSSNE T 6O rohtcl




image25.png
'WELCOME TO SERVER MANAGER

Ad Role and Festures Wazrd - o x

View instalation progress

Fasture nstalstion

tallaion started on RsGs4

Active Directory Domain Services
‘Group Policy Management
Remote Server Administration Tools
Role Adminisraton Tocls
AD DS and AD LDS Tools
Active Directory modle for Windows PawerShell
AD DS Tool:
Actve Directory Administratve Center
AD DS Snaprins and Command-Line Tools

You can cose this wizard without interupting running tasks, View task progress or open this
page again by cicking Notifications n the command bar,and then Tsk Detai.

[Coee ]





image26.png
Fie Machine View Input Devices

shboard

I Dashboard 'WELCOME TO SERVER MANAGER

i Local Server

Al Servers

ADDS

e Active Directory Domain Senvices Configuraton Wizard - X

TARGET SERVER
WIN-OSURS6S4U5Q

ST il and Storage Services b (NS AU

Selectthe deployment operation

Domain Controler O
i Adl > domain cantrller to 3n exsting domsin

Addioral Optons Adl  new domain to an exizting forezt

© Add s new forest

Speciy the domain information for this operaton

Root domsin rame: maxscea

ROLES AND SE
Roles2 | Server

AD DS

Manage}
Events
Services|
More about deployment configurstion

Perform:

BPA res
Pre Next>





image27.png
w

Fie

Machine View _Input

Manage

WELCOME TO SERVER MANAGER

Dashboard

Local Server

AllServers
ADDS

P Actve nectony DomainServices Confgurstn Wiaard x

TARGET SERVER

i
B8 File and Storage Senices b ler Optic wn GRuRSeSALsQ

Selectfunctional evelof the e forst and oot domain

Domain Controller Optio

Forectfunctional evet: Windous Server 2016
Domain funcionsl level: Windous Server 2016
Spacty domsin contrller capsbilte:

71 Domain Name System (ONS) server
 Glob Cataog (50)
Bead only domain contraller (RODC)

ROLES AND SEf

] e theDiecory Snvices Restor Mo (DSRMpassnrd
P— -
AD DS Confirm password: .
® wanag
Events
senvices
Performg More about domain control
BPA resf





image28.png
Fie Machin

‘Active Directory Domain Services Configurtion Wazard - o x

View  Help
TARGET SERVER
WIN-OSURSSS4USQ

[[@ T severwas soccsssaly contgured 3 domain controler x |

AL Vindows Server 2022 coman controlrshave  defaulfr th secuty ettng ramed
“Allon cyptogrephy algorithms compatibie with Windows NT 40" tht prevents weaker
cyptography sgorth vnen stsblching zecurty channs ezeions

Formre nformation sbout s settin, e Knowledge Base i 42564 (e
g microoft o ik ki 104731
A A delagaton for i ONS serer armat be crested becaue the suthortstie parent one
cannot b found o it dos notrun Windows, DNS server.f you ae negrating withan
cstng DNS infstuckre. you should manual cretea delgotion to this DN sever in
h parent zone £ encur bl name reolstion from ot te doman ek sccx
Otherise, o acion s equred. |

2
L3

fvents vents
B s Sencs
Perfomance Pedormance

BPA resuits BPA resuls




image29.png
PS C:\Users\Administrator> Install-WindowsFeature -Name DNS -IncludeManagementTool:

Success Restart Needed Exit Code Feature Result

True  No NoChangeNeeded {}
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PS C:\Users\Administrator> Get-DnsServerZone
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\Users\Administrator> Add-DnsServerPrimaryZone -fetworkId "192.168.1.08/24
PS C:\Users\Administrator> Add-DnsServerPrimaryZone -NetworkId "192.168.2.0/24'

-ReplicationScope Domain -DynamicUpdate Secure
-ReplicationScope Domain -DynamicUpdate Secure
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S C:\Users\Administrator> Add-DnsServerPrimaryZone -NetworkId "172.16.16.1" -ReplicationScope Domain -DynamicUpdate Secure
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-ZoneName “max.acca” -IPv4Address "192.168.10.1'
-ZoneName “max.acca” -IPv4Address "172.16.10.1"

Users\Administrator> Add-DnsServerResourceRecordA -lame
s C:\Users\Administrator> Add-DnsServerResourceRecordA -Name
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S C:\Users\Administrator> Get-DnsserverZone

oneliane ZoneType IsAutoCreated IsDsIntegrated IsReverselookupZone IsSigned
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S C:\Users\Administrator>
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 Debian_Server_CLI (Snapshot 1) [Running] - Oracle VirtualBox
File Machine View Input Devices Help

outaserver:“# sysctl -p

et. ipvd. ip_foruard = 1

oot@Server:"# iptables -A FORWARD -i ugo -j ACCEPT
ootaserver:# iptables -A FORWARD -0 wgo -j ACCEPT
oataserver:
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“oot@Server:™# ip a
1+ lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc nogueue state UNKNOWN group default glen 1000
Link/loophack 00:00:00:00:00:00 hrd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_Lft forever preferred_lft forever
inet6 ::1/128 scope host nopref ixroute
valid_Lft forever preferred_lft forever
enpes3: <BROADCAST, MULTICAST,UP,LONER_UP> mtu 1508 gdisc fo_codel state UP group default
Link/ether 08:00:27:19:a6:17 brd ff frffffaff
inet 172.16.10.1/30 brd 172.16.10.3 scape global enpos3
valid_Lft forever preferred_lft forever
inete fe0::a00:27ff:fe19:a677/64 scope link
valid_Lft forever preferred_lft forever
enpess: <BROADCAST, HULTICAST,UP,LONER_UP> mtu 1508 gdisc fo_codel state UP group default
Link/ether 08:00:27:68:1d:05 brd Ffff:ff:ff:ffff
inet 10.100.100.2/30 brd 10.100.100.3 scape glohal enposs
valid_Lft forever preferred_lft forever
inete fe0::a00:27ff:fecq:1d05/64 scope link
valid_Lft forever preferred_lft forever
enpes3: <BROADCAST, HULTICAST,UP,LONER_UP> mtu 1508 gdisc fo_codel state UP group default
Link/ether 08:00:27:10:d2:ec brd ff frffoffaff
inet 192.168.1.193/24 brd 192.168.1.255 scope global dynamic enposs
valid_Lft Tie8sec preferred_lft 7108sec
inete fe0::a00:27ff:fe10:d2ec/64 scope link
valid_Lft forever preferred_lft forever
wgd: POINTOPOINT,NOARP,UP,LOWER_UP> mtu 65456 odisc nogueue state UNKNOHN group defaul
Link/none
inet 192.100.0.2/24 scope global ugo
valid_Lft forever preferred_lft forever
~00t@Server:~# iptables -t nat -A POSTROUTING -0 enp@st - j MASOUERADE

alen

alen

alen

alen

1000

1000

1000

1000
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root@Server:™# iptables-save
# Generated by iptables-save
«filter

NPUT ACCEPT [0:0]

ORHARD ACCEPT [0:0:

UTPUT ACCEPT [0:6]

-A FORWARD -1 wgo -j ACCEPT
-A FORWARD -0 wgo -j ACCEPT
COMMIT

# Completed on Sun May 11 13
# Generated by iptables-save
wnat

REROUTING ACCEPT [0:0

: INPUT ACCEPT [0:8]

UTPUT ACCEPT [0:6]
OSTROUTING ACCEPT [0:]

| tee /etc/iptables.rules
v1.8.9 (nf_tables) on Sun May 11 13:42:01 2025

142101 2025
v1.8.9 (nf_tables) on Sun May 11 19:42:81 2025

-A POSTROUTING -0 enpdss -j MASQUERADE

COMMIT
# Completed on Sun May 11 19

142:01 2025
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/secur ity.debian.org/debian-security bookworm-security/main Sources [123 kBl
/deb.debian.org/debian bookworm/main anded Packages (8,752 KE]
/security.debian.org/debian-security bookworm-securitu/main amdéd Packages [258 kB]
/secur ity.debian.org/debian-security bookworm-security/main Translation-en [154 kB]
/sdeb. debian.org/debian bookworm/main Translation-en (6,109 k8]
//deb. debian.org/debian bookuarm/nan-free-firmuare andsd Packages [6,240 B]
//deb.debian.org/debian bookuorm-updates/main Sources.diff/Index [16.2 k8]
//deb.debian.org/debian bookuorm-updates/main amded Packages.diff/Index [16.2 k8]
//deb.debian.org/debian bookuorm-updates/main Translation-en.diff/Index [16.2 k8]
//deb. debian.org/debian bookuorm-updates/main Sources T-2025-93-27-1414.15-F-2025-03-27-1414.15.pdiff [231 8]
//deb.debian.org/debian bookuorm-updates/main amdsd Packages T-2025-83-27-1414.15-F-2025-03-27-1414.15.pdiff [187 B)
//deb. debian.org/debian bookuorm-updates/main Sources T-2025-03-27-1414.15-F-2025-03-27-1414.15.pdiff [291 B]
//deb.debian.org/debian bookuorm-updates/main amdsd Packages T-2025-83-27-1414.15-F-2025-03-27-1414.15.pdiff [187 B]
//deb. debian.org/debian bookuorm-updates/main Translation-en T-2625-03-27-1414.15-F-2025-03-27-1414.15.pdiff [33 B
http://deb.debian.org/debian bookuorn-updates/main Translation-en T-2025-93-27-1414.15-F-2025-03-27-1414.15.pdiff [33 B]
Fetched 25.1 MB In 3s (3,794 k8/s)
Reading package lists... Done
uilding dependency tree... Done
Reading state information... Done
28 packages can be upgraded. Run 'apt list --upgradable' to see them.
\: Repository 'http://deb.debian.org/debian bookuorm InRelease’ changed its 'Version' value from '12.3' to '12.10"
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following additional packages will be installed:
wireguard-tools
suggested packages:
openresoly | resolvconf
The following NEW packages will be installed:
wireguard wireguard-tools
o upgraded, 2 newly installed, 6 to remove and 28 not upgraded.
Need to get 95.8 kB of archives.
after this operation, 346 kB of additional disk space will be used.
http://deb.debian.org/debian bookuorm/main ami6d wireguard-tools and6d 1.0.20210914-1+4b1 [87.6 kB]
http://deb.debian.orz/debian bookuorm/main amied wireguard all 1.0.20210914-1 (8,216 B]
Fetched 95.8 kB in 0s (694 kB/s)
selecting previously unselected package wireguard-tools.
(Reading database ... 32893 files and directories currently installed.)
Preparing to unpack . ../wireguard-tonls_1.6.20210914-1+01_anded.deb ...
Unpack ing wireguard-tools (1.0.20210914-1+b1) ...
selecting previously unselected package wireguard.
Preparing to unpack . ../wireguard_1.0.20210914-1_all.deb
Unpack ing wireguard (1.0.20210914-1) ...
Setting up wireguard-tools (1.0.20210914-1+b1)
sg-quick.target is a disabled or a static unit, not starting it.
Setting up wireguard (1.6.20210914-1) ...
Processing triggers for man-db (2.11.2-2) ...
ront@Server:H _
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oot@Server:™# ug genkey | tee /etc/wireguard/privatekey | wg pubkey > /etc/wireguard/publickey
not@server: ¥
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2 Debian_Server CLI [Running] - Oracle VitualBox
File Machine View Input Devices Help

root@Server:™# wg gerkey | tee setc/wireguardsprivatekey | wg pubkey > setc/wireguardspublickey
root@Server:™# cat /etc/wireguard/privatekey

4LK2HtaueUsg INS 3JEaqu12z03g+1JYcBk2EXF2t KUo=

root@server:™# cat /etc/wireguard/publickey

RgsPoOTFNZEHpN+BECSE Tt jonhK fSkutizBOST0NSDo=
root@server:™# S_
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[Interface]
Address = 192.160.6.2/24

Privatekey = 4LK2HtauBUSGINSF3IEGQU1Z03g+iycBK2EXF2tXUo=
Listenport = 21730

[Peer]
publickey = STWVjUhgXho6Pjk3iuLUhsIZfyLgls6aEBu+1rLHtTI=
AllowedIPs = 192.166.6.1/32, 192.168.10.6/36

Endpoint - 10.100.100.1:21730

persistentKeepalive = 25

Help Write Out Where Is l cut Execute Location Undo Set Mark
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root@server: /home/user# wg show

interface: g0
public key: RgsPoqTFhZewpN+B6CSEItdnhKFSkutzBOSIOStDE=
private key: (hidden)
listening port: 21730

peer: STuVjUhgXho6PIk3iuLUhsIZFyLgLo6aEBN1PLHETI=
int: 10.100.100.1:21730
192.106.6.1/32, 192.168.16.6/30
latest handshake: 1 minute, 31 seconds ago
transfer: 5.68 Kid received, 2.80 Kif sent
persistent keepalive: every 25 seconds
root@server: /home/user#
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:/home/user# apt install -y realmd sssd-tools samba-common
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root@server:™# realm join max.acca -U administrator
Password for administrator
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New Scope Wizard

1P Address Range
You defne the scope address range by identiying a set of consecutive IP addresses.

|- Corfiguratin settings for DHCP Server
Enterthe range of addresses that the scope ditrbutes.

Start IP address: [[HB. 16 . 10 . 2
EndIPaddress: [ 172. 16 10 . 20

- Configuratin settings that propagate to DHCP Cent

Length %=
Stbnetmask: [ 255 255 255 0

Fa e =
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New Scope Wizard

Domain Name and DNS Servers

“The Domain Name System (DNS) maps and ransiates domain names used by clerts
on your network

You can specify the parent domain you want the client compters on your network fo use for
'DNS name resolution.

Parent domain: [maxacca

To corfigure scope cients to use DNS servers on your network, enterthe [P addresses forthose.

Server name: uums

Resalve ’WW Remove
Down

N
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root@erver:/# apt update install isc-dhcp-relay -y
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user@Server - o x

# Defaults for isc-dhcp-relay initscript
# sourced by /etc/init.d/isc-dhcp-relay
# installed at /etc/default/isc-dhcp-relay by the maintainer scripts

# This is a POSIX shell fragment

# What servers should the DHCP relay forward requests to?
SERVERS="192.168.10.1"

# On what interfaces should the DHCP relay (dhrelay) serve DHCP requests?
INTERFACES="enp@s3"

# Additional options that are passed to the DHCP relay daemon?
OPTIONS=""

Help ! Write Out I Where Is l cut Execute Location E Undo Set Mark

Exit Read File Replace Paste Justify Go To Line Redo Copy .
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server@DebianCient: ~ Q

¢ This file describes the network interfaces available on your system
4 and how to activate them. For more information, see interfaces(5)

source /etc/network/interfaces.d/*
¢ The loopback network interface

auto lo
iface lo inet loopback

311ow-hotplug enpos3
iface enpos3 inet dhcpl]

tauto enpos3

+iface enps3 inet static
+ address 172.16.10.2

Write out
Read File

I where Is cut
| Replace Paste

Execute
B Justify

Location
Go To Line
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server@DebianCient:~$ sudo realm join max.acca -U Administrator
Password for Administrator
server@bebiancient:~$ ||
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4 Prompt

C:\Users\test>ping 172.16.16.2

Pinging 172.16.10.2 with 32 bytes of data

Reply from 172.16.10.2: bytes=32 time<ims
Reply from 172.16.10.2: bytes=32 time<ims
Reply from 172.16.10.2: bytes=32 time<ims

TTL=62
TTL=62
TTL=62
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server@ebianCient:~$ ping 192.168.10.2

PING 192.168.10.2 (192.168.10.2) 56(84) bytes of data

64 bytes from 192.168.10.2: icmp_seq=1 tt1=126 time=0.85@ ms
64 bytes from 192.168.10.2: icmp_seq=2 ttl=126 time=0.789 ms
64 bytes from 192.168.10.2: icmp_seq=3 ttl=126 time=0.791 ms
rc

--- 192.168.10.2 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2052ms
rtt min/avg/max/mdev = @.789/0.810/0.850/0.028 ms
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:\Users\test>ping max.acca

Pinging max.acca [192.168.16.1] with 32 bytes of data:
Reply from 192.168.10.1: bytes=32 time<ims TTI
Reply from 192.168.10.1: bytes=32 time<ims TTI

Ping statistics for 192.168.10.1:
Packets: Sent = 2, Received = 2, Lost = @ (8% loss),
pproximate round trip times in milli-seconds:
Minimum = @ms, Maximum - @ms, Average = Oms
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servereDebianCient:~$ ping max.acca
PING max.acca (192.100.0.1) 56(84) bytes of data
64 bytes from 192.100.0.1: icmp_seq=1 ttl=127 time=0.536 ms
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root@Server:™# apt install smbclient
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following package was automatically installed and is no longer reguired:

Linux- image-6.1.9-29-amd64
Use 'apt autoremove' to remove it.
The following additional packages will be installed:

Libarchivels
Suggested packages:

Irzip cifs-utils heindal-clients
The following NEW packages will be installed:

Libarchivels smbclient
o upgraded, 2 newly installed, @ to remove and @ not upgraded.
Need to get 785 kB of archives.
After this operation, 2,916 kB of additional disk space will be used.
Do you want to continue? [v/nl y
Get:1 http://deb.debian.org/debian bookuorm/main amdgd libarchivel3 amdsd 3.6.2-1+debi2u2 [343 kBI
Get:2 http://deb.debian.org/debian bookuorm/main amded smbclient amded 2:4.17.12+dfsg-o+dehizul [442 kB]
Fetched 785 kB in 12s (68.6 kB/s)
Selecting previously unselected package libarchiveld:amdsd.
(Reading datahase ... 43166 files and directories currently installed.)
Preparing to unpack .../libarchivel3 3.6.2-1+ebl2u2_anded.deb ...
Unpacking libarchivei3:amded (3.6.2-1+debi2u2)
Selecting previously unselected package smbclient.
Preparing to unpack .../smbclient_2x3ad.17.12+dfsg-0+dehizul_amdsd.deb ...
Unpacking smbclient (2:4.17.12+dfsg-g+debi2ut)
Setting up libarchivei3:amdsd (3.6.2-1+dehizu2)
Setting up smhclient (2:4.17.12+dfsg-+dehizul)
Processing triggers for man-db (2.11.2-2) ...
Processing triggers for libc-bin (2.36-9+debi2u1s)
rooteserver: ™ _





image86.png
root@Server:/home/user# smbclient \\WIN-OSURS654U9Q.max.acca\SwanseaFiles -U Administrator
Password for [MAX.ACCA\Administrator]:
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G A Notzecure | websmaxacea/ N

HTTP Error 500.19 - Internal Server Error
The requested page cannot be accessed because the related configuration data for the pags

Detailed Error Informat

Module 115 Web Core Requested URL  http//webs.max.accs:50/
Notification  nknown Physical Path
Mandler  Not yet determined Logon Method ot yet determined
Error Code 0330070005 Logon User Mot yet determined

Config Error _Cannot read configuratin fle due to insuffct
ent permissions

Config File  \V\C:\Users\administrator\Desktop\New fol
deriweb.confip

More Information:

“This ertor occurs when there is 3 problem reading the configuration file for the V/eb server or Web appiicaton. In some cases, the event logs may contain more information about what caused t
his error
View more information »
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