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Introduction
        In this Assignment I was given the task of creating a web application of my choice using asp.net MVC. I performed this task using Visual Studio 2017 and chose the topic for the web application which is a games website. On the website I aim to implement a minimum of three tables which have been fully normalised to 3nf.
        I then aim to add Crud operations to the web application, which should enable the user to be able to create read or update members within the application Database. The same functions will be added for the games section as well as a delete option if the data is no longer required















Application Development Concepts

security vulnerabilities:
· SQL interjection (SQLi):  SQL injection is a code injection technique that is able destroy your database. It is one of the most prevalent hacking techniques.
“The OWASP organization lists injections in their ‘OWASP Top 10 2017’ document as the number one threat to web application security” [1].
Risk: This is a very prevalent and dangerous application vulnerability, databases which use MySQL, Oracle, SQL Server are more likely to be a target of SQL injection. Criminals may utilise these SQL injections as a means of bypassing your security, via this ‘injection attack’ enabling them to inject malicious SQL statements within your database. By using SQL injection, the criminal is also able to access your operating systems, once these statements are injected into your database, the criminals responsible are able to now control the database server. This enables them to retrieve any data from within that database, even sensitive data and client details/information and intellectual property. They are also able to modify your database or delete pieces of information or the database itself. 
Prevention: By inputting validation and parametrized queries (prepared statements) you will be able to limit/prevent the possibility of SQL injection. As a developer you must take certain preventative measures to prevent SQL injection, such as, ‘sanitizing’ all input (login forms etc),  remove single queries form your database as these are easily targeted, also by turning off the visibility off database errors, this prevents SQL  injection at the production level of database creation.
 Another method of prevention would be to ‘scan’  your database for SQL injection, by using an ‘Acunetix scan’ however, this may not solve the issue immediately. To sanitize your input temporarily however, you can utilise a web application ‘firewall



· Sensitive data exposure: Sensitive data is personal data, for example, passwords, health information, financial information and so on, this is why it is vital that your database is able to maintain its client’s privacy.
“In 2016, 4.8 billion records containing personal data were compromised” [2].
Risks: Sensitive data (also known as a data breach) within a database should be adequately protected as it contains information such as, payment information, addresses, and passwords etc. This is a risk relating to how the database stores and transmits its ‘sensitive data’. Sensitive data exposure can cost companies millions to investigate and can from their cause irreparable damage via their reputation and ability to protect it client’s sensitive information, which could cause a business to go under. 
Prevention: The first step in preventing sensitive data exposer, is first determining what information within your database is ‘sensitive’. Once you have determined this you may take multiple procedures in which to prevent exposer of your sensitive information, such as; 
· Install an SSL certificate (protects your data as it transfers from your site to your server). 
· Always encrypt the data using strong algorithms.
· Use hashing for stored passwords. 
· Use strong, unique passwords for your applications and change them regularly.
· Never store or transmit data in clear text. 
· Keep a backup of the stored data separate from your website’s server.  
· Use a WAF to prevent attackers from or accessing your site.
· Use a vulnerability and malware scanner to eliminate backdoor files. Some scanners can do this automatically. 
· Prevent browsers from saving sensitive data.  



· Broken authentication and session management:  Authentication is a critical process within web applications. More often than not authentication etc can be made vulnerable by flawed credential management. Authentication and session management includes handling user authentication and managing active sessions. The reason people hack the authentication credential system is to gain access to multiple accounts and reap the benefits of the hacked user.
“These types of weaknesses can allow an attacker to either capture or bypass the authentication methods that are used by a web application” [3].
Risks: This allows cybercriminals to either capture or bypass the authentication methods. You are made vulnerable to attack when:
· Predictable logins.
· Session IDs are exposed in the URL.
· Session value does not timeout.
· Session IDs are not rotated after successful login.
· Passwords and more are transferred unencrypted.
· Prevention: Sensible use of authentication and session management mechanisms should reduce the risk of problems in this area.
Session management:
· Credentials should be protected (hashing or encryption).
· Do not expose session ID in the URL.
· Session IDs should timeout.
· Recreate session IDs (recreate after successful login).
· Do not send credentials over unencrypted connections.
Broken authentication:
· Password Strength - minimum size and complexity for the password. 
· Password Use - Users should be restricted to a defined number of login attempts 
· Password Change Controls - Users should always be required to provide both their old and new password when changing their password 
· Password Storage - All passwords must be stored in either hashed or encrypted form to protect them from exposure, regardless of where they are stored. Hashed form is preferred since it is not reversible. 
· Session ID Protection – Ideally, a user’s entire session should be protected via SSL. 
· Account Lists - Systems should be designed to avoid allowing users to gain access to a list of the account names on the site. If lists of users must be presented, it is recommended that some form of pseudonym (screen name) that maps to the actual account be listed instead. That way, the pseudonym can’t be used during a login attempt or some other hack that goes after a user’s account.











Design Patters
Singleton Design Pattern:
The singleton design pattern, as far a design patterns go, is one of the simplest. The singleton design pattern restricts the instantiation of a class to a single instance. The term comes from the mathematical concept of a singleton. This design method can be useful in certain circumstances, but most critics consider it as an anti-pattern, meaning that it can introduce unnecessary restrictions on the application.

MVC Design Pattern:
The MVC Design Pattern (Model View Controller) Design pattern uses data models, control information and presentation information. This design pattern is more of an architectural pattern as it requires that each layer be separated into different objects. Although MVC mostly relates to the interaction and user interface of the application.

· The Model contains only application data, it has no logic describing how to present the data to the user interface.
· The View is in control of presenting the model’s data to the user interface. It will know how to access any data, but it doesn’t understand what the data means or how the user can manipulate it.
· The Controller exists between the view and the model. It listens to events triggered by the view (or another external source) and executes the appropriate reaction to these events. In most cases, the reaction is to call a method on the model. Since the view and the model are connected through a notification mechanism, the result of this action is then automatically reflected in the view.

Advantages
· More than one developer is able to work on the application at one time.
· MVC provides logical grouping of actions in specific controllers together, as well as the views for specific models which also get grouped together.
· Each model is able to have multiple views associated with it.
Disadvantages
· The navigation of framework can be complicated because it implements new layers of abstraction forcing users to adapt to the criteria of MVC.
· It requires a good knowledge of multiple technologies to be able to develop 




Requirements:
Introduction/overview of application: 
The topic that I have chosen for the web application that I have created, is an online gaming shop in which users are able to browse the web application for games of their choice to rent. Users are able to rent multiple games at the same time. They also have the option to join a membership with the app “Good Gaming” which will provide a discount depending on the length of their membership i.e. if they were to pay monthly, they would receive a discount of 5%, while paying yearly the discount changes to 15%.
Although I don’t have a specific age range in mind, video games are generally played more frequently by the younger generation, therefore the age range I’m expecting to see use the application more frequently is between the age range of 18-30 years old. I have started the age range at 18 as you are not able to become a member unless you are 18 years old or more.

System requirements specification:
When using MVC Framework, as said previously it involves the use of many different languages for it to be developed correctly. As well as a wide range of coding languages I also utilised a few plugins to increase the overall user experience and look of the web application “GoodGaming”. I will provide a list below of all coding languages implemented as well as any plugins and styles.
Code:
· C#
· CSS
· JavaScript
· Ajax
· jQuery
· Bootstrap
· Html
· CSHTML

Plugins:
· Bootbox.js
· Datatables.js
· Toastr
· Typeahead
Stylesheets:
· Bootswatch- Charcoal


Even though there is only one stylesheet listed a few of the plugins also bring in their own CSS stylings and icon images which you will see later on in the implementation section.
 The main features of the web application are, that the user is able to query a database and perform actions such as (Create, Read, Update and Delete) details into or from the database. In this case it’s being able to add members/games to a database, search for certain members or games and also delete or update details for members/games. I also made it possible for a user to register with the application and enabled Facebook login so that users are able to use that for authentication if they desire. Lastly, I have a form that is able to auto complete based off results from the database and store it in a table based on the member and game id which also keeps count of stock available for each individual game.
All features contain validation to ensure data integrity.
I followed the Moscow method in order to keep on track with the project and ensuring the most important features made it to the finished project.













Design Principles
During the implementation of the web application “GoodGaming” other than the normal design principles such as (Consistency, Readability, navigation, responsiveness) and so on, there were 5 other key design principles that I followed to the best of my abilities to aid in the creation of the architecture which in return will increase the users overall experience of the front end. 
Separation of concerns. is to section out the application into distinct features with as little overlap in functionality as possible. The important factor is minimising the interaction points to successfully accomplish high cohesion and low coupling. 
Single Responsibility principle. Means that Each component or module in the application should be responsible for a specific feature or functionality.
Principle of Least Knowledge. This principle tells you that a component or object should not know any details of other components or objects internally.
Don’t repeat yourself (DRY). DRY means you should only need to specify intent in one place. in application design that means, specific functionality should be implemented only in one place and should not be duplicated in any other component.
Minimize upfront design. This principle is about ensuring that you don’t over design too early if you know that the overall design is flexible and could change at any time. By over designing you could end up wasting a lot of time which could have been better utilised. It is also known as “YAGNI” (“You Ain’t Gonna Need It”).







Implementation
To complete the task of creating the web application “GoodGaming” I had to implement some new Models views/viewModels and Controllers. I have listed the main Models views/viewModels and Controllers that I have implemented below:
Models:
· Members
· Games
· MembershipType
· Min18YearsIfMember
· Platform
· Rental

Views/ViewModels:
· Games folder including (Index, Details, GameForm)
· Rentals folder including (New)
· Members folder including (Index, Details, MemberForm)
· GameFormViewModel
· MemberFormViewModel

Controllers:
· GamesController
· MembersController
· RentalsController

These are the list of main Models views/viewModels and Controllers that I have implemented although I have mad changes to a wide range of other files in the application. 
To create the database, I used a code first Migration which means, you focus on implementing the domain of the application and then create classes for the domain entity, instead of creating a database first and creating classes around that design.

Bootbox.js: To improve the overall look and feel I implemented bootbox.js plugin which enables a much more professional look to error messages/ notification.
Datatables.js: Datatables.js plugin was used for its professional look and functionality used with tables of data. It adds search functionality, sorting and pagination to the website which is a very professional look and feel  
Toastr: toastr is another plugin that I used to add extra styling and formatting to notification pop ups. 
Typeahead: typeahead plugin is used for its auto complete functionality. I utilised these features on the new games,  new members and new rentals form.
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Evaluation
Before deploying any application, it is important to check the functionality by developing a set of test cases to verify and validate multiple features implemented within the application.
There are three features I will be verifying/validating is to check that the user becoming a member is 18 years of age or older to join a membership, adding games and members, sorting/searching in data tables and that the autocomplete is working correctly.
18 years old or more:
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Adding games/members:
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Sorting/searching in datatables:
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Autocomplete:
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After the case tests had been performed, I then evaluated the over all look and design of the application “Good Gaming” and I wanted I very simplistic look to the website although I would have been much happier to have been able to do more to the home page. I think the theme added “Charcoal” makes it look sleek and Appealing to the eye. On the other hand, I focused more on the functionality of the application. Ensuring validation and data was passed from the front end to the database. Also adding quality of life to the application such as auto complete and a search/sort function that also includes pagination. My favourite pages looks wise has to be the members and games tables as they look so professional and the functionality overall is tasteful e.g. notifications and pop ups.
Overall, I think the functionality of the web application is really good, but I definitely would like to improve the overall look of the web application. I would implement images to the front page and have an image show for each game correctly which I did try to implement but couldn’t get it to work properly. As well as that I would like to have a bit more interaction on the home page, such as carousels, links, and some more structure to the page as it feels rather bare and if I had more time, I would have definitely achieved these goals.
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Appendices

WAF: Website application firewall.
OWASP: Open web application security project.
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