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1. [bookmark: _Introduction]
Introduction

This report will provide the reader with a detailed description on Ransomware and specifically around the example of Cryptowall.  The report will provide the reader with the necessary information on how this could affect their business as well as possible preventative and recovery.

2. [bookmark: _What_is_Ransomware?]What is Ransomware?

According to F-Secure, a well respected Anti Virus provider, the definition of Ransomware is as follows:

“Ransomware is a type of harmful program that hijack control of the user's computer, device or data, then demands payment to restore normal access to the ransomed content or system”. [1] 

Since approximately 2016 the threat of ransomware has been growing steadily and consistently on a global scale [2].  All organisations are at threat of Ransomware and should take the appropriate precautions to minimise threat, risk and impact.

There are two types of Ransomware which are commonplace, these are “Locker Ransomware” and “Crypto Ransomware” [3]  For this report the focus will be on Cryptowall which is of type “Crypto Ransomware”

2.1 [bookmark: _Cryptowall]Cryptowall
Cryptowall is a Trojan Horse that will encrypt files that are located on a compromised computer and will then ask the user to pay a fee to have the files decrypted [4].  The level of encryption used is of a highly secure level and dependant on the files that are infected may prove extremely difficult to remove.
2.2 [bookmark: _Other_Ransomware]Impact
The impact of such an infection can be significant to the business or user.  The impact could be but not limited to:
2.2.1 Financial cost of paying the fee or time to recover.
2.2.2 Loss of proprietary or sensitive information.  This loss could be temporary or permanent and could also result in legislative fines.
2.2.3 If a business is infected then this could disrupt day to day operations.

2.2.4 Reputation Impact

As well as these possible impact scenarios, there is no guarantee that an attacker will release the encrypted files even if the fee is paid in full.



[bookmark: _2.3._Variations]2.3. Variations
There are other variations of Cryptowall such as Cryptodefense [4].  
[bookmark: _2.4_Infection_Methods]2.4 Infection Methods
There are many ways in which the threat could arrive which include email from malicious senders that may appear genuine, compromised or fraudulent websites plus other malware.  

3. [bookmark: _Actions_to_take]Actions to take if you have a Ransomware infection.
3.1 [bookmark: _Immediate_Aftermath]Immediate Aftermath
Action Fraud UK recommends the following [5]
	
3.1.1 Report the infection to the police who have a 24/7 helpline   
available for business, charities and organisations.

3.1.2 Sometimes it is possible to remove the infection without paying the ransom and an organisation called No More Ransom has been setup to help victims.

3.1.3 Do not pay.  There are many risks associated with paying a cyber criminal, such as you being re-targeted as you are known to pay.  The criminals could also leave a “back door” into your environment to assist them with further attacks.

Unfortunately, even though recommendations from the authorities are that you do not pay the fee, if there are no other recovery options available then it would be down to the business to make that decision but the best course to follow is prevention and having appropriate recovery options in place before an infection occurs.
3.2 [bookmark: _Recovery]Recovery
The key to any sort of recovery from a Ransomware infection or any other type of malware virus is to have appropriate (and tested) backups in place prior to the infection.
4. [bookmark: _Protecting_yourself_from]Protecting yourself from a Ransomware infection.
You can protect yourself or at the very least reduce risk of infection by following some best practice advice.  Examples such as:
4.1 [bookmark: _Anti_Virus]Anti Virus
Having an up to date and reputable Anti virus can help scan for malicious attachments and websites to prevent infection
4.2 [bookmark: _Anti_Malware]Anti Malware
Anti Malware, very much like AV can scan for malicious code and prevent infection.
4.3 [bookmark: _Intrusion_Protection]Intrusion Protection
Intrusion protection can prevent the spread of worm based malicious software from external systems.
4.4 [bookmark: _User_Education]User Education
[bookmark: _GoBack]Educate your users, this is key as prevention systems like anti virus of anti malware are reliant on pre-existing knowledge of these exploits and you could still be affected if the exploit is new enough.
[bookmark: _4.5_Patching]4.5 Patching
Many examples of malicious software are based on exploits found in existing software such as operating systems on business applications.  If you keep your systems up to date then this would reduce the risk of infection.
[bookmark: _References]
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