Creating a Network of Virtual Machines using Oracle VirtualBox and Windows Networking
The purpose of this exercise is to implement a network of three segments, creating the virtual PCs and servers, installing the operating systems, and interconnecting them with IP addressing.  This work requires the student to be able to act as systems manager, and demonstrates a small part of the work of a network manager/IT technician in establishing and maintaining a network.
VirtualBox is a type 2 hypervisor virtual machine manager, distributed currently by Oracle.  It has a number of powerful features, including the ability to run alternative operating systems to the native PC operating system on virtual machines.  It also has a (admittedly fairly limited) capability to simulate network connectivity, but it does not implement timing considerations or load calculations as an aspect of the network in the way that is usual with a dedicated network simulator (such as NetSim, or CISCO’s Packet Tracer).
Operating the virtual network as systems administrator (one of the first tasks included in the installation of the operating system is the creation of user accounts), you have a rich set of capabilities to draw on.  
Task Summary
Using the worksheet(s) provided as ‘guidance’:
1. Create several virtual PCs in VirtualBox, observing the naming convention provided in the worksheets.  Each is configured with a specific purpose, and the networking capabilities, disk size, RAM size and other parameters are chosen with this in mind.  
2. Install Windows Server 2019 on both servers, install Windows 10 or Linux (OS) on both clients.  This will be done by using a feature of VirtualBox allowing the user to point each virtual machine to an ISO image of the operating system on the hard drive (as a “virtual optical drive”).  The operating system will load automatically on first power on of a virtual PC.
3.  Configure static IP addresses manually for each PC in the network set up pages, and then verify the correctness of the configuration using the PC console command line and associated network commands (including ipconfig and ping).
4.  Investigate Utility Software programs, install basic application software. 
5.  Set up one of your servers as a primary domain controller and DNS, and then use one of the client PCs to join the domain.
6.  Create a DHCP server on your network and reconfigure the client PC to acquire its IP address automatically from the server.

The students will work progressively through the tasks and use the Windows Snipping Tool to record suitable screen shots to demonstrate the configurations and the network are working correctly.  Students should provide supporting narrative and explanation of tasks undertaken
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Figure 1:  Trial Network Configuration
The network diagram of Figure 1 above shows the topology, address conventions, connections and names to be used throughout this exercise. 

Preparation
1. Find a suitable host PC.  You will need to use the same PC throughout this practical work, and the configurations of the created virtual PCs are large (20GB virtual hard drive means basically 20GB per machine – and you will have four of these – so loading onto an USB stick is untenable if only due to time).
2. Download the required operating system ISO images (Windows Server 2019, Windows 10, Linux (e.g. Ubuntu Desktop) onto your PC.  Be careful to put them somewhere you can remember so you can find them easily from the file explorer screen during VirtualBox virtual machine set up.  These are big files, and will take a while to download.  You will need Windows Server 2019 R2 (64-bit) and Windows 10 (64-bit).
3. Practice using the Snipping Tool to capture screen shots.  Note that these can be included in Word documents using the copy and paste functions, and can be resized as other pictures in Word by dragging a corner of the image.

Open VirtualBox (click on it)
[image: ]
The VirtualBox Manager console window opens:
[image: ]
Click on New.
The “Create New Virtual Machine” window opens.  Name your virtual machine, and choose the version of windows you require from the drop down menu: We will use 2019 Server
[image: ]

Click Next.  This brings up the Memory Size window.  
Enter 4096 Mbytes as the memory size for your virtual machine.  Click “Next”
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In the Hard disk window, click on “Create”
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Leave the Hard Disk File Type as VDI, and click “Next”.
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In the Storage on physical drive window which now comes up, select “Fixed size” and click “Next”:
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Make the size of your hard drive 20GB, then click “Create”.  This may take a minute or two.  The operating system you are going to load later in this lab takes up around 6 GB.
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Congratulations!  You have created (partially) your first virtual machine, Server_1:
 [image: ]
Click on Settings
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Click on Network.  
Choose Internal Network from the “Attached to” drop down menu, and name your network PublicNet in the name box:
[image: ]
Click on the tab for Adapter 2.  Check (click on) the Enable Network Adapter button check box.  Select Internal Network from the drop down menu “Attached to”, and name your network PrivateNet1
[image: ]



Click OK.  This takes you back to the Virtual Machines menu.  
Click on “Settings” again, then on “System”.  We are enabling the right combination of processor features to work with the software we are going to install.  Select (click) the Motherboard tab.
System – Motherboard (no changes)
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System – Processor:  Select the Processor tab and turn on (check) Enable PAE/NX
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System – Acceleration:  Choose the Acceleration tab, then turn off (uncheck) Enable Nested Paging
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Click OK


Click on “Settings” again, then on “Storage”.  Click on the “Empty” drive icon, ringed in red below:
[image: ]
This brings up the Optical Drive: SATA Port 1 option in “Attributes”.  Click on the optical disk icon next to the Optical Drive name box and select “Choose Virtual Optical Disk File”.
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From the file menu, find and select the Windows 2019 server ISO image you have already downloaded.  In this example, my copy of the Windows Server 2019 ISO image was stored in the Desktop.  Click OK.
Highlight the Windows Server 2019 ISO and click “Open”
The file now appears as a virtual optical drive in the storage list:
[image: ]

Click OK, which takes you to the main VM Virtualisation Manager window.
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On the Virtual Machines main menu, double click on Server_1 to start your virtual machine.  
Windows 2019 Server will start automatically and install itself (this takes some time).  Be careful to write down your password as Administrator
Once installation is complete, configure the networking settings of your server as below.
Click Start – Control Panel, then double click Network and Sharing Center.
The click Manage Network connections
[image: ]
Right click on the Local Area Connection and choose Rename: call this connection PublicNet
[image: ]
When renamed right click on the newly named adapter and choose Properties:
Now assign an IP address by clicking on TCP/IP version 4 and properties:
[image: ]

Allocate the following IP settings:
[image: ]
Now choose OK.
Go into Control Panel – Systems and Security – Windows Firewall and turn off the firewall (Turn on/off Windows Defender Firewall.  This is not what one would usually do in the interests of security, but is necessary for certain protocols used later to test your networks connectivity.
1. In VirtualBox, go back to Settings and Network now click on the Adapter 2 tab check on enable Network Adapter and this time use the following virtual switch name PrivateNet1

Start up the server in Windows 2019 and following the previous steps, renaming this new adapter to privatenet1. Assign the following IP settings to this adapter.  Remember this adapter is the first of 2 hosts (Client1 will be the other) that are connected to the Privatenet1.
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Task 2:  Completing the Network
a).  Repeat the above steps to configure Server2, use the following settings for the network adapters remembering that you should have 2 network adapters (we will need one to connect to the 192.168.1. class C network and one to connect to the 192.168.101 network).
b).  Following this first network as your template, attempt to build the second private network on Server2 and Client2 (note that VMs can be cloned in VirtualBox, which saves time and effort – see the note at the end).  There are some vital steps to bear in mind:
· Server2 has two adapters; Client2 has one
· One adapter in Server2 should be connected to PublicNet and therefore should receive a host address on the 192.168.1 network (e.g. 192.168.1.101).
· The other adapters should be connected to form a private network between Server2 and Client2 (called PrivateNet2), so the class C network should be common (e.g. both on 192.168.101) but the ‘host’ part of the address should be unique (e.g. 192.168.101.1 for Server2 and 192.168.101.2 for Client2).
· Check all this very carefully – it can be frustrating to debug problems.
Turn off the firewalls for all the virtual PCs (found in Control Panel – Settings – Firewalls) and restart the virtual computers.   This is something we will only do in our virtual network, as it would be a security risk on a real network.  It is necessary to permit the ping command (see below) to work.
Once built, try using the ‘ping’ command to verify connectivity between hosts.  Note which virtual machines are in contact and observe why this is the case.
To do this:
Click on the Start icon, then cmd (or put cmd in the search box).  
At the command prompt, enter
ping <ip address of the machine you want to verify is connected>
For example, if you are working on Client 1 and you wish to check connectivity on PrivateNet1 network for Sever 1, you would be on the IP address: 192.168.100.2 (Client 1), so in command prompt, type:
ping 192.168.100.1
If you receive a reply, you know that PrivateNet1 is connected, now you should verify LAN connectivity for PublicNet and PrivateNet2, again ensure you document your evidence.

Observational Tasks:

Q.1).   What are the advantages/disadvantages of using a type 2 hypervisor program?


















Investigating Utility and Application Program software.
In this section, the role(s) of Application software and Utility software, within an Operating System are investigated.  An operating system, differs in the amount of functionality it can provide the user.  Applications are programs which focus on additional tasks outside of the Operating System’s ‘remit’.  
These are still vital components of a user’s interaction with the Operating system in terms of the tasks they require performed.  In many cases, it is also fair to say that application software forms the requirements of the standard user, whether it be in the form of a programming IDE such as Microsoft Visual Studio for Software/Systems Developers or Microsoft Access for a Database Designer. 

Utility software defines a role performed to help system administrators either Configure, Optimise or Maintain the Computer System.  Utility software supports the performance of the Computer Infrastructure/Architecture by providing a means for enhancing and controlling OS operations.  An operating system will typically contain a number of OOBE (Out of the Box Experience) utility programs.  These are referred to as ‘first party’ utility programs, but there may be instances where additional utilities are required for installation from ‘third party’ platforms.  Utility programs may be required to interact with applications for optimisation.

Here we investigate how to utilise utility programs such as Performance Monitor, Reliability Monitor, Computer Management and the System Configuration Utility (MSConfig). We will look at Backup in a later part of the assignment. 

We also take a look at installing a basic application software package and briefly exploring some of its features.

Utility Programs:
Performance Monitor:  
· To use it on Server:  Server Manager – Tools-Performance Monitor
· You can click on the green plus sign to add in performance counters (metrics) of interest:
· There are a number of live metrics of interest.
· We will add the following ones to monitor:  When adding in the counters if you check on the Show Description option, each counters purpose is described in more detail:

· Processor – % Processor Time – Total CPU usage percentage (This will give us information about the compute capabilities e.g. number of processors and cores and overall utilisation.
· Memory - Memory – Available MBytes – This gives us the amount of free memory we have available. Paging File – % Usage – A percentage calculation of how often data is being swapped from memory to the hard disk (where demand on memory is too high).
· Disk – here we show how to measure IOPS (Input and Output Operations per second) counters of interest
· Logical Disk – Avg. Disk Bytes/Read – Size of reads
· Logical Disk – Avg. Disk Bytes/Write – Size of writes
· Logical Disk – Avg. Disk sec/Read – Latency for reads
· Logical Disk – Avg. Disk sec/Write – Latency for writes
· Logical Disk – Disk Read Bytes/sec – Throughput for reads
· Logical Disk – Disk Write Bytes/sec – Throughput for writes
· Logical Disk – Disk Reads/sec – IOPS for reads
· Logical Disk – Disk Writes/sec – IOPS for writes

· Network Bandwidth (measures the latency for associated network interfaces - Network Interface – Bytes Total/sec – Total network in and out
The data presented by default in performance monitor can be quite messy and difficult to visualise but using methods such as Data Collector Sets it is possible to measure the data over a given period and use other utilities and application software to visualise the data.  For now though, we are only concerned with how to add these counters into the PM console.
Reliability Monitor:  This is an incredibly useful tool that is hidden underneath the Performance Monitor console.  Reliability Monitor allows us to track all of the events that have occurred during the lifespan of the computer.  We are able to ascertain (a) how reliable our system is on a 1 – 10 scale and (ii) To further investigate vulnerabilities or events that have occurred.
We can access the Reliability Monitor from the Performance monitor management console:
[image: ]
Reliability Monitor presents us with a customisable data set that we can change information for based on days or weeks.  The 1 – 10 scale is a measurement of how reliable our system has been over a set period and what events have occurred which impact upon this reliability.  Events are distinguished by low scale events (Informational – blue flag), Amber (Warnings) and Critical Events.  An event can be selected by clicking on the flag and then by exploring the Reliability details shown in the bottom half of the console window.  In some cases it is possible to ‘Check for a solution’ which can help troubleshoot and fix the errors.
[image: ]
Computer Management: (This task will need to be completed on a local workstation such as Client 1)  This is a critical utility often used as top-tier/high level control panel that lets users access the administrative tools within the Windows Operating System.  It is separated into three main major sections of interest, these are System Tools, Storage and Services and Applications.
Within System Tools it is possible to create scheduled tasks, such as system backups.  We’ll see this later in conjunction with the Backup utility.   One useful thing we are able to do is to create local users and manage their profiles.  To create a local user, click on Local Users and Groups and Right click on the Users icon – New – User.  Create yourself a new local user.  Now it is possible to add and add him/her various built in Computer groups that have various levels of permissions.  Double click Administrators and add in the user that has just been created. Verify that you can login to the client 1 machine with this account.  
In addition it is possible to view Device Manager from the System Tools, here it is possible to troubleshoot any driver software issues and download correct versions or updates.
The Storage category deals with Local Disks in the system, referred to as Logical Disks.  It is possible to view existing disks and partitions and where needed, activate and partition new disks into Volumes that be accessed by the Operating System.
Finally Services and Applications provides a console for administering the various services that the operating system is currently running.  It is possible to restart services, disable/enable and set which users should be able to run specific services from this console.

System Configuration Utility – This a useful utility which can help troubleshoot with start-up time latency within the Operating System.  If the user suspects a program is causing major delay issues upon the Windows OS starting up, it is possible to manage these start-up programs.  To access the System Configuration utility type MSCONFIG into the search bar.  You can then click on the Startup tab and click on Open Task Manager.  Here it is possible to enable or disable programs to launch on the start-up phase of Windows.   Another useful aspect of the system configuration utility is the ability to change the Boot Process of Windows. Sometimes it is required to boot into different modes of windows to troubleshoot and diagnose problems, and this is a useful means to achieve that.  To access the Boot process, type MSCONFIG into the search bar and click on the Boot tab. Note and observe the options shown.  

[image: ]

Observational Tasks.
Q.2). Why is it important to use Monitoring programs in your network, give some examples of monitoring tools.


Configuring virtual networking and Upgrading a member server to a Domain Controller
Previously, we installed Windows Server onto a new partition with NTFS. Similarly we installed a client side operating system.   

Here we first get our virtual networking configuration configured correctly to allow internal LAN connectivity between our Virtual systems.

Before we begin installing the Active Directory Service, we need to secure our login account since this account will be automatically elevated when we use it to configure a domain controller on this server.

We also need to add the Active Directory Domain Services role
· In the Server Manager window, open the Roles directory and in the Roles Summary section, click Add Roles 
· On the Before You Begin page of the Add Roles Wizard, click Next
· On the Select Server roles page, select the Active Directory Domain Services check box, and the click Next on this page and the Confirmation page
· On the Installation Progress page click Install
· On the Results page after the role is successfully added, click Close

Creating an Active Directory Domain
· Click the Search button and type in Server Manager, click on the Server Manager desktop app.
· Whilst in the Server Manager window, choose Dashboard
· Now click on Add roles and features
· At the before you begin screen ensure that you take account of the pre-requisite tasks that we have verified in task 1.  Note that we will be using a strong password for our Administrator account.  This domain admin level account is the most critical one in our network.  Without it, we cannot manage the network through Active Directory. 
· Choose Next
· At the Select Installation Type screen, choose Role or feature-based installation.
· Select our DC1-NWT and the Server Selection window, choose Next.
· In the Select server roles window, check on the radio button next to Active Directory Domain services.
· Now an additional window will be presented asking for additional required features, click on Add Features.
· After adding active directory features, click Next
· At the Select features just click Next (to accept the default options).
· The Active Directory Domain Services window gives a summary of what AD DS (Active Directory Domain Service) does, read this and choose Next.
· At the Confirm installation selections window, click on Install to install ADDS.
· Once the installation process is complete click on Close.
· Within the Server Manager, note the notifications icon at the top right corner of the window, and then click on; ‘Promote this server to a domain controller’.
· In the Deployment Configuration window choose ‘Add a new forest’, specify the Root domain name:  uwtsd.com  Click Next
· In the Domain Controller Options window, where it stats Forest functional level, ensure that Windows Server 2016 is selected.  Similarly choose the same option for Domain functional level.  (DO NOT CLICK NEXT YET)
· Specify domain controller capabilities: Domain Name Systems (DNS) server should be checked on and the Global Catalog option should also be checked on.
· Type the Directory Services Restore Mode (DSRM) password, set the following case sensitive password and Confirm password:  N3tW0rk1
· Choose Next
· Ignore the warnings presented at the DNS Options window, choose Next.
· At the Additional Options window – choose Next.
· In the Paths window, take note of the locations of the Database Folder (this is where the Database that AD uses like a ‘telephone directory’ (X.500 protocol) is installed on the system).  Also note the SYSVOL and Logfiles folders.  SYSLOG is where the global catalog (GC) for the entire domain is installed and the Logfiles keep a record of every action performed within the Active Directory.  Accept these default options, Choose Next.
· At the Review Options summary page, choose Next.
· The pre-requisites check will then be performed, and barring any errors, you are able to click Install.
· Once the installation is complete, Windows will prompt stating that the machine has successfully been configured as a domain controller.  The system should then reboot automatically.
· At the login screen, since you have now installed a network domain in our case the nwtraders domain, you will need to login to this domain using the account we created above.	
· Username:  administrator
· Password: P@ssword


· NB: An important tip to remember; ONLY Domain admins level accounts can log onto a Domain controller server.

The Active Directory Users and Computers snap in should now be available as a program from Server Manager – Tools -  Active Directory Users and Computers.  Launch this program to start creating the objects in your newly installed Network Directory Service.  

Installing Client Computers and Basic Object creation in the Active Directory
To create domain objects we must first be in the right place within the directory.  Click the domain icon (e.g. uwtsd.com) to expand it.  
Click the Computers container, to open it. Any servers or workstations that have already been added to the domain appear in the Details pane.

To add the new computer (the Windows 10 client computer) to the domain, right-click the Computers container and point at New on the shortcut menu. Now select Computer from the cascading menu. The Create New Object - (Computer) dialog box appears, as shown in the diagram below.
To specify the computer that you will add to the domain, type the name of the computer in the Computer Name box. 

Give the computer an appropriate name (e.g. Domainclient1).

The default group of users (Domain Admins) that can add a computer to the network/domain is also specified in the dialog box (you don't need to change this; it should remain Domain Admins). Click OK to add the computer to the domain.

After you close the dialog box and return to the Active Directory, you will find that the computer you added to the domain is now listed in the Details pane of the Active Directory. After a computer account has been added to the Active Directory, you can then connect the computer to the domain and allow your users to start using the computer for network access. 

Installing/Connecting client to the domain
i. Install Windows 10 on the client Virtual machine in your domain
ii. You will need to open Network and Sharing center and then find the change adapter settings link.  Right click on the adapter choose properties.
iii. Now choose the IP Version 4 settings and click properties.  Here you will need to ensure an appropriate IP address from the 192.168.100. Class C subnet is provided (e.g. 192.168.100.2.  Furthermore you will need to enter the DNS address (this is the IP address of the Domain Name Server against which you wish to authenticate this client membership). So it is important to ensure Primary DNS is set to the right IP address.
BE CAREFUL – should this be 192.168.100.1 or 192.168.1.1?  
Do not enter any parameters for Alternate DNS.
iv. To add the machine to the domain, right click on Computer (Note you will need to be logged in with an admin account).  
v. Choose Properties
vi. Then choose advanced system settings.
vii. Click on the Computer Name tab (top of the window)
viii. Click change
ix. In the domain text field type uwtsd.com (or whatever you called your domain). 
x. You will be asked to authenticate using an appropriate uwtsd domain account. This will be the administrator account you used to setup Active Directory earlier.
Observational Tasks.

Q.3). Describe the role of Active Directory Services.
Q.4). Explain the terms; Domains, Forests/Trees, Schema, Objects and Domain Controller in the context of an Active Directory.



Installing and configuring the DHCP Service

DHCP INSTALL / AUTHORISE THE DHCP SERVICE.

Please note your client needs to be connected to the domain before you begin.  Also all your VirtualBox network settings should be correctly configured (e.g. Internal network mode on client and server)

[Complete DHCP Part A and Part B from the Server Machine]

· Open up Server Manager.
· Click Add Roles and Features.
· Choose Next.
· Choose Role or feature based installation – Click Next
· At Destination Server screen just click Next to accept the default option.
· At the Select Server Roles screen, Check on DHCP Server
· Click the Add Features button.
· Click Next
· At the Select features screen, click Next
· The DHCP Server itself needs to be allocated a Static IP address, which it has been.  Choose Next
· Click Install.
· DHCP Service will now take a few moments to install. Click Close when complete
· At the Post configuration options screen choose Complete DHCP configuration.
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· Click Commit.
· Click Close.
· In Server Manager click Tools – DHCP Server

[image: ]

DHCP ACTIVATE THE SCOPE ON THE PRIVATENET2 NETWORK.

When we have installed DHCP onto our Network, the next step is to create a scope.  

A scope is a range/pool of IP addresses (held within an IP address database), that are valid to be leased/assigned to DHCP clients within a particular NETWORK.  Here we will create a scope for our Private Network.

The scope must be configured before clients can use DHCP server for dynamic TCP/IP configuration.

· Click on the Server name to expand and then Right click on IPv4 and choose New Scope
· Name the scope
[image: ]
· Choose Next
· Specify the start IP address 192.168.101.2 (Client 2 IP address).
· The End IP address will also be 192.168.101.2 (as there is only one client in our network).


[image: ]

· At the exclusions screen click Next
· At the Lease duration screen, click Next
· With Yes I want to configure these Options now selected, choose Next.
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· Specify the IP Address of Server 2 (PrivateNet2 Connection) as the IP Address of the Router.  Click Add, then click Next.
· Choose Next.
· Choose Next again
· When asked if you want to activate the Scope now, choose yes and then click Next.

Each subnet is allowed a single DHCP scope that has a single continuous range of addresses.  Specific addresses for applications (e.g. Web Servers, Print Servers) should be made exempt/excluded from the range that DHCP scope specifies (e.g. Reserved IP Addresses).





DHCP: TESTING DHCP LEASES

[Complete this task from the Windows 10 client]

· Log on to Client 2 
· Right click on Start Menu – Choose Network Connections.
· Click Ethernet.
· Choose Change Adapter Options
· Right click on the PrivateNet2 connection – Choose Properties
· Double click on Internet Protocol Version 4 (TCP/IPv4)
· Click on Obtain IP Address automatically.
· Choose Ok (a few times) to close down all network connection related windows.
· In the search bar type cmd, click on Command Prompt.
· ipconfig /release
· ipconfig /renew (to obtain an IP address from DHCP Server)
· Type: ipconfig /all

NOTE: Verify that DHCP is enabled, and that the DHCP server IP Address is the IP address of the Server we have installed DHCP and created Scopes on.
[bookmark: _GoBack]
Observational Tasks.
Q.5). Briefly, describe (you may use illustrations where appropriate), the four stages within DHCP operation. 
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