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Cloud-Based Webservices Assignment


Explains the term “cloud computing” and evaluates the benefits and
drawbacks of deploying applications to the cloud. In particular, consider the cost
implications and provide suitable examples/scenarios to support your arguments. Also
consider the reliability and scalability of these approaches and explain the importance of
these principles in cloud computing.


“Cloud computing” can be referred to the delivery of computing services over the internet (the cloud) in order to offer a faster innovation with flexible resources and economies of scale. It includes storage, servers, networking, databases, intelligence, and analytics within the cloud services that are typically used [1]. The models are essentially based on the concept of sharing demanding computing resources, information, and software over the internet. Typically, companies pay service providers for access to a virtual pool of shared resources located on remote servers. In simpler terms, cloud computing essentially uses a network like the internet to connect users at a certain cloud platform based on the request and access of the computing services. There is usually a central server which handles all the communication between the client’s devices and servers so that the exchange of data is feasible. Adding security and privacy features are two common components so that information can be stored securely and safely. 

As of recently, companies and businesses have taken a big shift towards cloud computing instead of the traditional methods of IT resources due to the benefits such as the overall cost, the speed, productivity, performance, reliability, security, and the global scale outlook.  With that being said, one of the biggest advantages of using cloud computing is the idea of only paying what features or services being used. This is highly beneficial for organisations and companies as they are able to scale faster and effectively without having to maintain the physical data centres and serves [1]. This also eliminates the burden of capital expense when buying certain hardware and software, as well as setting up and running the on-site datacentres. As cloud computing involves various aspects such as round the clock electricity for powering and cooling, racks of servers and having IT experts to oversee and manage the infrastructure, it can all add up quite quickly. Nonetheless, majority of cloud computing services provides self-service and on demand services, thus giving flexibility to businesses and capacity planning as it can be provisioned within minutes [2]. 

In terms of the flexibility, it benefits businesses and users as it allows them to customise their applications that fits to their needs as long as there is an internet connection. Furthermore, a selection of prebuilt tools and features are available to build a solution that fits to the businesses or user’s specific needs. They are able to determine the level of control including control over the service options such as SaaS, PaaS, or IaaS. The freedom of choosing which type of storage options; public, private, or hybrid can be chosen based on the security needs for securing the data [1] [2]. If private cloud storage was selected, it benefits the users as specific encryption and API keys are added to help with securing the data. As choosing cloud computing means it has cloud service providers that manages the underlying infrastructure, it benefits businesses to only focus on their priorities and application development without any distractions. Businesses are guaranteed the most up to date technology as the service providers ensure that there are regular updates for a widespread of locations [3]. 


In terms of the architecture of cloud computing, there is no definite style or type as there are various implementations that have evolved based on the cloud deployment and service needed. Essentially, there are three different ways to deploy cloud services; public cloud, private cloud, or hybrid cloud. Public clouds are operated by a third-party cloud service provider which has the responsibility of delivering computing resources such as servers and storage network resources over the internet. This benefits businesses as it gives full control and access to shared on-demand resources based on the specific requirements and goals. An example of a public cloud is Microsoft Azure, a cloud computing platform distributed around the world that provides access, management, as well as the development of applications and services [3]. The platform has over 200 products and cloud services designed, essentially having the largest portfolio in the industry. Private cloud, on the other hand, manages and uses cloud computing resources exclusively by a single business or organisation. The services and infrastructure are maintained on a private network, hence it can be located on the company’s on-site datacentre. By using a private cloud, it provides greater control over security and the overall management of data whilst simultaneously enabling internal users to benefit from the shared pool of network resources [1] [2]. Naturally, hybrid clouds refer to the combination of both public and private clouds. It is bound together by models and technology that allows data as well as applications to be shared amongst each other [1] [2]. This is beneficial for businesses as it gives them greater flexibility, vast deployment options along with the freedom of optimising existing infrastructure, security, and compliance. 

Essentially, the biggest advantage of using cloud computing instead of IT infrastructure is the overall cost benefits for both the business and employees [3] [1]. A prime example of this can be seen in United States’ cloud economy as it has tripled since the mid 2000s. Studies have shown that newer businesses that uses cloud computing have reported to be more productive and thrive more than those who still uses traditional IT infrastructure. Since the shift from IT infrastructure to cloud computing, millions of jobs in the United States have been supported and it has contributed billions to the Gross Domestic Population. Cloud computing has offered a vast number of individual businesses a multitude of financial benefits as it has been much more affordable since 2010 where cloud providers decreased the cost of it due to expansion of AWS and market competition. With cloud computing, it has a ‘pay as you go’ approach where only the system that is required and used are being paid. The cash flow aligns with the businesses’ actual operating and systems cost. In the long run, businesses save more money due to the highly scalable nature of cloud computing regardless of the evolvement of the business and customer needs [3]. Additionally, it lowers the maintenance costs as the IT workers in the company focus on aspects of running the business in terms of supporting and expanding the infrastructure instead of maintaining the server farm. A shift to cloud computing comes with less hardware maintenance. Thus, every year, energy costs are also being saved as cloud computing require less electricity to operate and the business becomes more environmentally friendly [3]. This is an important for businesses as studies have shown that customers prefer when companies prioritise reducing their environmental impact simultaneously. 





 

Node.js and Docker are technologies for building web applications that can be deployed into
the cloud. Referring to virtualisation, virtual machines, and containers, explain the
fundamental differences and driving forces behind the adoption of Docker. 


Node.js is a cross platform and open-source JavaScript server and runtime environment that ultimately runs on Windows, macOS, Linux and a variety more flavours. It is one of the most popular tools used for any type of projects. Essentially as Node.js runs the V8 JavaScript engine, which is the core of Google Chrome, it allows it to be very performant [5]. Even though the app runs in a single process that does not create any additional thread for every request, it does provide a set of primitives in the standard library. This results in the prevention of blocking the JavaScript code as Node.js are usually written using non-blocking paradigms and thus, the blocking behaviour becomes a form of normality. Additionally, when Node.js performs a list of I/O operations such as accessing the database and file system or reading from the network, it resumes all operations once the response is back instead of wasting CPU cycles that are waiting or even blocking the thread [5]. This function allows multiple concurrent connections to be handled simultaneously with a single server, thus preventing the burden of bugs and thread concurrency. Without a doubt, Node.js amplifies multiple unique advantages where it allows frontend developers to write server-side code as well as client-side code without having to learn a whole new language. 

Similarly, Docker, also an open platform used for developing, running, and shipping applications, enables management of the infrastructure similar to the applications, as well as enables separation of the applications from the infrastructure for a faster delivery of software. Docker’s methods for shipping, testing, and deploying the code quickly allows a significant reduction of delay between the running time in the production and writing code [6]. Due to docker’s platform, it allows application to be run and packaged in a loosely environment referred to the container. Container can be defined as a runnable instance of an image that can be created, started, moved, stopped, or deleted using a Docker API or CLI. By default, this isolation on top of the security enables developers to run as many as containers simultaneously on any given host. Due to the lightweight environment that the containers provide, it does contain every component that is needed to run the application. The containers can be shared easily whilst working with those working on the same container. The lifecycle of these containers allows multiple advantageous for the users such as developing the application and thus, having support multiple support containers [5] [6]. The containers essentially become the unit for distribution and testing of applications, and hence when the application is ready to deploy into the production environment, the container can remain the same or converted into an orchestrated service. No matter what the production environment is, either a local data, cloud provider or a hybrid of both, it works exactly the same regardless. 

Additionally, Docker’s container-based platform that are made for a very responsive deployment and scaling, allows highly portable workloads. These containers have the ability to be run on multiple mixture of environments such as developer’s local laptop, cloud providers and physical and virtual machines in a data centre. The high-density environment that Docker provides allows for more to be done with fewer resources [5]. Focusing more on the virtualisation and architecture of Docker, it does not use virtualisation [7]. Instead, the idea was to enable a cloud-scale architecture that is easily manageable and has super high efficiency. It uses client-server architecture where the client talkers to the Docker daemon, the host. Virtually, the daemon does the heavy lifting of running, building and distribution of the Docker containers (Figure 1). Both the client and daemon have the ability to simultaneously run the system and connect both the client to the daemon. The communication used between the two is REST API instead of a network interface [7]. To clearly defined more the Docker daemon, it listens to API requests by Docker and manages all the objects such as the images, networks volumes and containers. Based on the figure below, the docker Compose which is another form of a client, allows working with applications that contains a set of the containers [5] [7]. 
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Figure 1: Main Difference between Docker and Virtual Machines (Architecture) [9]

Essentially, as Docker does not use virtualisation, it does need a 64-bit Linux OS to run a modern enough kernel to operate properly [8]. However, when it comes to using Docker in Windows or MacOS, it does not have an operative Linux environment, hence it uses a Linux virtual machine to run the engine. There are tools that have been installed in the OS so that the management of the Docker containers are organised. 

Alternatively, virtual machine (VM) is created to perform tasks that does not affect the host environment directly as studies have shown for it to be risky. Virtual machines are more isolated compared to other systems as the software installed inside does not have the ability to temper with the host computer. Hence, to prevent this from occurring, it is highly essential to implement tasks that access virus-infected data as well as tests of operating systems. Ultimately, VMs can be defined as a computer file and software that acts as a guest or an image created within a certain computing environment such as the host [7]. Unlike Docker, VMs are highly and greatly used in server virtualisation. As a physical server can be divided into multiple isolated and unique serves, it gives the upper hand advantage for each server to run its operating system independently. Henceforth, each virtual machine provides its own virtual hardware, for example, CPUs, network interfaces, hard drives, memory, and other devices. Thus, it can be said that VMs can be broadly divided into two categories depending on their use, either a system virtual machine or a process virtual machine. System VM is a platform that allows multiple VMs to each run by itself with a copy of the operating system in order to share the physical resources of the host system. By using a hypervisor, a software layer, it provides the virtualisation technique by executing at the top layer of the operating system and hardware. On the contrary, process VM provides more of an independence within the platform environment. It is designed to hide information of the underlying hardware as well as the operating system, thus allowing the program to execute in the same manner for any given platform [7] [6].

When comparing the differences between adopting Docker or Virtual Machine, there are various significant difference between the two. The main outstanding difference is within the architecture of both platforms. As seen below in Figure 2, Docker containers can be considered to be suitable to run multiple applications simultaneously over a single OS kernel, but VMs are more needed if either the application or services run on different OS [7] [8]. Additionally, Docker containers has one single physical server that host OS, and thus shares amongst the containers in order to increase boot time and making it lighter. VMs on the other hand have the host and guest OS inside each virtual machine. The guest OS can be any form of OS such as Windows or Linux regardless of the host OS. Moreover, security and performance of both platforms play a big difference too. When using VMs, applications will need more privileges and security to run, but Docker has containers that share the host kernel [9]. Technology installed in these containers allow for access to kernel subsystems, thus with that saying, an infected application has the ability to hack the entire host system. In terms of the performance of the platforms, Docker has a faster boot time than VMs as it runs on execution engine unlike the use of hypervisor for VMs. Docker has a more complex usage mechanism whereas in VMs, the tools are easier and simpler to work with [9] [6]. It can be said that duplication a Docker container is relatively simple and easy as it does not an operating system within them. Ultimately, there is no conflict choosing between Docker or Virtual Machine as both are great complementary tools that differ in workloads and usage [9]. Docker platform has been said to be more flexible due to the effectiveness of containers, and on the contrary, virtual machines are focused on applications in the production environment. 
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Figure 2: Main Difference between Docker and Virtual Machines [7]






Evaluate the development process of producing node.js applications that can be run in Docker.


In terms of ‘Dockerising’ a Node.js web application, a Docker image is needed to be built within the application in Node.js in order to capture the container from the image. As Docker allows packaging of application within the environment itself such as the container, an image that acts as the blueprint for the container is needed. The first step of development is to create a new directory within the Node.js application so that all the files could live in the environment. An image file is needed to be created where it describes the application as well as the dependencies. A Docker image will be copied once the image file has been run, installed, and generated [10] [11]. Once this has been achieved, it will then allow for a ‘server.js’ file to be created in order to define the web application within the ‘Epress.js’ framework. By using basic Express as the directory structure for the application, it can be used as a scaffolding tool to generate the basic files on top of the directory structure. This step allows for multiple number of files to be created in the directory such as bin and routes directories [12]. Once this has been established, routes are created so that each HTTP request can be handled, and the information are configured into a database so that the date can be stored.

 The next steps are focused on running the application inside a Docker container by using the official Docker image so that during the testing stage, a map of Docker inside the container can be tested. One of the biggest benefits of creating Dockerfiles is the building instructions that comes with it when a container image is built. When a command is executed, it acts like a git commit like action where it takes the current image created and execute commands with it. Thus, this step allows a new image being created with more defined and committed changes [12]. This step is crucial for the user as it allows understanding on ways to speed up the container that is being built. Naturally, as the application is using the Docker platform, it caches files within the incremental builds, and allows for the user to build better steps further ahead. Subsequently, when running the container locally, two things are needed such as building the container and running it. The containers get their own network stack; hence the database will be located in a different host. Although all the containers are running on the same machine, each of the container has its own local host and thus, the application will unsuccessfully fail to connect. In order to prevent this from happening, using Docker network commands, and relying on Docker Compose will manage the container’s network details. One of many benefits of using Docker Compose is how it can manage multiple container applications at once. It has the ability to either start and stop multiple containers in the sequence, set certain environment variables, build, or download any container images that are required, as well as connect the containers using a virtual network. It can be said that by developing a Node.js application within a Docker, it brings multiple potential benefits such as having a lightweight footprint with minimal overheard, rapid application deployment, a simplified method for maintenance as well as having portability across machines and version control [12]. 




















Video link: https://youtu.be/IINRcZWDd_s
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