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i. 
ii. Abstract	Comment by Campbell, Carlene: 
This is a report and you are required to write in an appropriate formal construct and not just list things as bullet points. Aim to write using well structured, coherent and fluent sentences and paragraphs organised into appropriate sections.	Comment by Campbell, Carlene: 
It is a basic abstract. It lets the reader know what the assignment is about.   But this should be the last thing you write after completing an assignment or a project recapping key outcomes.
This assignment is cover a simulation for a University focussing on the security aspects and how it can be implemented, not all the security solutions discussed are implemented in the simulation. The second half of the assignment will go over the severity issues regarding cloud-based applications, this largely covers data security and breaching but also covers the different cloud platform types and security issues with each of them.
iii. Introduction	Comment by Campbell, Carlene: 
Some details research background to the project would be good and make it more substantiated. 
This assignment is going to cover a simulation of a university focusing on the security issues that have been addressed in the simulation. Not all the discussed security features have been configured in thee model but will be discussed as best practice to use them and why they should be used. The other half of the assignment is going to be a research topic on cloud computing security issues.
iv. University Simulation	Comment by Campbell, Carlene: 
This section need more effort.  The terms, resources or devices used need to be discussed, stating why those were chosen or used.  The writing need structuring improvement and should be written to show the experiment has been done and not going to be done.
This section is going to cover the university simulation created to demonstrate security solutions that can be implemented, both physical and network based. Figure 1 shows the routers, the firewall and the core and distribution switches. The main purpose of the core and distribution switches is in case anything goes down there’s still a path out of the network, the main security comes on the fire wall before the router. In the simulation the firewall is not configured fully, however the firewall is where all the main packet filters and access control lists will be held to prevent any attacks or virus making their way into the network. The connection between the two routers is encrypted to prevent anyone from reading the data being sent between them. The routers will also have some access control lists as extra security in case some of the incoming attacks or virus can be filtered out there before making it to the firewall. The network will also have separate vlans for the staff, students, guest Wi-Fi and for the IoT devices however the author could not get the vlans to work correctly and they broke the devices that were on the network.	Comment by Campbell, Carlene: 
Say what these are.  You are giving an account of what you have done not what your are going to do.
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Figure 1: Core and distribution switches
firewall and routers
To allow for remote access to the University system a VPN tunnel would be established between the remote network and the University network. Unfortunately, when trying to configure the VPN tunnel the author could not get it working in packet tracer so a box has been placed between the two routers that the VPN tunnel would be created. Using this would allow for secure encrypted traffic between the remote system and the university system.

Next the author is going to cover the physical security in each of the rooms, figures 2 and 3 show the server room and the RFID reader on the door and the security camera inside the room. Starting with the RFID reader and card, when creating this in packet tracer the card has a default ID of 1001, so when connecting the RFID reader to the registration server the condition around opening the door uses that number as the value to check. As shown in figure 2 when the card is placed on top of the reader the door lock turns green to signal that it is open.	Comment by Campbell, Carlene: 
What's the purpose of this? Why did you it?
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Figure 2 RFID lick open

When taking the RFID card away from the reader or using a card that does not have the value of 1001 will cause the lock to turn red signalling that the door is locked.
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Figure 3 RFID lock closed
The next section of the University design the author will discuss is the smart car park. There are not many IoT devices in the simulation on packet tracer however the trip sensor will be in every parking space and the webcam will be in multiple locations. The simulation uses a trip sensor to represent the parking space however in the real world a pressure sensor underneath the tarmac would work better than a trip sensor for knowing when a parking space is full. Holding alt and moving the mouse over the trip sensor will cause it to go off and a red light to appear signalling that something has broken the laser. The webcam is always on to monitor what goes on in the car park, the output from the webcams is then displayed on the IoT server as shown in figure 5.
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Figure 4: Smart Car Park
The street lamp that is wirelessly connected to the IoT server is a self-contained unit that monitors the light level in the environment and will brighten and dim itself to light up the car park.
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Figure 5: Webcam view
The picture that shows in the view on the registration server is a simple animation to show that the camera is reporting to the IoT server correctly.

The next section the author will discuss is the smart garden. The aim is to have the smart garden watering system fully automated so that either when the humidity drops on dry days or on a timer a sprinkler system will turn on to water the plants. A temperature monitor will also be installed in the garden especially in any greenhouses to monitor the temperature in case it gets too hot for some plants to grow.
There will also be a solar panel and a small wind turbine in the garden generating electricity that will be installed in the garden. The battery will be used as backup power to the servers in case the main power system fails the battery will keep it running for a while until it gets fixed.
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Figure 6: Smart Garden
The final room that the author is going to go over is the lab, the author only created one lab since all the labs will include the same IoT devices. Each lab will be fitted with a smoke detector, a fire sprinkler, motion sensor and a camera. Since the devices are IoT compatible they can be monitored and controlled from the IoT server. For example, when the motion detector reads movement the light and the camera will turn on.
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Figure 7: Lab 01

The IoT server that all the devices are connected to can be accessed from anywhere on the University network through a web page. When typing in the address 192.168.0.2 the simulation will load this page after logging in the user can monitor and control the IoT devices form anywhere.
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Figure 8: IoT server login and monitoring page 

v. BYOT policy
This section is going to briefly cover a BYOT policy that could be implemented into the University. BYOT policies can be very simple or complex depending on the sector that the policy is being placed in, for example having a BYOT policy in a bank would be different than in a University since a bank can have a lot of sensitive information that the bank would not want saved onto the device since it could be hacked, and customers personal information could be leaked.
For a University the BYOT policy will be different depending on which section of the University the user is in, for example the finance department will have stricter rules on what can be saved on the device than a what can be saved on a device owned by a lecturer.
A simple way to implement this is by attaching the BYOT policy to different vlans. This allows the network administrator to easily manage the data that the staff or students can access. 
vi. Cloud Computing Security Issues	Comment by Campbell, Carlene: 
This area lack referencing, no actual analysis or critique or even cross-reference with your practical experiment.  Very generically done, need to demonstrate more knowledge and understanding.
Cloud computing can be used for various applications, it can be used as a storage service such as drop box or Google drive, cloud computing can also be used to deliver software to a userbase without requiring the user to download and install the software such as Office 365 and Google docs. Lastly cloud computing can also be used to lease servers out to websites that need the extra server speed or to scientists that need fast servers to process information. These are known as Software as a service (SaaS), Platform as a service (PaaS) and infrastructure as a service (IaaS) [1].

Services like Amazons virtual servers are an IaaS cloud platform and only provide basic security by themselves. Higher security that will be used on this cloud platform will be installed by the current owner of the server space. PaaS offers full development tools that will help users create cloud programs without having to have full knowledge of how cloud platforms operate, PaaS cloud systems have higher security from the start. Finally, SaaS uses web-based encryption such as extendable markup language encryption or secure socket layer encryption to keep the users’ data safe. This would be used on websites like Facebook.

Cloud services can also be categorised into 4 groups they are a public cloud, a private cloud, a community cloud and a hybrid cloud [2]. Starting with public cloud, public clouds are accessed by a lot of people every day and are also used as storage for small businesses, the customer on a public cloud usually does not know where the data is being stores measures are taken that only the respective user can access their information. Public clouds are more vulnerable to attacks than the other clouds since it is open on the internet it can be easily attacked so having intrusion detection and/or prevention methods in place is very important.

Private clouds are usually clouds set up by larger business, so they can access their data at any time, they are typically very secure since the business that installs them us will take security considerations into account when designing and implementing the system. However, private clouds are still vulnerable to attacks and it can lead to a business network being compromised depending on where the private cloud is placed.

Community clouds usually have a shared operating environment which means that the data on it is available to be viewed by everyone in the community, this poses a security risk since the information is open to everyone that is a part of the cloud. Finally, Hybrid clouds, these are part public cloud and part private cloud, this suggests that the data is present both internally and externally. A hybrid cloud will also have the increased security of a private cloud while also being open to the public.

There are a lot of security issues in cloud computing, most of the issues surround the data being stored on them. One of the main issues is confidentiality, this needs to be the highest priority since the data being stores in on the internet if a hacker gains access to the servers that hare hosting the cloud platform they can ready anyone’s data they want to. Data integrity and availability are also large issues since with data integrity you would want the data you upload to the cloud to be the same a week or a month later, as for data availability this requires the people hosting the cloud platform to take great care in planning for any possible failure in the system from simple power failure to more dangerous natural disasters depending on where the servers are placed. They would also need to take in network attacks such as DDoS attacks that could take the system down. Two more major security risks are data break and account or traffic hijacking. Data breach is a very serious issue in places that specialise in storing data since they could have a lot of very sensitive information stores on their servers that can be very dangerous if it gets out, traffic hijacking is also a problem since the cloud platform could end up sending the data or web page viewer for the system to the wrong person[3].
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]More research could be done for the research informed area.   Referencing convention used. (Grade mark: 53.33%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]8

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]The report did not demonstrate the level of Knowledge & understanding expected for this report.  See more feedback comments with your report.  (Grade mark: 53.33%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]8

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA][bookmark: _GoBack]This area lack referencing, no actual analysis or critique or even cross-reference with your practical experiment.  Very generically done, need to demonstrate more knowledge and understanding. The implementation discussion has not shown any relation to the research informed literature; could do some cross referencing. No conclusion and future recommendation was done. (Grade mark: 53.33%)
	[bookmark: totalANA]30
	[bookmark: markANA]16

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]This design whilst basic does lack in the fundamental area of security in that a laptop can be consoled into any of the layer 2 / 3 switches and any of the ports. It is necessary to shutdown unused ports and prevent access to the console ports as a minimum when considering the implementation. (Grade mark: 43.33%)
	[bookmark: totalPAD]30
	[bookmark: markPAD]13

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Work need formatting to look more presentable.  Some areas could be re-written to read better. (Grade mark: 50.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]5

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]50%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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