Operating System Assignment


There are many different key and common functions within a modern operating system that are used daily. An operating system is simply there to make things easier between the user and the computer’s hardware. One of the main and most important functions is the security management. Without having any security on an operating system it would make it incredibly easy for hackers to gain access into systems and this is why its essential. There are 2 different types of security and one is called internal security and the other is called external security.
Another key function of an OS is processing and memory management. For example, the OS will control the amount of memory that is allocated to different programs and apps. This is incredibly helpful as usually the user is running multiple programs at once which means memory management is key. Once a program is opened and loaded into the memory, it will become a process which is running in the memory.
Furthermore, the OS provides all of the users hardware with device drivers which enables them all to communicate with each other and to communicate with the OS. Without device drivers the system wouldn’t be able to function. The hardware devices include a graphics card, central processing unit, networking cards and much more. The device drivers also must be updated regularly to ensure the best communication possible with one another. In addition to this, there is also device management which handles the input, processing and output of devices. An example of this would be a keyboard, mouse or even a touch screen device. Any actions that you input on a keyboard will appear on the computer due to the OS management. Without this, anything that you would type in wouldn’t appear on the computer.
The last function in an operating system is file directories. A file directory is simply a group of files which are combined, and this is known as a directory. This directory holds information about the files such as the size of them and what time they were created. Due to the OS, the software takes care of everything related to files and how they are managed. Furthermore, a directory will organise, store and even separate files on a computer.
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Description automatically generated]
I started off by using this commands which enables me to see all of the drives that my machine contains. 
[image: Graphical user interface, text

Description automatically generated with medium confidence]
This is the result of the first command. As I only have one drive in my machine it shows that there is only one drive. In addition, I can see the amount of storage that I have used and the amount that I have remaining.
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This is the second command which I used and this is to scan for any malware that might be on my machine. I Selected a scan type of quick scan which simply means that it’s the quickest scan available.
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Description automatically generated with medium confidence]
After I entered the command, my machine started to scan for any malware and there was none on my machine.
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This command simply lists every file and folder within the directory.
[image: Table

Description automatically generated with medium confidence]
This is the result of the command and as can be seen it has printed out everything which is in the directory.
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This command displays a list of all the process running on the machine.
[image: A picture containing table

Description automatically generated]
This was displayed after I entered the command. As can be seen, there are lots of process running on the machine.
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This command displays all of the services which are running on the machine.
[image: Graphical user interface

Description automatically generated]
Here’s a list of some of the services which are running on my machine.
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This command shows all of the dirvers within windows.
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Description automatically generated]
Here’s the result of all my drivers within windows.
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This command simply displays the current date and time.
[image: ]
Here’s the results from the command.
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This command simply shows a list of commands which can be used in PowerShell
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Description automatically generated]
Here’s the result of the command.
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This command is used for getting a real time performance counter data form the performance monitoring instrument.
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Description automatically generated]
Here are the results from the command.

[image: ]
This command shows the history of the commands which were entered in the current session
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Description automatically generated]
Here are the results from the command.
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Description automatically generated]
Here are a couple of basic commands. These commands output my name and the current date and time. These are basic commands which can be used to gain information quickly and easily
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Description automatically generated]
This time I used the command called “clear” and this simply clears everything within the terminal.

[image: Text

Description automatically generated]

Here are the results after the command was entered and as can be seen everything has been removed from the terminal.
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This command simply prints out the address of the current directory.
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These are the results 
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This command allows the user to create a new directory
[image: ]
This is the result and as can be seen the new directory has been created. I can now make any changes and additions to this directory using more commands.
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I entered this command which allows me to view the history of everything I have typed into the terminal 
[image: Text

Description automatically generated with medium confidence]
Here are the results which were displayed after I entered the command. As can be seen the history of everything that I have entered into the terminal has shown up.
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The start of the command is there to create a file. However the user is able to put help at the end of each word to receive help for that specific command
[image: A black screen with white text

Description automatically generated with low confidence]
Here’s the result of the command.
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This command allows the user to create an empty file within Linux cli.
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This command allows the user to copy files and directories.
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The mv command allows the user to simply move and renames different files and directories.
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This command allows the user to print out any contents of a file.
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Description automatically generated]
The script which is run above will try and delete the “myfile.txt.” file but if it fails then an error message will be printed out stating “Error deleting file”. This can be used in many different tasks.
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This is another command which is a key feature within windows OS as this command will pint the Ip address and then a reply will be given if the host Is reachable.
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This is the result of the command which shows the statistics for the ping and it also shows the amount of packets sent and the amount that have been received.
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Description automatically generated]
This command allows the user to retrieve data whenever needed. As can be seen the name has been set to John. Also you are able to set a variable into a specific value which your then able to use throughout the entire script.

[image: A picture containing graphical user interface

Description automatically generated]
Batch Scripting supports functions. This command allows the user to combine a set of commands together. These commands can be called once the user needs them.
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Description automatically generated]
Batch scripting allows the user to pass a command line argument though and into your script.  Your able to use the command line arguments to personally customize how your script behaves. 

[image: Text

Description automatically generated]
Due to batch scripting, your able to make changes to input and outputs whether its to or from your files. Using this command your able to output data to a file or get an output from one command and into another.
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This command is a key features within PowerShell as this simply displays every command that is installed on your system. To make the search more specific, you can type in “-Name G*” which will only display all of the commands that begin with the letter “G”.
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Description automatically generated]
Here are the results from the command which shows everything that I have installed on my machine.
Within Batch you as a user have many different options that you can do. As an example, your able to create functions and with these functions your able to call upon them at any time using a few simple commands. In addition, your also able to create if statements. This is good because if an expression it isn’t true then the if part of the code won’t be executed.
Furthermore, within batch you can write statement examples that are simply used for statements. These statements wont change and will be set to what the user has chosen. In addition, your able to use different types of loops ranging from while loops, for loops and for each loops.
[image: A picture containing diagram

Description automatically generated]
Here’s an example of an IF statement being used to determine whether the “name” is correct or not.





Underneath is proof of me engaging with one of the online certified courses using PowerShell. I Spent roughly 30 minutes on this to gain an understanding of the features and commands within PowerShell. In addition to this, I done a couple of exercises to get my self familiar with PowerShell. Overall, this course helped me a lot at the start and it explained things well and clearly.
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Description automatically generated]
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Description automatically generated]
[image: Graphical user interface, text, application

Description automatically generated]

In conclusion, I now know how PowerShell works and in addition I understand what batch and bash is. Before this course I had a very slim understanding of these terms however now I fully know. Moreover, I have now run many different commands which I am now used to and I will definitely be using some of them in different tasks and assignments in the future.
From the assignment I also have a good understanding of modern operational systems and what they actually do. Before this I never knew that the operational system is so crucial for computers and without this nothing much would be possible. For example, the operating system controls everything in the background of the computer and it connects up all of your hardware and software together.
To further add, before this I have never done anything Linux based and now I’ve got a basic understanding of some features of Linux commands and scripts. I now understand that Linux is incredible common to be used in servers for the top companies as it has many features that are useful. For the assignment i used the software called Ubuntu which I believe was pretty simple and easy to use. I didn’t experience many difficulties with this software, and it run smoothly.
One problem that I encountered was with using PowerShell. When I first started using this, I had difficulties of understanding how the software works and operates however I now know a lot more about this and I’ve learnt many things from the course which I looked at .
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Ips C:\WINDOWS\system32> Start-MPScan -ScanType Quickscan
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Start-WPScan -ScanType Quickscan
/1 completed
r
Microsoft Defender Antivirus is scanning your device
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WINDOWS\system32> Get-ChildItem
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JPs c:\umoous\system32> Get-process
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JPs C:\WINDOWS\system32> Get-service
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PS C:\WINDOWS\system32> Get-WindowsDriver -Online -All
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s C:\WINDOWS\system32> Get-date
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- \WINDOWS\system32> get-command




image16.png
Name Source
Add-AppPackage 2.6.1.6  Appx
Add-AppPackageVolune 2.6.1.6  Appx
Add-AppProvisionedPackage 3.6 Dism
Add-ProvisionedAppPackage 3.6 Dism
Add-ProvisionedappxPackage 3.6 Dism
Add-ProvisioningPackage 3.6 Provisioning
Add-TrustedProvisioningCertificate e Provisioning
Apply-WindowsUnattend e Dism
Disable-PhysicalDiskIndication 2.6.6.6  Storage
Disable-StorageDiagnosticLog 2.0.0.0  Storage

Dismount -AppPackageVolune 2.6.1.6  Appx
Enable-PhysicalbiskIndication 2.6.6.6  Storage
Enable-StorageDiagnosticlog 2.0.0.0  Storage

Flush-Volume 2.6.6.6  Storage
Get-AppPackage 2.6.1.6  Appx
Get-AppPackageDeaultVolune 2.6.1.6  Appx
Get-AppPackageLasterror 2.6.1.6  Appx
Get-AppPackagelog 2.0.1.0  Appx
Get-AppPackageManifest 2.6.1.6  Appx
Get-AppPackageVolune 2.6.1.6  Appx
Get-AppProvisionedPackage 3.0 Dism

Get-DiskSNV 2.6.6.6  Storage

Get-Language 1o LanguagePackManagement
Get-PhysicalDisksiV 2.6.6.6  Storage
Get-PreferredLanguage 1o LanguagePackManagement
Get-ProvisionedAppPackage 3.6 Dism
Get-ProvisionedappxPackage 3.6 Dism
Get-StorageEnclosuresv 2.6.6.6  Storage
Get-SystenLanguage 1o LanguagePackManagement
Initialize-Volume 2.6.6.6  Storage

Mount -AppPackageVolune 2.6.1.6  Appx

Move-AppPackage 2.6.1.6  Appx

Move-SmbClient. 2.0.0.0  Smbiiitness
Optimize-AppProvisionedPackages 3.6 Dism
Optimize-ProvisionedAppPackages 3.6 Dism
Optimize-ProvisionedAppxPackages 3.6 Dism

Remove-AppPackage 2.6.1.6  Appx
Remove-AppPackageVolune 2.6.1.6  Appx
Remove-AppProvisionedPackage 3.6 Dism
Remove-EtuTraceSession 1.6.6.6  EventTracinghanagement




image17.png
°S C:\WINDOWS\system32> Get-counter
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JPs c:vimnoous\system32> Get-history
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joskae@DESKTOP-MB6TI9N:~$ whoami
joskae

oskae@DESKTOP-HB6TOON: ~$ date
Ithu Apr 6 13:45:50 BST 2023
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joskae@DESKTOP-MB6TI9N:~$ date
[Thu Apr 6 13:45:50 BST 2023
oskae@DESKTOP-HBETOON: ~§ cal

jcommand “cal® not found, but can be installed with:
sudo apt install ncal

oskae@DESKTOP-HBETOON: ~§ clear
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oskae@DESKTOP-HBETOON :~$
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~$ pud




image25.png
|/ home/oskae
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05kae@ESKTOP-MBETOON: ~$ cd testdir




image27.png
oskae@DESKTOP-MBETOON : ~/testdirs
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Joskae@DESKTOP

6T90N:~/testdir$ history
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Joskae@DESKTOP-MBETION :~$ mkdir





image31.png
sage: mkdir [OPTION]... DIRECTORY...
reate the DIRECTORY(ies), if they do not already exist.

iandatory arguments to long options are mandatory for short options too.

-m, set file mode (as in chmod), not a=rux - umask
-p, no error if existing, make parent directories as needed
v, print a message for each created directory

-z set SELinux security context of each created directory
to the default type
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coreutils online help: <https://www.gnu.org/softuare/coreutils/>
IReport any translation bugs to <https://translationproject.org/tean/>
Full documentation <https://uwu.gnu.org/softuare/coreutils/mkdir>

: info *(coreutils) mkdir invocation®
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05kae@DESKTOP-HBTO0N:~$ touch
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loskae@DESKTOP-MBETION
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Iiskae@DESKTOPrMESTQQN:-As cat
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DEL myfile.txt
IF ERRORLEVEL 1 (
ECHO "Error deleting File
EXIT /B 1
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P C:\WINDOKS\systen32> ping 192.168.1.1
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ping statistics for 192.168.1.
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
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set name=John
echo Hello, nameX!




image40.png
thello
echo Hello, world!
exit /b
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for i in (*.txt) do (
echo Renaming %%i to newXXi
ren "XXi" "newkXi"
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echo The first argument is %1

echo The second argument is %2
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s c:\imoous\systensz> Get-conmand
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#! /bin/bash
echo "What is your name?"
read name

if [ $name 1; then

B
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Features

PowerShell shares some features with traditional shells:

in help system: Most shells have some kind of help system, in which you can learn more about a command. For

* Buil
example, you can learn what the command does and what parameters it supports. The help system in PowerShell

provides information about commands and also integrates with online help articles.
o Pipeline: Traditional shells use a pipeline to run many commands sequentially. The output of one command is the
input for the next command. PowerShell implements this concept like traditional shells, but it differs because it
operates on objects over text. You'll learn more about this feature later in this module.
o Aliases: Aliases are alternate names that can be used to run commands. PowerShell supports the use of common
aliases such as cls (clear the screen) and 1s (list the files). Therefore, new users can use their knowledge of other

frameworks and don't necessarily have to remember the PowerShell name for familiar commands.
PowerShell differs from a traditional command-line shell in a few ways:

o It operates on objects over text. In a command-line shell, you have to run scripts whose output and input might
differ, so you end up spending time formatting the output and extracting the data you need. By contrast, in

PowerShell you use objects as input and output. That means you spend less time formatting and extracting.

* It has cmdlets. Commands in PowerShell are called cmdlets (pronounced commandlets). Unlike many other shell
environments, in PowerShell cmdlets are built on a common runtime rather than separate executables. This

characteristic provides a consistent experience in parameter parsing and pipeline behavior.

Cmdlets typically take object input and return objects. The core cmlets in PowerShell are built in .NET Core, and are
open source. You can extend PowerShell by using more cmlets, scripts, and functions from the community and
other sources, or you can build your own cmdlets in .NET Core or PowerShell.

o It has many types of commands. Commands in PowerShell can be native executables, cmdlets, functions, scripts, or
aliases. Every command you run belongs to one of these types. The words command and cmdlet are often used

interchangeably, because a cmdlet is a type of command.
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Azure Cloud shell

Exercise - Run your first PowerShell

not be charged. The sandbox may only be used to complete training on Microsoft Learn. Use for any other reason is
commands prohibited, and may result in pernanent loss of access to the sandbox.

This module requires a sandbox to complete. A sandbox gives you access to Azure resources. Your Azure subscription will

1 minute Microsoft provides this lab experience and related content for educational purposes. All presented information is ouned

by Microsoft and intended solely for learning about the covered products and services in this Microsoft Learn module.
This module requires a sandbox to complete. A sandbox gives you access to free resources. Your personal

subscription will not be charged. The sandbox may only be used to complete training on Microsoft Learn. Use for

any other reason s prohibited, and may result in permanent loss of access to the sandbox.

Microsoft provides this lab experience and related content for educational purposes. All presented information is

owned by Microsoft and intended solely for leaming about the covered products and services in this Microsoft
Learn module.

to activate sandbox
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Locate commands by using Get-Command

When you run the Get-Conmand cmdlet in Cloud Shell, you get a list of every command that's installed in PowerShell.
Because thousands of commands are installed, you need a way to filter the response so you can quickly locate the

command that you need.

To filter the list, keep in mind the verb-noun naming standard for cmdlets. For example, in the Get-Random command, Get
is the verb and Randon is the noun. Use flags to target either the verb or the noun in the command you want. The flag you
specify expects a value that's a string. You can add pattern-matching characters to that string to ensure you express that,
for example, a flag’s value should start or end with a certain string.

These examples show how to use flags to filter a command list:

o -Noun: The -oun flag targets the part of the command name that's related to the noun. That is, it targets

everything after the hyphen (-). Here's a typical search for a command name:

powershell ™ copy

Get-Command -Noun a-noun*

This command searches for all cmdlets whose noun part starts with 2-noun.

o -Verb: The -Verb flag targets the part of the command name that's related to the verb. You can combine the -foun

flag and the -Verb flag to create an even more detailed search query and type. Here's an example:

powershell ™ copy

Get-Command -Verb Get -Noun a-noun*

Now you've narrowed the search to specify that the verb part needs to match Get, and the noun part needs to

match a-noun.




