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Use Packet Tracer to create the given  Topology.
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1. Assign and configure IP address as per the Topology design. Manually configure the IP addresses no need to make R2 a DHCP Server.
2. Configure OSPF and make sure that Devices can Ping each other.
3. Save the Topology using the Name ENSA_1
4. Make 2 copies of the Topology and name them ENSA_2 and ENSA_3  

For the following Tasks use the Topology ENSA_1

Use  Standard  Numbered/Named ACLs
Scenario 1
5. In Lan A , PC 1 is to be the only device to be allowed to have access to the printer otherwise the rest of the devices in Lan A must be denied access to the printer. It is also a requirement that all the PCs in Lan B should be allowed access to the printer.  Configure an ACL on an appropriate Router  and interface. Consider packets flowing from Lan A and Lan B towards Lan D where the printer is located.
 Test Your configurations you should get the below results, If NOT troubleshoot your Topology.
6.Do the following pings :   
Ping printer from PC1 ---------success
Ping printer from PC2…………….fail
Ping printer from PC3……………success
Ping printer from Server 1……..is it going to be a success or failure??…..Explain the result  found.

7. Scenario 2  
I. Permit packets from Sever 1 going to hosts in Lan A
II. Deny packets from Server 1 going to hosts in Lan B
III. Permit packets from Server 2 going to hosts in Lan B
IV. Deny packets from server 2 going to hosts in Lan A
NB: Make sure Hosts from Lan A and Hosts Lan B can communicate with each other without any restrictions.

8. Test Your configurations you should get the below results, If NOT troubleshoot your Topology.
Do the following pings: 
Ping PC1 from server 1 ---------success
Ping PC1 from server 2…………….fail
Ping PC3 from Server 1……………fail
Ping PC3 from Server 2……………….success
9. Repeat Tasks(Pings)  on No. 6 and check whether  you are still getting the same expected results .  If you are getting the same results then you are a geneius  you deserve a celebration…….If you are no longer getting the same results then you need to modify your ACLs in scenario 2 up an until scenario 1 produces expected results….
9a Configure VTY restriction so that only PC1 can telnet the router ( R1) department.













For the following Tasks use the Topology ENSA_2
 Modify ENSA_2 so that it resembles the below Topology
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Use  Extended Numbered/Named ACLs

Scenario 3
10. Lets assume the use of IP protocol in this scenario.
 In Lan A , PC 1 is to be the only device  to be allowed to have access to the printer in LAN D but PC1 should not be allowed to communicate with any other device in LAN D. Other devices in Lan A can communicate with all the other devices except the printer.  PCs  in Lan B should not be allowed to communicate with other Lans except for Lan A .
11. Test Your configurations you should get the below results, If NOT troubleshoot your Topology.
Do the following pings :   
Ping printer from PC1 ---------success
Ping PC5 from  PC1…………………….fail
Ping printer from PC2…………….fail
Ping PC 5 from PC2……………….success
Ping PC1 from  PC3……………success
Ping PC 5 from PC3……………fail
Ping Server1  from  PC 3……………..fail 



For the following Tasks use the Topology ENSA_3
 Modify ENSA_3 so that it resembles the below Topology. Determine if there is need to Configure OSPF.

[image: Graphical user interface

Description automatically generated]

[bookmark: _Toc43565858]NAT for IPV4

 Scenario 4  
In this scenario configure Static NAT and Dynamic NAT with a pool of (2 IP addresses_
As a network  Engineer  you are to configurer Router 1 to provide  internet access to PCs  in LAN A. In addition your Web Server should be accessed by  people from outside your private network. The ISP provided your company with public IP addresses 209.165.200.16 /29. The company needs at most two PCs in Lan A to access the internet at the same time. NB for static NAT use 209.165.200.19 as the public IP address. For Dynamic NAT use a pool of two IP addresses.

Test Your configurations you should get the below results, If NOT troubleshoot your Topology.
Ping 209.165.200.19 from PC0 with success 
Ping (www.cisco.com) Server from PC1, PC2,PC3,PC4  (only 2 PCs will be Successful because our pool has 2 IP addresses only.
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