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[bookmark: _Toc223410108]Research Report
[bookmark: _Toc223410109]Hypervisors
Hypervisors are the management and monitoring tool for virtual machines (VM). They distribute resources and manage I/O between the VM and the hardware (or host Operating System ‘OS’). This functionality helps prevent multiple VMs trying to access the exact same hardware resources at the same time [1, pp. 18-33] [2, pp. 595-597] [3, pp. 165-168].
[bookmark: _Toc223410110]Hypervisors Type1 & Type 2
Type 1 hypervisors are layered directly onto the hardware (see figure 1). This allows for them to allocate resources faster, respond to I/O requests more efficiently, and improves security and stability by removing the additional OS layer. If one VM crashes or is corrupted the other VMs on the type 1 hypervisor will continue to work [1, pp. 18-33] [2, pp. 595-597] [3, pp. 165-168].
Type 2 hypervisors are layered onto the OS (see figure 2). The type 2 hypervisor is required to communicate resource or I/O requests through the OS which in turn requests it from the hardware. If the host OS crashes or is corrupted, all the VMs running on the type 2 hypervisor will also fail [1, pp. 18-33] [2, pp. 595-597] [3, pp. 165-168].
Figure 1: Type 1 Hypervisor [1, p. 22] 				Figure 2: Type 2 Hypervisor [1, p. 23]
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Choice of Hypervisor
For the lab work topology, the type 2 hypervisor will be the better choice. Taking into consideration the facilities available in the lab, it is preferred to use the type 2 since it functions on top of the OS layer, much like any other application. The benefits of the Type 1 (which I would recommend for the NOSS2026 corporation, to secure and stabilise their network services in isolation) will not be of much benefit in the lab.


[bookmark: _Toc223410112]IP Addressing
A simplified explanation of Internet Protocol (IP) addresses is that they uniquely identify both a host device and the network to which it is connected, often compared to the address written on an envelope when sending mail (See figure 3). The IP addresses of both the sender and recipient are included in the header of a data packet ready for routing [4, pp. 3-7].
Figure 3: The postal service comparison [4, pp. 4-5]
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[bookmark: _Toc223410113]IPv4 Addressing
IPv4 addresses are 32-bit numbers divided into four octets (0–255), split into a network portion identifying the network and a host portion identifying devices. A subnet mask defines these portions, for example, 192.168.0.1 with 255.255.255.0 (/24) assigns 192.168.0 to the network and .1 to the host, allowing 254 devices. Subnetting can further divide the host portion into smaller networks for easier internal management.[4, pp. 3-50].
Figure 4: Splitting of the IPv4 Address [4, p. 36]
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[bookmark: _Toc223410114]IPv6 Addressing
IPv6 uses 128-bit addresses, written as eight groups of four hexadecimal digits separated by colons. It provides a vastly larger address space, supports virtually unlimited subnets, simplifies routing, and enables long-term Internet scalability [4, pp. 3-50].
[bookmark: _Toc223410115]Internet Scalability
At 4.3 billion addresses it was assumed that IPv4 was sufficient. Yet with more home computers, business servers, phones, and the internet of things (IoT) the number of devices has vastly increased.
Solutions:
· Classless Inter-Domain Routing (CIDR)
Enables flexible, classless allocation of addresses and reduces routing table size.
· Network Address Translation
Allows multiple private devices to share a single public IPv4 address, extending the usable address space.
· IPv6
Utilises 128-bit addresses, eliminating IPv4 limitations, providing virtually unlimited devices and subnets, and simplifying routing.
 [4, pp. 3-50] [5, p. Chapter 1]

[bookmark: _Toc223410116]Routing
Data transmitted over a network is segmented into packets and assigned source and destination IP addresses. When a device sends traffic outside its local area network (LAN), the packet is forwarded to the default gateway, which is typically a router or a device acting as one. Routers enable communication between different networks. They examine the destination IP address of each packet and use a routing (forwarding) table to determine the next hop. The packet is then passed between routers until it reaches the router connected to the destination network, which forwards it to the target device [5, p. Chapter 1] [6].
Routing can be configured using either static or dynamic methods. Static routing involves manually defining routes in a routing table, making it simple and predictable but less adaptable to change. Dynamic routing uses routing protocols such as OSPF or RIP, allowing routers to automatically discover networks and update routes [6].


In this topology, which consists of two internal subnets connected via a Debian server and a Windows server, static routing is appropriate. The network is small and stable, and manually configured routes are sufficient to support communication and DHCP relay functionality.
[bookmark: _Toc223410117]Network Services
[bookmark: _Toc223410118]Dynamic Host Configuration Protocol
Dynamic Host Configuration Protocol (DHCP) automatically assigns IP addresses and other network settings, such as the default gateway and domain name system (DNS) server, to client devices [2, pp. 82-83] [4, p. 25].
[bookmark: _Toc223410119]Active Directory Domain Services
Active Directory Domain Services (AD DS) creates domains that act as a centralised container for organisational resources, including user accounts and devices. Within a domain, administrators can manage authentication, access permissions, and security policies. This allows consistent configuration and simplified management across multiple systems [2, pp. 171-173] [3, pp. 105-107] [7].
[bookmark: _Toc223410120]Certificate Authority
A Certificate Authority (CA) issues digital certificates that enable secure communication and authentication. Makes use of public key infrastructure (PKI) [2, p. 80] [3, p. 137].
[bookmark: _Toc223410121]Virtual Private Networks
A Virtual Private Network (VPN) allows users to securely access a private network over the internet by creating a virtual point-to-point connection between two devices. It uses tunnelling protocols and encryption algorithms to protect data while it is transmitted across public networks [3, pp. 141-142].


[bookmark: _Toc223410122]Network Implementation
[bookmark: _Network_Plan][bookmark: _Toc223410123]Network Plan
Figure 5: Topology Plan for network.
[image: ]
The plan includes two local networks, each consisting of a server connected to a client. The servers in each network are also connected to each other directly using a point-to-point connection, identified by the use of the /30 subnet mask.
Below is a table of the adjusted IP addresses and subnet masks used. This was done to improve on the original plan and will be explained throughout the document.
	IP Configuration Plan

	Connection
	Device
	IP Address
	Subnet Mask
	Default Gateway

	IntSwa
	S-DC
	192.168.1.1
	255.255.255.192
	N/A

	
	ClientS1
	192.168.1.2
	255.255.255.192
	192.168.1.1

	IntLdn
	L-CD
	192.168.2.1
	255.255.255.192
	N/A

	
	ClientL1
	192.168.2.2
	255.255.255.192
	192.168.2.1

	External
	S-CD
	20.0.0.1
	255.255.255.252
	N/A

	
	L-CD
	20.0.0.2
	255.255.255.252
	N/A



[bookmark: _Toc223410124]Hypervisor
The Oracle VirtualBox [4] type 2 hypervisor was chosen for the task of creating this network due to its function in the lab environment. The VirtualBox acts as a piece of software on the lab computers enabling other applications to function alongside it. The additional benefits of a type 1 hypervisor such as stability/security through segmentation and direct utilising of hardware resources were not a necessity.
[bookmark: _Toc223410125]Downloading
The network was created in two parts, one using Windows operating systems (OS), and the other using Debian OS. For these required installations, Oracle VirtualBox (pre-installed on the lab devices), Windows Server 2022 (ISO), Windows 11 enterprise (ISO), and Debian (ISO), were all downloaded from the sites listed below.

	Downloads

	Oracle VirtualBox [4]
	www.virtualbox.org

	Windows Server 2022 (ISO) [5]
	www.microsoft.com/en-us/evalcenter/evaluate-windows-server-2022

	Windows 11enterprise (ISO)
[6]
	www.microsoft.com/en-us/evalcenter/evaluate-windows-11-enterprise

	Debian (ISO) [7]
	www.debian.org/distrib



Timestamps: The images for the download sites below have the timestamps for the date of the 26th. However, the original downloads were done on the 5th with additional downloads done on the 19th for the Debian network. 
Figure 6: VirtualBox download page [4] (Timestamp Included)
[image: ]

Figure 7: Windows Server 2022 download page [5] (Timestamp Included)
[image: ]

Figure 8: Windows 11 Enterprise download page [6] (Timestamp Included)
[image: ]
Figure 9: Debian download page [7] (Timestamp Included)
[image: ]

[bookmark: _Toc223410126]Setup Devices
Virtual machines are set up as per requirements, the amount of network adapters, naming conventions, and hardware allocation can all be seen in the table and images below.
	VM Setup and Statistics

	Device Name /OS
	Network Adapters
	RAM
	Storage
	Processing Cores

	S-DC
Win. server
2022
	1: NAT
2: IntSwa
3: External
	8192MB
	80GB
	4

	ClientS1
Win. 11
	1: NAT
2: IntSwa
	4096MB
	40GB
	2

	L-CD
Debian ‘server’
	1: NAT
2: IntLon
3: External
	2048MB
	20GB
	2

	ClientL1
Debian
‘GUI’
	1: NAT
2: IntLon
	2048MB
	20GB
	2



Figure 10: Changing the name of the Windows Server. Installed RAM and disk space can be seen. (Timestamp included)
[image: ]
Figure 11: Creation of the Windows 11 Enterprise VM. Device name, RAM, processors, and disk space can be seen.
[image: ]

Figure 12: Debian client GUI settings: Changing the device name ‘ClientL1’ (Timestamp Included)
[image: ]


[bookmark: _Toc223410127]Configure IP Addressing
The configuration of IP addresses follows the ‘IP Configuration Plan’ table included in the Network Plan. Images below show the configuration of IP addresses, subnet masks, and default gateways.
Figure 13: S-DC Windows Server IP configuration. Naming of networks. (Timestamp Included)
[image: ]
Figure 14: Network Configuration for the Windows 11 ‘ClientL1’ complete with default gateway.
[image: ]
[bookmark: _Toc223410128]Ping Testing 
After IP configuration the ping was tested to ensure that the devices were correctly connected. First pinging between the two Debian devices, then the windows devices and finally connecting and ping testing the servers to each other.
Debian Devices
Figure 15: IP configuration and successful ping testing from the Debian client to the Debian server.
Name ‘ClientL1’ can be seen. (Timestamp Included) 
[image: ]

Figure 16: IP configuration and successful ping testing from the Debian server to the Debian client. 
Name ‘LCD’ can be seen. (Timestamp Included)
[image: ]
Windows Devices
Figure 17: IP configuration and successful ping testing from the Windows client to the Windows server.
 (Timestamp Included)
[image: ]
Figure 18: Successful ping testing from the Windows server to the Windows client.
 (Timestamp Included)
[image: ]


Ping Between Servers
Figure 19: IP Configurations and successful ping from Debian server to the Windows Server. (Timestamp Included)
[image: ]

Figure 20: Successful ping from Windows server to the Debian Server. (Timestamp Included)
[image: ]

[bookmark: _Toc223410129]Trouble Shooting the Firewall
Initial ping tests failed due to Windows Firewall restrictions on ICMP traffic. Rather than permanently disabling the firewall, the issue was investigated and resolved by modifying the inbound firewall rules. Specifically, the rule “Core Networking Diagnostics – ICMP Echo Request (ICMPv4-In)” was enabled within the Advanced Firewall settings. This allowed ICMP echo requests to be processed while maintaining overall firewall protection.
Figure 21: Changing the inbound rule for Core Networking diagnostics – ICMP Echo Request (ICMPv4 – In)
[image: ]

Figure 22: Windows server ping testing the Windows client with the Firewall turned on. (Timestamp Included)
[image: ]
[bookmark: _Toc223410130]Reflecting on the assignment
[bookmark: _Toc223410131]Technical Reflection
During the network deployment, several configuration issues were encountered, mainly relating to connectivity and firewall settings. Initial ping tests between the Windows Server and the client were unsuccessful, suggesting a communication problem. Further investigation showed that Windows Firewall was blocking ICMP echo requests. Instead of leaving the firewall disabled, the inbound rules were adjusted to allow ICMPv4 traffic. This resolved the issue while keeping the firewall enabled.
IP configuration on the Debian server was completed using the command-line interface. Some troubleshooting was required when updates did not apply as expected. 
[bookmark: _Toc223410132]Personal Reflection
As a software engineering student networking concepts were initially unfamiliar, yet the opportunity to apply practical skills was very rewarding. Overall, the project improved both technical understanding and practical confidence in configuring and testing networked environments.
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valid_Lft forever preferred_lft forever
: enposs: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1508 qdisc fo_codel state UP group default glen 100
Link/ether 08:00:27:55:4d:e6 brd ff:ff:ffaffafffi
altname enxo80027554de6
inet 192.168.2.1/26 brd 192.165.2.63 scope glabal enposs
valid_Lft forever preferred_lft forever
ineté -~ oo oo /64 scope link proto kernel 11
valid_Lft forever preferred_lft forever
+ enpos3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1508 qdisc fo_codel state UP group default glen 1800
Link/ether 08:00:27:28:85:8 brd ff:ff:ff:if:fffi
altname enxo80027288588
inet 20.6.0.2/39 brd 20.0.0.3 scope glabal enposs
valid_Lft forever preferred_lft forever
ineté -~ oo o0 /64 scope link proto kernel 11
valid_Lft forever preferred_lft forever
ashes@LCD:™$ ping -c 4 192.168.2.2
PING 192.168.2.2 (192.168.2.2) 56(84) butes of data
64 bytes from 192.168.2.2: icmp_seq=1 ttl=64 time=0.874 ms
64 bytes from 192.168.2.2: icmp_se
64 bytes from 192.168.2.2: icmp_seq=3 tt1=64 time=1.38 ms
64 hytes from 192.168.2.2: icmp_sed=4 ttl=64 time=2.51 ms

-- 192.168.2.2 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3201ms
rtt min/avg/max/miev = ©.874/2.083/2.996/0. 788 ms

ashesalCD: s
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Default Gateway .
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C:\Users\Ashes>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data

2 time<lms TTL=128
2 time<lms TTL=128
2 time<lms TTL=128
Reply from 192.168.1.1: bytes=32 time<lms TTL=128

Reply from 192.168.1.1
Reply from 192.168.1.
Reply from 192.168.1.1:

Ping statistics for 192.168.1.1:
Packets: Sent = U, Received

C:\Users\Ashes>|

: Intel(R) PRO/100@ MT Desktop Adapter #2

: Yes

: 255.255.255.192

: 00-01-00-01-31-16-U9-U9-08-00-27-12-06-B1
: Enabled

4, Lost = © (8% loss),
Approximate round trip times in milli-seconds:
Minimum = @nms, Maximum = @ms, Average = Oms

08-00-27-EE-FF-BU
No

fe80: :2f92:10ac: f5d6: ecdb%9(Preferred)
192.168.1.2(Preferred)

192.168.1.1
302514215
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c: \Users\Adinistratorsping 192.168.1.2

Pinging 192.168.1.2 with 32 bytes of data
Reply from 192.168.1.2: bytes-32 time-ims TTL-128
Reply from 192.168.1.2: bytes-32 time-ims TTL-128
Reply from 192.168.1.2: bytes-32 time-ims TTL-128
Reply from 192.168.1.2: bytes-32 time<ims TTL-128

ping statistics for 192.168.1.2
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds
Minimum = ems, Maximum = ims, Average = ems
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rtt minsavg/max/mdev = 0.874/2.689/2.996/0.788 ms
asheseLED:™$ ping -c 4 20.0.0.1
PING 20.0.0.1 (20.0.0.1) S6(34) butes of data.

54 butes : icmp_seo=1 tt1=128 time=0.674 ms
54 bytes

54 bytes

54 bytes

-- 20.0.0.1 ping statistics ---
4 packets transmitted, ¢ received, 0% packet loss, time d634ns
tt min‘avg/max/mdey = 0.489/6.777/1.145/0.233 ms
ashesaLCD: ™s ip address
1: lo: <LOOPBACK,UP,LOMER_UP> mtu 65536 gdisc nogueue state UNKNOWN group default olen 1000
Link/loophack 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_Lft forever preferred_lft forever
inete /128 scope host nopref ixroute
valid_Lft forever preferred_lft forever
2: enpos3: (BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc fo_codel state UF group default glen 1000
Link/ether 08:00:27:70:8a:06 brd ff:ff:ff:if:fffi
altname enxo80027708ahe
inet 10.0.2.15/24 brd 10.0.2.255 scope global dynamic noprefixroute enpes3
valid_Lft B4697sec preferred_lft 73897sec
inete oo oooooloooooi76d scope link
valid_Lft forever preferred_lft forever
3: enpose: (BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc fo_codel state UF group default glen 1000
Link/ether 08:00:27:55:4d:e6 brd ff:ff:ffaffafffi
altname enxo80027554de6
inet 192.168.2.1/26 brd 192.165.2.63 scope glabal enposs
valid_Lft forever preferred_lft forever
ineté -~ oo oo /64 scope link proto kernel 11
valid_Lft forever preferred_lft forever
4: enpos3: (BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc fo_codel state UF group default glen 1000
Link/ether 08:00:27:28:85:8 brd ff:ff:ff:if:fffi
altname enxo80027288588
inet 20.6.0.2/39 brd 20.0.0.3 scope glabal enposs
valid_Lft forever preferred_lft forever
ineté -~ oo o0 /64 scope link proto kernel 11
valid_Lft forever preferred_lft forever
asheseLED: s ping -c 4 20.0.0.1
PING 20.0.0.1 (20.0.0.1) 56(84) bytes of data.
54 butes from 2a.
54 bytes from 2a.
54 bytes from 2a.
54 bytes from 2e.

20.0.0.1 ping statistics
4 packets transmitted, ¢ received, 0% packet loss, time 3056ms
tt min‘avg/max/mdey = 0.481/6.570/0.676/0.072 ms

ashesaLr
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c: \Users\Administratorsping 20.6.0.2

pinging 20.0.6.2 with 32 bytes of data
Reply from 2 timecins
Reply from 2 time<ins
Reply from 2 time<ins
Reply from 2 timecins

20.0.0.2
20.0.0.2
20.0.0.2
20.0.0.2

ping statistics for 20.6.0.2
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds
Minimum = ems, Maximum = @ms, Average = ems

c: \Users\Administrator>
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