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Abstract
The quick adoption of digital technologies within the sector has greatly facilitated the process of handling and making Electronic Health Records (EHRs) available, helping healthcare professionals to provide better patient care services. At the same time, the rising adoption of digital health information systems has exposed the sector to significant cybersecurity risks such as breaches, ransomware attacks, unauthorised access, insider threats, and violations of patient's privacy. Traditional centralised EHR systems are susceptible to such threats because of their dependency on single-point database system architectures, lacking data integrity and secure information sharing capabilities.
In this study, a novel blockchain-based architecture for secure Electronic Health Record management will be developed and evaluated to enhance the confidentiality, integrity, and availability of health information. In particular, this research will examine how blockchain technology, along with cryptography, smart contracts, and decentralised access control, can help to improve the level of healthcare cybersecurity as well as provide security and transparency during EHRs management. The research will follow Design Science Research approach, use a systematic literature review of existing research and compare results to traditional EHR systems.
These include increased security against cyber-attacks, better auditing, greater access control, and greater trustworthiness in healthcare information systems. The findings of this study will be useful in helping improve the cybersecurity processes in healthcare, through recommendations on how to implement Electronic Health Records management systems securely by blockchain technology.
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1. Introduction
1.1 Context and Background
In the last ten years, there has been rapid digitalization in the health sector, resulting in the creation of Electronic Health Records (EHRs). EHRs are digital files of patients' medical history that include vital details like patients' diagnoses, lab results, medications, treatment plans, allergies, and medical images. Unlike paper-based records, EHR systems make healthcare more efficient by increasing access to patient information, preventing errors, and facilitating communication between different healthcare providers.
While there are many benefits of using EHR systems, these systems still pose numerous problems associated with security, privacy, interoperability, and patients' control. The majority of healthcare providers use centralized databases to store their patients' information. Although such an approach makes the handling of data simpler, it leaves all this information in one place, thus making it susceptible to cyberattacks, hacking, manipulation, and ransomware attacks. In recent years, hackers have started targeting healthcare organizations more often because of the value of this kind of information.
In addition, the lack of interoperability among healthcare organizations is another problem that exists today. The hospitals, clinics, laboratories, and even insurance companies usually have their own IT systems, which do not allow exchanging information easily. In turn, the healthcare professionals are unable to get full information about the history of a particular patient's health status. Moreover, in most cases, patients have no influence on who gets access to their personal health information and what information they share among healthcare organizations.
There is a new technology that allows solving some of the problems described above – blockchain. Blockchain is distributed ledger technology that stores the information in several nodes, but not in one central database. All transactions are cryptographically protected, timestamped, and connected with other records in such a way that the stored information is extremely difficult to change without any permission. Blockchain features, such as decentralization, immutability, transparency, and cryptography, can be used for managing the healthcare information.
The progress that is being made within blockchain platforms and smart contracts technology has also increased the possibilities of applying blockchain in the field of healthcare. For instance, smart contracts will help automate access to the information, so that access will be granted only to authorized healthcare providers according to certain criteria. On the other hand, blockchain can also facilitate the process of exchanging information between healthcare facilities, preserving the privacy of patients and documenting all actions related to accessing this information.
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Figure 1: Traditional EHR vs Blockchain-Based EHR Architecture
The vast majority of healthcare practitioners rely on centralized databases for storing data about their clients. While this method simplifies the process of working with this data, it keeps all this data at one place, thereby exposing it to various cyberattacks, manipulation, and even ransomware attacks

1.2 Research Problem
The widespread application of EHR systems has greatly contributed to the efficiency of healthcare services; yet, the deployment of EHR systems has heightened the risk of sensitive patient data being exposed to complex cyberattacks. In today's world, modern healthcare organizations are common targets for cybercriminals due to the fact that patient files consist of various personal, financial, and medical information which can be used for committing identity fraud, blackmailing, etc. The fact that traditional centralized EHR systems utilize only one database server makes them subject to cyber attacks, unauthorized access, insider attacks, and data tampering. Successful cyber attack can affect the CIA of patient data causing disruption of healthcare services, financial losses and lowering patients' trust.
Even though healthcare organizations employ conventional cyber security techniques, like encryption, firewalls, intrusion detection systems, and role-based access control, they do not provide complete protection against advanced persistent threats and guarantee data integrity. Another challenge faced by healthcare organizations is interoperability and lack of patient control over medical records.
It has also been suggested that the use of blockchain technology can be seen as an alternative solution to the problem as it ensures enhanced security due to its decentralized structure, hashing technique, consensus protocols, and immutable ledger system. Nonetheless, it can be noted that currently available blockchain-based EHR solutions also pose certain problems associated with scalability, system integration, transaction speed, and regulatory compliance. Consequently, it is important to conduct further research to analyze the potential application of blockchain technology to increase cybersecurity in EHR management system

1.3 Research Aim and Objectives
Research Aim
The objective of this research is to assess the ability of blockchain technology to improve the cybersecurity, privacy, and integrity of EHR management systems through a proposed secure blockchain framework.
Research Objectives
The objectives of this research are:
1)For studying the cybersecurity problems related to the conventional Electronic Health Records management systems.
2)For analysing blockchain technology and its applications to secure healthcare information systems.
3)For understanding the ways through which the characteristics of blockchain technology like decentralisation, cryptographically secured environment, smart contracts, and immutable ledgers would help to enhance the confidentiality, integrity, and availability of Electronic Health Records.
4)For developing a cybersecurity framework for Electronic Health Records management based on blockchain technology.
5)For assessing the proposed cybersecurity framework against the traditional centralised EHR management systems by using the parameters of cybersecurity such as data confidentiality, integrity, access control, auditability, and resistance to cyber-attacks.
6)For finding the challenges faced while implementing blockchain technology in healthcare cybersecurity.

1.4 Significance of the Research
The research will add value to cybersecurity research as well as healthcare information security. On the cybersecurity front, the research will focus on exploring the role that blockchain plays in protecting healthcare information from cyber-attacks such as ransomware, data breaches, insider threat, and unauthorized access. In addition, the research will be focused on examining how the use of cryptography in blockchain architecture enhances integrity, authentication, and access controls in the health sector.
In terms of its practical applications, the framework proposed in this research could assist health care institutions in enhancing security and resilience of their Electronic Health Record system as well as enabling secure information exchange between authorized healthcare providers.
Furthermore, the findings from this study may serve to guide cybersecurity experts, health care administrators, and policymakers regarding the advantages and disadvantages of implementing blockchain within the healthcare information system. The results obtained from this study can be used in the design of an effective and resilient infrastructure that can safeguard patient data against cyber threats.

2. Literature Review
2.1 Introduction
EHRs have proved to be an integral part of the digital healthcare system through better management of patient information. Though EHRs have improved the effectiveness of the delivery of health services and clinical decision-making, they have increasingly become targets of cyber attacks due to the confidential nature of health data. Health records are made up of personal identification details, medical history, financial information and insurance information among others. These records are highly valuable to attackers who target systems using cyber attacks such as ransomware, phishing, insider threats and data breaches. Ensuring the security of health information systems has, therefore, become one of the major research areas within the field of cybersecurity and information assurance.
Some of the techniques suggested by researchers to ensure EHR security include encryption, access control, cloud computing security, intrusion detection and prevention system and use of blockchain. Blockchain has particularly gained a lot of traction due to its decentralized architecture, cryptography security, immutability of records and transparency of audits. This literature review critically examines some of the previous studies conducted on EHR security, application of blockchain in healthcare, the prevailing cybersecurity problems and the shortcomings of the existing solutions.

2.2 Cybersecurity Challenges in Electronic Health Records
The growing usage of Electronic Health Record systems has greatly increased the cyber attack surface of healthcare organizations. As stated by cybersecurity research, the healthcare industry is now one of the most frequently attacked industries due to high value of medical records on cybercrime market. Attackers regularly attack hospitals through ransomware attacks, phishing, malware, denial-of-service attacks, and insider threats to access the sensitive information about patients.
The traditional EHR systems utilize centralised database structures. Despite effective management of data that is provided by such structures, they create several vulnerabilities to cybersecurity issues. An attack against the central database may lead to CIA (confidentiality, integrity and availability) violation of patient records. Moreover, the centralised structure creates vulnerability to the failure of service and data breach attacks.
There are also problems related to secure authentication and access control, as well as to the activity monitoring of users. The weak password policy, user credentials compromise, and lack of audit logging make it possible for attackers and malicious insiders to access the confidential medical information.
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Figure 2: Cybersecurity Challenges in Electronic Health Records
The figure below shows the various types of cyber threats that could affect EHR systems. The cyber threats include ransomware, phishing, data breach, insider threat, malware, and denial-of-service (DoS). Such cyber attacks put at risk the security of sensitive patient information, emphasizing the need for secure technologies such as the blockchain technology.

2.3 Blockchain Technology for Healthcare Security
Blockchain technology can be considered a prospective technology to ensure cybersecurity of Electronic Health Records. The difference between the traditional database system and blockchain is that the latter stores all transactional information in many distributed nodes, which means no more reliance on a single central authority. Each transaction is checked by consensus and is secured via cryptographic hashing, therefore any change of records becomes impossible to make.
There have been several suggestions from different researchers regarding improving cybersecurity in healthcare via the use of blockchain technologies. These suggestions include maintaining data integrity, prevention of any unauthorized alteration of medical records, and creation of the transparent audit trail. Additionally, blockchain provides decentralized identity management and smart contracts to allow secure authentication and access control.
One of the key benefits of blockchain is providing tamper-proof records, meaning that each change in the patient record is recorded permanently and thus allows to verify the authenticity of information regarding health care. From the point of view of digital forensics, this aspect is especially important.

2.4 Existing Blockchain-Based EHR Solutions
Various blockchain-powered solutions for healthcare problems were proposed due to the shortcomings of the conventional Electronic Health Records systems. Currently, most of the existing approaches include the use of cloud storage with encrypted records stored in cloud databases and blockchain keeping all other data, including metadata, permissions and transactions' history. This approach increases scalability while retaining the benefits of blockchain technology.
Permissioned blockchain technologies such as Hyperledger Fabric have gained popularity in healthcare systems since they provide a higher level of security, transaction processing rate and privacy compared to public blockchains. Also, smart contracts are used in these systems to manage patients' consents and apply the necessary access control policies.
While the security, transparency and interoperability of these solutions are significantly enhanced, most of them are still experimental and not implemented on a wide scale in healthcare environment.

2.5 Research Gap
The current literature review shows that the use of blockchain technologies provides ample opportunities for improving the cybersecurity of Electronic Health Records systems. Yet, there are still some research questions which need further elaboration.
The majority of previous works concentrate on the implementation of the blockchain technology and neglect the aspects of cybersecurity evaluation. For instance, the number of studies, which consider the security of blockchain-based EHRs under modern types of cyber attacks like ransomware attacks, insider threats, unauthorised access, and advanced persistent threats, is relatively small. Moreover, most of the suggested frameworks lack a detailed comparison of the use of blockchain technology in healthcare with centralised healthcare systems in accordance with the criteria of cybersecurity.
In addition, the integration of blockchain into the current structure of healthcare organizations is technically challenging due to issues associated with scalability, interoperability, performance, and compliance with the regulations for protection of health data. It is necessary to solve these problems in order to implement the blockchain in the healthcare domain.
Thus, this research will try to explore the issue of secure blockchain-based EHRs management framework.

2.6 Relation to the Proposed Study
This research expands upon the current cybersecurity research based on blockchain technology in healthcare applications through the emphasis placed on enhancing the cybersecurity of EHR management systems. In contrast to prior research that mainly centers on the application of the blockchain technology, this study will assess the proposed framework from the cybersecurity standpoint through the evaluation of such elements as confidentiality, integrity, availability, authentication, access control, auditing, and resilience to cyberattacks.
The results will serve as contributions to cybersecurity research and healthcare information security.

2.7 Literature Review Summary
The literature review conducted in this paper has analyzed recent scholarly works on the issues of Electronic Health Record security, blockchain technology, and cybersecurity challenges in healthcare information systems. It has been shown from the analysis that existing works prove the effectiveness of the blockchain application in ensuring the integrity of the data, secure access control, traceability, and auditability of information. Nevertheless, certain limitations concerning scalability, interoperability, complex implementation process, and regulatory compliance still prevent its wide use. [image: ]Such limitations motivate the need for further research.
Figure 3: Security Comparison Between Traditional and Blockchain-based Electronic Health Record Systems
This is illustrated through Figure 2 below, which shows the security measures of a centralized EHR system in contrast to the decentralized blockchain EHR system. The figure shows the improvement that blockchain technology makes in regards to data confidentiality, integrity, availability, access control, auditability, and transparency.

3. Research Design and Methodology
3.1 Research Design
In conducting this research, the Design Science Research (DSR) methodology would be applied since the core aim of the research is the creation of a secure blockchain-based framework for EHR management. The DSR approach is extensively used in cybersecurity research as it involves developing an innovation solution to deal with a specific cybersecurity challenge. In this research, the framework would combine the use of blockchain technology and EHR management for enhancing the confidentiality, integrity, availability and secure access control of health care information.
The research would follow the DSR methodology, including several steps such as problem identification, literature review, design, implementation, evaluation and validation. At the first stage, existing literature on cybersecurity in healthcare, blockchain technology, and security of Electronic Health Records would be analysed to determine the current challenges and gaps in the research area. Next, on the basis of these results, a secure blockchain architecture would be proposed. Finally, the framework would be evaluated against traditional centralized EHRs using established cybersecurity criteria.
[image: ]This research methodology would be suitable for this research as it implies the development of a practical cybersecurity solution together with the systematic evaluation of its efficiency in protection of health care data.
Figure 4. Design Science Research (DSR) Process Adopted in This Study
The Design Science Research (DSR) approach employed in this study is shown in Figure 4. It starts from the identification of the research problem to literature review, design of the framework, implementation, evaluation, and validation of a solution for the management of EHRs based on blockchain technology.

3.2 Research Methods
This study will use quantitative research methodology along with experimental evaluation. The use of quantitative methods is appropriate because they facilitate objective assessment of the security and performance features of the proposed blockchain architecture.
The research strategy will consist of the following stages:
Stage 1: Literature Review
Systematic research into recent scientific journals, conference papers, and standards of cyber security will be conducted to identify the current issues with the security of Electronic Health Record system, blockchain technology, and healthcare security frameworks.
Stage 2: Framework Design
From the literature review, a framework for the management of Electronic Health Records using blockchain will be developed. The components of the framework are:
 Patient identity management
 Authentication
 Role-Based Access Control (RBAC)
 Blockchain ledger
 Smart contract
 Cryptographic hash functions
 Audit log
 Data sharing among healthcare providers
The architecture design will focus on enhancing security and efficiency of healthcare delivery.

Stage 3: Experimental Evaluation
The new model will be assessed through simulation or prototype development. Comparison of its performance and security properties will be made to that of existing centralized EHR systems.
Key criteria include:
 Confidentiality
 Integrity
 Authentication
 Access control
 Auditability
 Availability
 Cyberattack resilience
[image: ] Transaction performance
Figure 5: Proposed Blockchain-Based EHR Architecture
As a result of the literature review, a framework for managing Electronic Health Records through the use of blockchain technology will be established.

3.3 Research Materials
Data Sources
This research will primarily use secondary data obtained from published academic literature, healthcare cybersecurity reports, and publicly available blockchain documentation. If a prototype implementation is developed, synthetic Electronic Health Record data will be used to avoid exposing sensitive patient information.
Software Requirements
The following software tools may be used:
 Hyperledger Fabric 
 Ethereum (private blockchain) 
 Solidity (Smart Contract Programming) 
 Python 
 Visual Studio Code 
 Docker 
 Node.js 
 PostgreSQL or MongoDB 
 GitHub 
 Wireshark (network traffic analysis tool)
Hardware Requirements
The experiment can be performed by using a personal computer equipped with:
 Intel Core i5/i7 CPU or its equivalent
 At least 16 GB of RAM
 512 GB SSD storage space
 Operating system: Windows 11 or Ubuntu Linux
Cloud-based services can also be employed for blockchain implementation and testing purposes, should extra computing power be needed.

3.4 Data Analysis and Evaluation
The success of the blockchain-based architecture will be measured on the basis of both cybersecurity as well as performance metrics.
Cybersecurity Evaluation Metrics
· Confidentiality 
· Integrity 
· Availability 
· Authentication accuracy 
· Access control effectiveness 
· Audit log transparency 
· Resistance to unauthorised modification 
· Protection against ransomware attacks 
· Resistance to insider threats
Performance Metrics
· Transaction latency 
· Throughput 
· Scalability 
· Storage efficiency 
· Response time
his framework will be benchmarked against traditional centralised EHR architectures to identify any significant cybersecurity improvements through blockchain in the healthcare industry.
[image: ]Figure 6. Workflow of the Proposed Blockchain-Based Electronic Health Record Management System.
As depicted in Figure 3, there is a workflow for the blockchain based management of Electronic Health Records that includes data generation and encryption to blockchain validation and secure data access.

3.5 Ethical Considerations
The study will meet the ethical requirements set forth by the University. The study will not collect any personal patient information or patient medical records. Whenever there is a need for demonstration purposes, synthetic and public information sources will be used.
The study will also take into consideration the legal and ethical concerns surrounding the protection of healthcare data. This will include the use of GDPR requirements. The software that is created within the study will not be used in practical healthcare.

4. Expected Outcomes
In view of the fact that this research project is still in its proposal stage, there are no results from experiments conducted. Nonetheless, based on the available literature and proposed methodology, some of the expected outcomes can be highlighted.

4.1 Anticipated Results
The introduction of the proposed blockchain-based EHR management system is expected to contribute significantly towards the improvement of cybersecurity of healthcare information systems. Through the introduction of the technology and cryptography techniques, cybersecurity risks of unauthorized access, manipulation of data and cyber attacks on healthcare facilities are expected to be mitigated.
In addition to that, the designed solution should offer a decentralised and immutable space for handling healthcare transactions. As opposed to the traditional centralised EHR management platforms, the use of blockchain technology is expected to ensure the presence of immutable logs of all performed operations, ensuring that any change or deletion of patient information becomes evident.
Moreover, the use of the suggested solution is expected to increase the level of authentication and access control, only providing access to patient records to authorised healthcare professionals based on the predefined permissions. The utilisation of smart contracts is expected to enhance the process of access management, decreasing the risk of the privilege escalation or human mistakes.
Considering the cybersecurity aspect, it can be stated that the developed framework is expected to show high resilience in terms of protection from the cyber attacks, such as ransomware, insider threats, credential abuse in case of phishing, and modification of medical records. Besides, the solution is expected to offer a complete audit logging system which will help to perform digital forensics after an attack.
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Figure 7. Key Cybersecurity Features of Blockchain-Based Electronic Health Record Management.
The cybersecurity features of the proposed blockchain based EHR management framework are illustrated in Figure 4 which include: confidentiality, integrity, availability, authentication, access control and auditability.

4.2 Implications of the Research
It is anticipated that the results of this study would be relevant from both the scientific and practical points of view.
In scientific terms, the study will enrich current knowledge about the use of blockchain technologies for enhancing Electronic Health Record system security. In particular, the study will allow for providing a comprehensive assessment of the possibility of using blockchain technologies to address cybersecurity issues within the healthcare environment while outlining issues that need to be further researched.
From the practical point of view, the proposed approach might be helpful for healthcare organizations in terms of enhancing the security of confidential patient data. In particular, through the use of decentralized storage of data, cryptographic confirmation, and permanent audit trails, healthcare organizations would be able to enhance their resilience to potential cyber attacks and comply with regulatory requirements related to the healthcare data protection.
Also, the study could be beneficial for cybersecurity experts and digital forensics specialists in regard to the possibility of using blockchain technologies for supporting secure evidence preservation and digital forensics.

4.3 Limitations
While blockchain has a number of advantages, there are certain limitations associated with the use of blockchain technology which might influence the suggested framework.
Firstly, one of the limitations is related to scalability issues as blockchain technology might have lower efficiency in terms of processing large amounts of healthcare transactions. Large amounts of clinical data are generated on a daily basis, and achieving a decent level of transaction speed in terms of blockchain technology might be difficult.
Secondly, another limitation of blockchain technology is implementation difficulty. Using blockchain technology and integrating it into existing Electronic Health Record systems might be complicated.
Moreover, the current research is limited by the amount of time and available resources. As the research is carried out within the context of an MSc research project, the suggested framework can be implemented only via simulations or prototypes. Thus, the results of the study might not reflect the situation in a real healthcare environment.
Finally,it is critical that healthcare organizations keep up with their legal and regulatory responsibilities. One area where this is pertinent is that of data protection laws like GDPR. Although the blockchain technology provides greater security and transparency, ensuring immutability of data while meeting certain requirements to change or delete data poses a challenging future research topic.

5. Timeline
This research is expected to last for three months, which would correspond with the period of time covered by the second semester. All phases of research have been structured around an activity that would make sure that the research process is well-organized.
	Month
	Task

	Month 1
	Literature Review

	Month 2
	Framework Design and Methodology

	Month 3
	Framework Evaluation and Report Writing

	
	


During the first month of research, emphasis will be laid on reviewing the literature concerning EHR, blockchain technology, healthcare cybersecurity, and blockchain-based healthcare solutions currently in existence. This will allow identifying research gaps, determining the research problem and laying down the theory behind this proposed research.
The second month will entail designing the proposed EHR management framework using blockchain technology. This will involve designing the architecture of the system, determining the relevant blockchain technology, specifying the cybersecurity measures like cryptographic hash, smart contract, authentication, and access control, among others, and finally formulating the research methodology.
The third month will see the evaluation of the proposed framework based on comparison to conventional Electronic Health Record frameworks, using the cybersecurity measures such as confidentiality, integrity, availability, authentication, access control, and auditability, as benchmarks. The final stage will include analysis of the results, discussion of the anticipated results, drafting of the research proposal, proofreading the document and referencing it in IEEE style.

6. Conclusion
The adoption of EHR systems has led to major changes in the modern healthcare sector since they allow better storage, accessibility, and management of medical data. However, the adoption of such information systems is associated with a higher level of vulnerability to new types of cybersecurity threats, such as ransomware, data breaches, unauthorized access, and attacks from within. Such problems prove the necessity of developing new secure and reliable information systems for the healthcare sector that could guarantee the security and privacy of medical data.
The proposed research will focus on the evaluation of the effectiveness of a blockchain-based solution for increasing the security of EHRs management. The development of such a framework based on cryptography, decentralization, smart contracts, and secure access will allow increasing data protection and auditing capabilities and lowering the risks of cyber-attacks. Moreover, this research will be focused on solving existing problems associated with traditional centralised EHR systems and secure information exchange between healthcare organizations.
Overall, it can be assumed that the suggested research will be helpful for academia and cybersecurity practitioners in comprehending the opportunities offered by blockchain technology for enhancing information security in the healthcare industry. It might help stakeholders to create more secure, reliable, and transparent EHR management systems, which would be able to counteract the latest cyber threats.
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+ Cryptographic identities ensure
the authenticity of users and
healthcare entities.

N

+ Improves system reliability
ce against attacks
or downtime.

+ Prevents impersonation and

unauthorized transactions. and re:

4. ACCESS CONTROL
* Role-Based Access Control (RBAC)
and smart contracts enforce

fine-grained permissions.

+ Patients retain control over who
«can access their records.
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Figure 1: Traditional EHR vs Blockchain-Based EHR Architecture
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@ Single point of failure

High risk of data breaches and hacking
Data can be altered or deleted

Limited transparency and traceability
Dependence on central authority
Downtime affects entire system
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@ Decentralized - no single point of failure
@ Enhanced security and resistance to attacks

@ Immutable records - cannot be altered or deleted
@ Transparency and full auditability

@ User control over data access

@ High availability and reliability
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Cybersecurity Challenges in Electronic Health Records

Electronic Health Record (EHR) systems store and process large volumes of sensitive patient data, making them attractive targets
for cybercriminals. Healthcare organizations face a wide range of cybersecurity challenges that threaten the confidentiality, integrity,
and availability of EHR systems.

RANSOMWARE
ATTACKS

+ Malicious software encrypts
EHR data and demands
ransom for decryption.

+ Can disrupt healthcare
services and cause
operational downtime.

+ Increasing i frequency
and sophistication.

PHISHING AND
SOCIAL ENGINEERING

* Attackers trick users into
revealing credentials or
sensitive information.

+ Leads to unauthorized
access to EHR systems.

+ Human error remains one
of the biggest security
‘weaknesses.

DATA BREACHES INSIDER THREATS

+ Unauthorized access or
exposure of sensitive
patient information.

+ Malicious or negligent
insiders may misuse
access privileges.

+ Can lead to data theft,
unauthorized changes,
or data leakage.

« Can result from weak
security controls, mis-
configurations, or attacks.

« Difficult to detect and
prevent.

« Leads to financial loss,
legal penalties, and
reputation damage.

o

DENIAL OF SERVICE
(DoS) ATTACKS

MALWARE AND
VIRUS ATTACKS

« Attackers flood EHR
systems with traffic,
making them unavailable.

+ Malware can compromise
EHR systems, steal data,
or disrupt operations.

« Disrupts critical healthcare
services and patient care.

+ Includes Trojans, spyware,
keyloggers, and worms.

+ Can cause significant
financial and operational
impact.

+ Can spread through
vulnerable endpoints
and networks

'

Compromised patient
privacy and data
confidentiality

Disruption of
healthcare services
and operations.

IMPACT ON HEALTHCARE ORGANIZATIONS

& EN

Financial losses Legal and regulatory
due to downtime, penalties for non-
ransom, and fines compliance

Increased compliance

and security
management costs

: Loss of trust and
reputation damage
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Data is stored in a central database.
If the server is breached, sensitive
data can be accessed.

Data can be modified or deleted
by attackers or insiders due to
central control.

Central server failure, DDoS attacks
or natural disasters can make data
unavailable.

Limited logging and traceability.
Audit trails can be altered or
deleted. |

High risk of data tampering
or unauthorized changes by
malicious actors. ]

Role-based access is limited and
managed by a central authority,
which can be misused.

Low transparency due to centralized
control and lack of traceability. =

@ Medium (Moderate Security)

@ High (Strong Security)

Blockchain-Based (Decentralized) EHR System

Data is encrypted and distributed across
nodes. Only authorized users with
keys can access the data.

Immutable ledger ensures data cannot
be altered or deleted without consensus,
ensuring high integrity.

Decentralized nature ensures data is
available even if some nodes fail or
are offline.

All transactions are recorded on the
blockchain. Provides a transparent and
tamper-proof audit trail.

Cryptographic hashing and consensus
mechanisms make data tamper-proof
and immutable.

Smart contracts and cryptographic keys
enable fine-grained, role-based access
controlled by the user.

High transparency. All participants can
verify transactions and data history
on the ledger.
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