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[bookmark: _Toc33850751]1.0 Introduction
Facebook is the largest online social media company in the world, offering a wide variety of social networking services and holding vast amounts of user data. Its business including Facebook, Instagram, Messenger, WhatsApp, and Oculus (Facebook, 2019). Its mission is ‘to give people power to build community and bring the world closer together’ (Facebook, 2020a).

Most of Facebook's revenue comes from advertising service. In 2018, Facebook's total revenue was $55,838 million, and its advertising revenue was $55,013 million, accounting for 98.5% of the total revenue (Facebook, 2019). Compared with traditional advertising channels, Facebook can help marketers target ads to specific groups based on the analysis of user data, including age, gender, location, interests and behaviours (Facebook, 2019). And to achieve that, Facebook collects various user data. According to Facebook's data policy, the information collected by Facebook includes data uploaded by users, actions performed, device information, and user information provided by Facebook partners (Facebook, 2020b). At present, the daily active users of Facebook were 1.66 billion and monthly active users were 2.50 billion as of December 31, 2019, which reflected the huge user data collected by Facebook (Facebook, 2020c).

However, some incidents, such as the Cambridge Analytica scandal, reflect Facebook's continued problems with the user data. In 2018, it was revealed that more than 50 million user data were stolen by Cambridge Analytica in 2014 and used to place political ads to influence the election (Cadwalladr and Graham, 2018). However, at the end of 2015, Facebook had already found out but did not take any measures (Badshah, 2018). This reflects Facebook's lack of security and privacy protections for users' information. This incident has brought great negative impact to Facebook, including stock price decline, user boycott, and various lawsuits and fines (Badshah, 2018;Yahoo!Finance, 2020).

From the perspective of corporate social responsibility, the lack of protection in the security and privacy of user information reflects the lack of legal and ethical responsibility of Facebook (Carroll and Buchholtz, 2015). Therefore, the purpose of this project is to improve Facebook's CSR strategy from the perspective of security and privacy of user information, avoiding the negative impact caused by the wrong use or disclosure of user information, and increasing the long-term business stability of Facebook.
[bookmark: _Toc33850752]2.0 Project Justification
[bookmark: _Toc33850753]2.1 Aim and Objectives
The main aim of the project is to improve Facebook's corporate social responsibility (CSR) strategy in the security and privacy of user information through various measures based on the analysis of external environment and the needs of stakeholders, so as to increase the stability of Facebook's business and create long-term benefits.

First, changes in the external environment of Facebook will be analysed, such as social culture about privacy and social media. Secondly, stakeholders' expectations will be analysed, for example, shareholders want to obtain more profits, users want to obtain more security and privacy about their information, and advertisers want to obtain more accurate advertising service. Finally, according to the external environment and stakeholders' expectations, as well as various ethical theories, Facebook's CSR strategy will be improved to achieve the improvement in the security and privacy of user information.
[bookmark: _Toc33850754]2.2 Rational
Crane and Matten (2016) defined corporate social responsibility (CSR) as an ongoing commitment to integrate ethical and environmental aspects into their daily economic and business activities. For Facebook, it is crucial to expand the scope of corporate social responsibility and link it to the security and privacy of users' information. 

From the perspective of business, CSR can improve the company's brand image and thus improve its long-term income (Miles and Corvin, 2000). Moreover, from an ethical perspective, Facebook also has a moral responsibility to its users and other stakeholders, because Facebook relies on the contributions from a wide range of stakeholders in society, not just shareholders (Crane and Matten, 2016). In addition, Facebook's various business activities and decisions will have an impact on society, so Facebook needs to use its power responsibly (Paetzold, 2010).

And according to PEST analysis, the external environment of Facebook also promotes Facebook to extend CSR to the security and privacy of user information. From political and legal perspective, the improper use of user information may lead to huge losses for Facebook based on the legislation on user information. For example, Facebook was fined $5 billion for the Cambridge Analytica scandal (Federal Trade Commission, 2019). Moreover, more and more laws concerning user data are established, such as General Data Protection Regulation (GDPR). Based on GDPR, if Facebook improperly USES users' personal information, Facebook may face a fine of up to 4% of its global annual turnover or eur 20 million (gdpr-info.eu, 2018). By improve CSR strategy from user data, Facebook can reduce political and legal risks (Moon and Vogel, 2008).

On the economic side, the rising value of dollar exposes Facebook to foreign exchange risks, forcing it to improve its profitability. Because Facebook's revenues and operating costs are denominated in currencies other than the dollar (mainly euros), Facebook lost $213 million in 2018, $6 million in 2017 and $76 million in 2016 (Facebook, 2019). And those losses could rise as the dollar's value rises in the future, prompting Facebook to maintain and grow its user base and profitability. And CSR can help Facebook maintain or attract more users (Greening and Turban, 2000).

In terms of society and culture, the Internet is becoming more and more popular, and the number of Internet users has reached 4,131million in 2019 (Statista, 2020). This has also driven the development of social media, with the number of Facebook users soaring from around 1.5% of the global population in 2008 to around 30% in 2018 (Roser, 2020). That means Facebook gets more information about its users and the ability to have a bigger impact on society.

Technology also partly reflects the need for Facebook to think more about protecting the security and privacy of its users' information. Because of Facebook's prominence, the size of its user base, and the type and amount of personal data on its systems, Facebook is vulnerable to third-party cyber-attacks. And such attacks could have a material and adverse impact on Facebook's business, reputation or financial results (Facebook, 2019). So, ensuring the security and privacy of users' information is an important business for Facebook. In addition, Facebook is struggling to cope with the rapid update of technology in the Internet industry. Each year, Facebook invests heavily in technology development to ensure that products and services attract and retain users. Facebook invested 10,273million, 7,754million and 5,919million in research and development in 2018, 2017 and 2016 respectively (Facebook, 2019). CSR provides an alternative perspective to help Facebook maintain its large user base (Greening and Turban, 2000).

In general, it is necessary for Facebook to link CSR to the security and privacy aspects of user information, not only for business reasons and ethical reasons, but also for the external environment of Facebook to promote this change.

[bookmark: _Toc33850755]3.0 Business case and Project Approach
[bookmark: _Toc33850756]3.1 Literature Review
There is no clear definition of corporate social responsibility (CSR). Elkington (1998) believes that based on the triple bottom line, CSR creates economic, social and ecological values. And Carroll and Buchholtz (2015) defined CSR as a company's attempt to meet the economic, legal, moral and philanthropic needs of a society at a specific time point.

Stakeholder theory provides another perspective, which help companies determine which groups they are socially responsible to (Crane and Matten, 2016). According to Friedman (1970), the social responsibility of companies is to increase profits, and managers only act for the interests of shareholders. However, Freeman (1984) holds that the company is responsible for any group or individual that may affect or be affected by the realization of organizational goals, namely, the stakeholders of the company. Because others also have a legitimate claim on the corporation, such as customers, users, governments, employees, competitors, suppliers, shareholders, civil society (Evan and Freeman, 1993).

Some ethical theories can also be used to help companies make ethical, socially responsible decisions. Ethical theory is to determine whether an action is right in a specific situation (Crane and Matten, 2016). Utilitarianism is a widely used consequentialist ethical theory. It refers to that an action is ethical and right when it results in the greatest amount of good for the greatest number of people (Sidgwick, 2000). However, it also has some problems, including too strong subjectivity, and issues around quantification and distribution of utility (Sidgwick, 2000). Besides, ethical of right is a non-consequentialist theory based on human rights (Butler, 2008). Human rights are the inherent and inalienable fundamental rights of all human beings, without exception (Crane and Matten, 2016). Based on ethical of right, the correctness of the decision depends on whether the behaviour respects, protects and promotes the rights of the relevant actors (Butler, 2008).
[bookmark: _Toc33850757]3.2 Benefits to Facebook
Improving corporate social responsibility (CSR) form user information security and privacy has many benefits for Facebook. First of all, it can help Facebook enhance the long - term revenues (Smith, 2003). Because if the using of user information and privacy are considered socially responsible, Facebook may gain additional or more satisfied users, avoiding the boycott caused by irresponsibility (Greening and Turban, 2000). For example, after the Cambridge Analytica scandal was exposed, the number of users in Europe fell for the first time in two years after users launched a boycott against Facebook, because they thought Facebook was irresponsible (Facebook, 2019).

Secondly, Facebook can manage risk and uncertainty by improving CSR. Moon and Vogel (2008) pointed out that voluntary participation in social ethics can avoid more legislation and ensure greater corporate independence. As a result of the Cambridge Analytica scandal and other improper use of user information, the government has imposed stricter legislation, including the GDPR. However, the ethical use of user information can avoid the further constraints of such legislation, as well as the risk of lawsuits and fines (Kurucz et al., 2008).

Moreover, Facebook can reduce costs to some extent (Crane and Matten, 2016). Improper use of user information is common in the Internet industry. If Facebook can be more socially responsible in this respect, it can help Facebook attract employees to a certain extent, improve employee satisfaction, and thus reduce employee turnover rate and recruitment cost (Smith, 2003).

The further enhancement of CSR can also help Facebook to maintain the social licence to operate (Crane and Matten, 2016). From a broader perspective, more social responsibility in user information is a long-term investment in safer and more equal communities, creating a more stable competitive environment (Porter and Kramer, 2006).
[bookmark: _Toc33850758]3.3 Risks and Limitations
But the improvement has many limitations. First, Facebook is a large multinational company operating in many countries with different cultural backgrounds. This makes it difficult for Facebook to form a unified CSR strategy, because different cultures have different understandings of right and wrong (Crane and Matten, 2016).Secondly, the scale of Facebook is huge, so the improvement of strategy is difficult and may bring huge costs (Lehmann, 2012).In addition, being more socially responsible for the security and privacy of user information may lead to a decline in the accuracy of advertising, which may have a huge negative impact on Facebook's main business, advertising. Moreover, the improvement in CSR may not see a return in the short term, which may be resisted by some shareholders (Crane and Matten, 2016). Moreover, the limitations of some theories may lead to difficulties in practice. For example, if Facebook USES Utilitarianism as the theoretical basis for judging right and wrong decision-making, Facebook may reduce the accuracy or efficiency of decision-making due to subjectivity (Sidgwick, 2000).
[bookmark: _Toc33850759]4.0 Research Methodology
This project will mainly collect data and information through secondary research, so as to conduct a large-scale and rapid information collection to help analyse and evaluate Facebook's external environment, stakeholders, and CSR strategy (Gill and Johnson, 2010).

This project is mainly based on the epistemology of pragmatism. Pragmatism focuses on the actions, contexts and consequences rather than the assumptions about reality (Creswell, 2014). The research focused on how to improve Facebook's CSR strategy from the perspective of user information and both qualitative and quantitative information was collected to support the research. The main qualitative information is collected through annual reports, literature, news and other channels, including Facebook's basic information, strategic information, current main operating conditions, different countries' cultures, policies, professionals and evaluations, user feedback and so on. The inductive research approach is used to analyse external environment of Facebook, stakeholder analysis, and different groups about the expectations of user’s information, so as to improve CSR strategy. The main quantitative information will be collected through ONS, OECD, London Stock Exchange and other websites and literatures, mainly including Facebook's stock price, number of users, macroeconomic data, and statistical data of user feedback. Deductive research approach is adopted to improve the accuracy and feasibility of the research and avoid the deviation of qualitative information while analysing the external environment and stakeholders.


[bookmark: _Toc33850760]5.0 Project PlanAnalysing stakeholders
Analysing external environment


2 months
Users in different countries

1 month
Political and legal

2 months
1 month
Advertisers in different countries
Economic

1 month
1 month
Shareholder’s expectation
Social and cultural 

Improving Facebook’s CSR strategy from the perspective of user data
1 month
Technological


1 month
Introduce utilitarianism

2 months
Establish supervisory committees

3 months
Training


6 months
Improve strategy and procedure


1 year
Evaluation

Improving management practice




In order to improve Facebook's CSR strategy, the external environment, stakeholders, will be analysed and ethical theories will be introduced. The main purpose of the external environment analysis is to determine the differences between different international political, cultural, technological and economic environments, so as to ensure that Facebook's CSR strategy can meet the economic, legal, ethical and philanthropic responsibilities of local communities. In addition, Facebook needs to analyse its stakeholders to determine the key expectations of stakeholders in different ethical contexts. As for user information, Facebook's main stakeholders are shareholders, advertisers and users (Crane and Matten, 2016). Besides, this analysis also lays a foundation for the introduction of ethical theory. The introduction of ethical management practices in the security and privacy of user information is the final step. The main purpose of this step is to provide a unified strategy and procedure for managers at different levels of Facebook to help them make ethical decisions based on external environment and analysis of stakeholders. And the introduction of a unified ethical theory can help Facebook to form a unified standard for the morality of decision-making and help to supervise decision-making. Utilitarianism was introduced as the core because it was based on cost-benefit analysis, which was easy to understand, simplified training, improving decision-making efficiency (Lehmann, 2012). In order to overcome the limitation of too strong subjectivity of this theory, the regulatory committee will be set up to evaluate major decisions and improve objectivity through multiple assessments (Lehmann, 2012). Moreover, the ethical theory and the effect of strategic improvement are evaluated to ensure the effect and efficiency of strategic improvement. If Utilitarianism are inappropriate, it will be quickly replaced by other theories such as ethical of right.
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