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This coursework examines various aspects of network security, including the NIST Cybersecurity Framework, network reconnaissance tools, mitigation strategies for malware attacks, and preventive measures against whaling and pharming. The NIST Cybersecurity Framework provides voluntary guidance for organizations to manage and reduce cybersecurity risks, emphasizing a risk-based approach. Network reconnaissance tools like Nmap and Wireshark aid in gathering information about target networks and potential vulnerabilities. Mitigation strategies are proposed for ransomware (WannaCry) and remote access Trojan (TeleRAT) attacks. Additionally, preventive measures are suggested to counter whaling and pharming attacks. The network design emphasizes high availability through redundancy, redundant links, and high availability protocols. Hardware and software technologies such as firewalls, VPNs, antivirus software, and IDPS systems enhance network security by providing defence layers, monitoring, and access control. Overall, this coursework highlights the importance of implementing comprehensive security measures to safeguard networks and mitigate potential threats.
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In this assignment, we will explore the NIST Cybersecurity Framework, network reconnaissance tools, mitigation strategies for specific malware, and measures to prevent targeted cyber-attacks. The NIST Cybersecurity Framework provides voluntary guidance for organizations to manage and reduce cybersecurity risks, promoting collaboration and continuous improvement. Network reconnaissance tools like Nmap and Wireshark are essential for gathering information about a target's infrastructure and potential vulnerabilities. Mitigation strategies for specific malware, such as WannaCry and TeleRAT, help organizations protect their systems and data. Additionally, preventive measures against targeted cyber-attacks like whaling and pharming are crucial for safeguarding sensitive information. Lastly, we will examine network security technologies like firewalls, VPNs, antivirus software, and intrusion detection and prevention systems (IDPS) to enhance network security during operation. By understanding and implementing these concepts and measures, organizations can strengthen their cybersecurity defences and mitigate risks effectively.
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The NIST Cybersecurity Framework is “voluntary guidance, based on existing standards, guidelines, and practices for organisations to better manage and reduce cybersecurity risk. In addition to helping organisations manage and reduce risks, it was designed to promote risk and cybersecurity management communications amongst both internal and external organisational stakeholders.” [1]. The framework is made up of three parts: the Framework Core, the Implementation Tiers, and the Framework Profiles. The NIST Cybersecurity Framework adopts a risk-based approach to cybersecurity, which aligns with the evolving threat landscape [2]. 

The NIST Cybersecurity Framework consists of five core functions. These functions provide a structured framework for organisations to establish and enhance their cybersecurity practices[2]. These functions are:

· Identify: This function involves identifying potential cybersecurity risks, understanding organisational objectives, and recognising the role in the supply chain. Effective risk identification forms the foundation for a cybersecurity strategy [3].

· Protect: This function focuses on developing safeguards against identified risks, including access controls, encryption, employee training, and secure configurations. Implementation of protective measures reduces the risk of unauthorised access and data breaches [3].

· Detect: The Detect function aims to identify irregular activity or breaches through continuous monitoring, log analysis, and security event detection. Prompt detection allows for immediate action and limits potential damages [3].

· Respond: The Respond function outlines actions to be taken in response to cybersecurity incidents. This includes developing incident response plans, defining roles, and establishing communication channels. A well-defined incident response process enables effective containment, eradication, and recovery [3].

· Recover: The Recover function concentrates on restoring operations and assets post-cybersecurity incident. It involves data recovery, system restoration, and post-incident analysis to minimise downtime, financial losses, and long-term impact [3].

The Implementation Tier offers organisations a process to assess and understand the characteristics of their approach to managing cybersecurity risk. This helps in prioritising and achieving cybersecurity objectives effectively. The Framework Profiles tier play a vital role by assisting organisations in aligning and prioritising their cybersecurity activities with their business or mission requirements, risk tolerances, and available resources [4].


The NIST Cybersecurity Framework promotes collaboration and information sharing between organisations, sectors, and government entities. This collaboration facilitates the exchange of best practices, threat intelligence, and lessons learned, enabling organisations to stay updated on the latest cybersecurity trends and enhance their security measures. By sharing knowledge and experiences, organisations can collectively improve their ability to safeguard digital assets and personal data. The NIST Cybersecurity Framework emphasises the importance of continuous improvement in cybersecurity practices. It encourages organisations to regularly assess their cybersecurity posture, measure performance, and refine their security measures based on the changing threat landscape.

In conclusion, the NIST Cybersecurity Framework plays a crucial role in safeguarding digital assets and personal data. By adopting a risk-based approach, implementing the framework's core functions, fostering collaboration, and promoting continuous improvement, organisations can effectively manage cybersecurity risks, mitigate threats, and protect their valuable assets and sensitive data. The framework's flexibility allows organisations to adapt to evolving challenges and leverage emerging opportunities in the field of cybersecurity.
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Network reconnaissance is a crucial aspect of network penetration testing, as it provides valuable insights into the target's infrastructure and potential attack vectors. [5]. Two commonly used tools in this stage are Nmap and Wireshark.  
Nmap is a widely used tool for system security and analysis. It is an essential component of host security measures [6]. In the reconnaissance stage, Nmap can be used to:
· Discover live hosts: Nmap can scan a range of IP addresses to identify live hosts on a network [7]
· Identify open ports and services: Nmap can detect open ports and the corresponding services running on those ports [7]. 
· Map network topology: Nmap can provide insights into the network's structure, including routers, firewalls, and interconnected devices [7].
An attacker may use Nmap to scan a target's IP range to identify live hosts. By determining which hosts are active, attackers can focus their efforts on potential targets. Attackers can use detected open ports and the corresponding services running to these ports to attack and then can identify possible entry points or vulnerabilities associated with specific services. Mapping then helps understand the network's layout and potential attack paths.
Wireshark is a tool used for capturing network data packets [8]. In the reconnaissance stage, Wireshark can be used to:
· Capture network traffic: Wireshark can capture packets transmitted over a network segment or interface [9]. 
· Identify network services and protocols: Wireshark helps identify the specific network services and protocols being utilised by the target [9]. 
· Analyse data exchanged: Wireshark allows deep inspection of packet contents, including payloads and headers [9]. 
By analysing the captured packets, cybercriminals can extract information about the target's communication patterns, protocols in use, and potential security weaknesses. Network services and protocol knowledge aids attackers in understanding the target's infrastructure and potential areas of exploitation. By analysing the data exchanged, attackers can uncover sensitive information, potential vulnerabilities, or weak security configurations.


[bookmark: _Toc140519244](C)
[bookmark: _Toc140519245]i)
WannaCry is a ransomware that exploited the EternalBlue vulnerability in the Microsoft Server Message Block (SMB) protocol. It spread rapidly by scanning networks for vulnerable systems and encrypting files, demanding a ransom for their release [10].

Mitigation strategies:
· Always Backup: Regularly back up your important data to an external or cloud storage solution. In the event of a ransomware attack or hard drive failure, having up-to-date backups ensures you can restore your data without paying a ransom [10].

· Follow the Least Privilege Principle: Configure access controls and user privileges with the least privilege principle in mind. By running as a non-privileged user, you can prevent certain malicious tasks, such as deleting shadow copies of files, even if you become infected with ransomware [10].

· Apply Application Control: Implement application control mechanisms to control which executables have access to your files. By creating whitelists of approved applications, you can restrict write access to your files, preventing unauthorised executables, including ransomware, from modifying them [10].

· Block Internet Access to SMB: The Microsoft SMB protocol is designed for internal use and should not be exposed to the internet. Implement network boundary controls, such as port filtering, to block all versions of SMB from external access. This measure prevents attackers from directly targeting SMB vulnerabilities over the internet [10].


TeleRAT is a remote access Trojan (RAT) that grants unauthorised individuals’ control over infected systems. It typically spreads through social engineering techniques and establishes a command-and-control connection, enabling attackers to gain remote control [11].

Mitigation strategies:
· Install an Anti-Malware Software Program: Install and regularly update an anti-malware program to detect and remove RATs and other malicious software [12].

· Harden Access Control: Implement strong authentication measures, such as two-factor authentication, and stricter firewall configurations to limit unauthorised access to networks and systems [12].

· Implement Least Privilege: Follow the principle of least privilege, giving users only the minimum access necessary to perform their tasks, reducing the impact of a RAT infection [12].

· Use an Intrusion Detection System: Employ a host-based or network-based intrusion detection system to monitor network traffic and detect and block intrusions [12].


In conclusion, effective mitigation strategies for WannaCry involve patch management, network segmentation, security awareness training, and security monitoring. For TeleRAT, the key mitigation measures include endpoint protection, user awareness and training, web filtering, email security, and regular system updates. By implementing these strategies, organisations can significantly reduce the risk of infection and mitigate the impact of these malware.
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Whaling refers to a sophisticated and highly targeted form of phishing attack that specifically targets senior executives within an organisation. This type of cyber fraud relies on social engineering techniques to deceive victims into taking specific actions, often involving financial transactions such as wire transfers. Attackers craft fraudulent emails that convincingly mimic legitimate correspondence, aiming to trick executives into performing unintended actions that benefit the attacker [13].

To prevent whaling attacks, organisations can implement the following measures:

· Security Awareness and Training: Regularly educate executives about the signs of a whaling attack, emphasizing the importance of verifying unusual requests and suspicious emails [14].

· Email Security Practices: Implement strong password policies, enable multi-factor authentication, employ email analytics tools to identify risky behaviour, and scan attachments for potential threats [14].

· Third-Party Vendor Monitoring: Continuously monitor third-party vendors and establish checks for email communications and access requests from them to minimize security risks [14].

· Data Protection Software: Utilize data protection tools that can flag suspicious emails based on sender domains and keywords and provide effective protection against malware and spyware [14].

By combining these preventive measures, organisations can enhance their defences against whaling attacks and reduce the likelihood of falling victim to these sophisticated scams.

Pharming is an advanced form of phishing where a virus or malicious program is installed on a computer, redirecting users to imitation websites that steal their sensitive information. Users unknowingly download the malicious program, often through email messages or instant messaging, and the virus alters the computer's code to redirect legitimate web addresses to fraudulent sites. Pharmers take advantage of spelling mistakes in domain names, use malware to manipulate DNS servers, or perform domain transfer requests to control web addresses [15]. 

To prevent pharming attacks, organisations can implement the following measures:

· Be cautious of suspicious emails: Look for signs of poor spelling and grammar, check the sender's email address, and avoid clicking on links. If in doubt, contact the company directly using independent contact information [16].

· Verify website authenticity: Pay attention to the URL for misspellings and check if the site is secure (https) [16].

· Use antivirus software and firewalls: Install reputable antivirus software with anti-malware capabilities and enable firewalls to prevent malicious software and unauthorised access [16].

· Enable two-factor authentication: Use two-factor authentication or two-step verification where available, adding an extra layer of security to your accounts [16].

By following these measures, you can strengthen your defences against phishing and pharming attacks and better protect your online activities and sensitive information. 
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[bookmark: _Toc140519255]Figure 2-Command showing ping between different end devices
This network design ensures high availability through a combination of redundant components, redundant links, high availability protocols, and network optimization techniques. 
Redundancy is achieved through the deployment of redundant components such as routers and switches. These devices are configured in a redundant manner to provide seamless failover in case of component failure. Redundant links are established between critical network devices, ensuring that if one link fails, traffic can be seamlessly rerouted through alternate paths, maintaining connectivity.
High availability protocols, such as HSRP or VRRP, are implemented to enable automatic failover in case of router failure. These protocols ensure that backup routers take over routing functions, maintaining continuous network operation. 
By incorporating these design principles, the network design enhances availability by reducing the impact of failures and providing reliable crossover paths for network traffic. This enables the network to withstand component failures, link disruptions, or network congestion, ensuring uninterrupted connectivity and minimising potential downtime. 
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There are various software and hardware technologies that can be implemented to enhance network security during its operation. Here are some commonly used technologies along with their functionality:
Hardware Technologies:
· Firewalls: Firewalls serve as security barriers that control the flow of network traffic between your network and the internet. They act as gates, allowing authorised traffic to pass through while blocking access to unauthorised or malicious traffic to help protect your network from potential threats and ensure that only authorised communication takes place [17].
· VPNs: VPN security tools authenticate and encrypt communication between secure networks and endpoint devices. [17].
Software Technologies:
· Antivirus and Anti-malware Software: Anti-malware tools are network security software specifically designed to detect and prevent the spread of malicious programs. These tools identify dangerous programs and take proactive measures to prevent their spread within the network. Anti-malware and antivirus software can assist in resolving malware infections, effectively minimising the potential damage to the network [17].
· IDPS Software: An intrusion detection and prevention system (IDPS) play a crucial role in network security by continuously monitoring the network for potential threats. Its primary function is to identify suspicious activities and alert the administrator, enabling them to take necessary actions to prevent potential attacks [18].
These hardware and software technologies work together to strengthen network security by providing layers of defence, monitoring, and detecting threats, enforcing access controls, and encrypting sensitive data. Implementing a combination of these technologies based on the network's requirements and threat landscape can significantly enhance network security during its operation.
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[bookmark: _Toc140519251]Conclusion, Recommendation, and Future Work 

The NIST Cybersecurity Framework provides a comprehensive guide for organizations to manage cybersecurity risks and protect valuable assets. Implementing its core functions, adopting a risk-based approach, and fostering collaboration enhances cybersecurity practices. Network reconnaissance tools like Nmap and Wireshark aid in vulnerability identification. Mitigation strategies for malware such as WannaCry and TeleRAT offer actionable steps. Preventive measures against whaling and pharming minimize the risk of targeted attacks. Hardware technologies like firewalls and VPNs, along with software technologies like antivirus and IDPS, strengthen network security. It is recommended to implement the framework, conduct regular reconnaissance, establish robust mitigation strategies, and enhance security awareness. Future work involves continuous evaluation, collaboration, monitoring emerging threats, and improving incident response and recovery plans. 
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NIST - National Institute of Standards and Technology
IDPS - Intrusion Detection and Prevention System
VPN - Virtual Private Network
SSL - Secure Sockets Layer
TLS - Transport Layer Security
IPsec - Internet Protocol Security
SMB - Server Message Block
RAT - Remote Access Trojan
HSRP - Hot Standby Router Protocol
VRRP - Virtual Router Redundancy Protocol
DNS - Domain Name System
HTTPS - Hypertext Transfer Protocol Secure
IP - Internet Protocol
URL - Uniform Resource Locator
SSL - Secure Socket Layer
TLS - Transport Layer Security
HTTP - Hypertext Transfer Protocol
IP - Internet Protocol
SMB - Server Message Block
HSRP - Hot Standby Router Protocol
VRRP - Virtual Router Redundancy Protocol
HIDS - Host-based Intrusion Detection System
NIDS - Network-based Intrusion Detection System
HIPS - Host-based Intrusion Prevention System
NIPS - Network-based Intrusion Prevention System
CISO - Chief Information Security Officer
DDoS - Distributed Denial-of-Service
IoT - Internet of Things
APT - Advanced Persistent Threat
SIEM - Security Information and Event Management
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