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[bookmark: _Toc237859479]1. Introduction
The trend in the computing model currently undergoing change involves a transition from a hard computing model based on the physical server model to a flexible software model that emphasizes multi-tenancy, process isolation, and horizontal scalability [1], [2]. The problems such as low latency processing, zero downtime pipeline, and security needs pose a challenge in enterprise software applications [2], [3]. This requires an understanding of cloud computing abstractions ranging from hardware-assisted virtualization all the way to serverless architectures [3], [4].
Cloud engineering evolution is characterized by successive levels of abstraction geared towards increasing resource efficiency and reducing deployment costs [1], [5]. Conventional virtualization involves complete isolation of the whole operating systems from one another on a common hardware by using hypervisors [3]. Though this approach ensures high level of isolation and security, it suffers from poor memory efficiency, poor performance and inefficient storage usage [1], [3]. In order to counter these shortcomings, OS-level virtualization such as containerization uses low-level operations at the kernel layer including Linux namespace and control groups (cgroups) to run a set of isolated userspace processes on the common kernel [2], [4]. Additionally, the recent emergence of FaaS and serverless computing has enabled abstraction of servers to enable running of code blocks event driven in sub-second executions intervals [8], [10].
This assessment delivers a Level 7 postgraduate technical analysis and practical implementation evaluating these core cloud paradigms across three primary tasks.
· In Task 1, there is an exploration of the fundamental principles of Type 1 & Type 2 hypervisors compared to containerization using the practical approach of the Python Flask microservice, utilizing Docker image creation, volume mounting, software-defined bridging, and shared registries [1], [2], [4].
· Task 2 centers around the evaluation of enterprise cloud architectures which offer redundancy within Availability Zones, as well as their relationship with layer 4/7 load balancers, auto-scaling horizontally, and Web Application Firewall (WAF) [6], [7].
· Task 3 involves the exploration of the factors driving cloud economics, mainly the transition from Capital Expenditure (CapEx) to Operational Expenditure (OpEx), and involves the comparison of trade-offs of containerized microservices versus FaaS (Function-as-a-Service) [8], [10].
[bookmark: _Toc237859480]1.1 Cloud Computing Characteristics and Engineering Implications
Thus, cloud computing is not only a technology, which is used to execute software applications in the remote data centers but also a computing paradigm, which is built upon the principles of service-oriented computing. Accordingly to NIST, cloud computing has five principal characteristics, such as on-demand self-service, broad network access, resource pooling, rapid elasticity, and measured service [22]. As it was already mentioned, the described above characteristics distinguish cloud computing from hosted infrastructure thanks to its programmability, flexibility, and elasticity [22].
On-demand self-service allows consumers to acquire computing resources independently without any help from the service provider through the use of management console, API, command line interface, infrastructure-as-code, and automation. Broad network access implies the use of standard network connections in order to provide consumers with access to services by different clients’ devices. Resource pooling assumes the allocation of physical and virtual resources between multiple consumers with the logical isolation of them [22].
This is significant for cloud engineering in that, rather than having to provide adequate fixed capacity in response to the peak demands, load balancers, auto-scaling, monitoring and health checks, container orchestration, and serverless environments can be used to scale dynamically. This is especially useful for web applications with erratic workloads.
Abstraction in the cloud environment has implications for the roles of infrastructure engineers too. In Infrastructure as a Service, the user is responsible for the OS, application, configuration, identity management, and securing of the workload. In higher levels of abstraction, like Platform as a Service and Function as a Service, more infrastructure management responsibilities are delegated to the service provider. However, this does not mean that the responsibility for security is no longer incumbent on the user; rather, it just means that the responsibility lies in different areas.
Thus, cloud engineering could be described as an optimization problem with conflicting objectives. High availability usually implies redundancy, but it can raise costs. Good isolation will increase security but will decrease resource usage. High autoscaling will provide high responsiveness, but it can lead to increased infrastructure costs due to bad scaling strategies. In the same way, the serverless approach could eliminate idle infrastructure costs but will impose some restrictions on its usage and create dependencies on the cloud providers. The following sections of the report discuss virtualization, containers, high availability, elasticity, and serverless architectures not as separate technologies but as conflicting architecture choices.
[bookmark: _Toc237859481]2. Task 1: Hardware Virtualisation vs. Containerisation
[bookmark: _Toc237859482]2.1 Hypervisors and Virtual Machines
Hardware-assisted virtualization involves the use of a hypervisor (Virtual Machine Monitor) to provide an emulation of hardware and abstraction of physical host compute, memory, storage, and network resources [1], [3]. There are two architectural classes of hypervisors.
· Type 1 (Bare Metal) Hypervisor: Runs directly on the underlying host hardware without any host operating system installed (e.g., VMware ESXi, KVM, Xen) [3], [11]. It runs the VM guest code with low overhead in terms of privileges since it communicates directly with the hardware virtualization VT-x and/or AMD-V processor features [11].
· Type 2 (Hosted) Hypervisor: Runs as a software application above a regular host operating system (e.g., Oracle VirtualBox, VMware Workstation) [3], [11]. It translates guest hardware requests through the host OS kernel, adding extra overhead [11].
Each VM contains a whole operating system kernel with system binaries and libraries along with drivers for virtual devices [1], [3]. The result is very good hardware isolation boundaries that make VMs suitable to run untrusted code or multi-tenant enterprise applications [1], [11]. But there is a cost of duplicating operating systems: startup time is about 1 to 3 minutes, images are 10 to 50 GB big, and background processes take 1 to 2 GB of memory each without running any user program [1], [11].
[bookmark: _Toc237859483]2.2 Linux Containers and OS-Level Virtualisation
OS-level virtualization does not need the help of hypervisor emulation because OS-level virtualization entails executing several separate user-space instances within the same common Linux kernel [2], [4], [12]. These separation and allocation of resources are done through the following two key Linux kernel mechanisms that are described in Table 1.
Table 1: Linux Kernel Isolation and Resource-Control Primitives
	Kernel Primitive
	Primary Function
	Core Subsystems / Mechanics

	Linux Namespaces
	Restricts what a container process can SEE [4], [12].
	PID: isolates process-ID numbering (container sees itself as PID 1) [12]. NET: virtualises network stacks, IPs, routing [4], [12]. MNT: isolates filesystem mounts [12]. IPC: prevents unauthorised inter-process memory access [12]. UTS: isolated hostnames/domains [12]. USER: maps container UID/GID independently of host root [12].

	Control Groups (cgroups)
	Restricts how much a container can USE [4], [12].
	CPU: sets execution shares (cpu.shares) and hard limits (cpu.cfs_quota_us) [12]. Memory: enforces RAM limits and triggers OOM killers per cgroup [12]. BlkIO: throttles disk read/write throughput and IOPS [12].



Since the container bypasses the initialization process for guest operating system kernel, it launches in milliseconds, consumes less than 200 MB of base RAM and provides native performance of CPU and memory usage [1], [4], [12].
[bookmark: _Toc237859484]2.3 Flask Microservice Development
To study the functioning of containers, a light-weighted microservice in the form of Python Flask REST API was developed. It provides JSON-based APIs for health checks and data access.
1) app.py implementation:
from flask import Flask, jsonify
import os
 
app = Flask(__name__)
 
@app.route('/api/v1/health', methods=['GET'])
def health_check():
    return jsonify({"status": "healthy",
        "container_host": os.uname().nodename}), 200
 
@app.route('/api/v1/data', methods=['GET'])
def get_data():
    return jsonify({"message": "Cloud Engineering
        Assessment Microservice", "version": "1.0.0"}), 200
 
if __name__ == '__main__':
    app.run(host='0.0.0.0', port=5000)
Figure 1: Docker image successfully built from the Dockerfile.
[image: ]
Figure 2: Flask microservice running inside a Docker container with port 5000 exposed.[image: ]
Figure 3: Health endpoint successfully tested and returning a healthy status from the Docker container.
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Figure 4: Data endpoint successfully tested and returning the expected microservice information
[image: ]
Figure 5: Docker Desktop showing the Flask microservice container running successfully.
[image: ]
2) Dockerfile instruction specification:
FROM python:3.11-slim
WORKDIR /app
COPY requirements.txt .
RUN pip install --no-cache-dir -r requirements.txt
COPY . .
EXPOSE 5000
USER 10001
CMD ["python", "app.py"]	

Figure 1: Dockerfile configuration for the Flask microservice, defining the Python 3.11 environment, application dependencies, working directory, port 5000, non-root user, and application startup command.
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2.4 Image Management and Registry Distribution
These images are created using Docker templates, which contain a series of filesystem layers that are immutable. These layers can be found in the union file system (OverlayFS) [2], [7], [13]. Every instruction in a Dockerfile is responsible for creating one layer [2], [15].
# Build microservice container image tagged v1.0.0
docker build -t cloud-app:1.0.0 .
 
# Tag image for remote public registry distribution
docker tag cloud-app:1.0.0 alexmorgan/cloud-app:1.0.0
 
# Authenticate and push image layers to Docker Hub
docker login -u alexmorgan
docker push alexmorgan/cloud-app:1.0.0	
Figure 1: Microservice Docker image successfully built and tagged as cloud-app:1.0.0
[image: ]
Figure 2: Successfully authenticated with Docker Hub.
[image: ]
Figure 3: Docker image successfully pushed to the foziamalek/cloud-app repository on Docker Hub
[image: ]
Figure 4: Docker Hub repository showing the published cloud-app:1.0.0 image.
[image: ]
By leveraging python:3.11-slim base images and layer caching, build times were minimized, and the distribution image footprint was kept under 120 MB [7], [15].
[bookmark: _Toc237859486]2.5 Storage Persistence via Docker Volumes
Nevertheless, the containers themselves are ephemeral. The data that is stored in the writable layer of the container will get erased after the container stops running [2], [13]. The persistence of the data between different containers will be achieved via stateful services that use Docker volumes, which are mounted on the file system of the host machine [13].
# Create managed Docker named volume
docker volume create app_data_vol
 
# Spin up microservice container with volume
# persistence mounted to /app/data
docker run -d \
  --name flask_service \
  -p 5000:5000 \
  -v app_data_vol:/app/data \
  alexmorgan/cloud-app:1.0.0
Figure 1: Docker named volume app_data_vol created successfully for persistent application data storage.
[image: ]
Figure 2: Flask microservice container flask_service running with port 5000 mapped to the host.
[image: ]
Figure 3: Docker named volume app_data_vol mounted to /app/data inside the Flask microservice container.
[image: ]
Figure 4: Flask health endpoint successfully responding from the container using the mounted-volume configuration.
[image: ]
Named volumes bypass the OverlayFS driver, delivering direct host disk I/O performance and permitting concurrent data access across multiple container runtimes [13].
[bookmark: _Toc237859487]2.6 Software-Defined Container Networking
Docker offers software-defined networking virtualization drivers for isolating container network traffic [4], [14].
· Default Bridge Network: A software bridge (docker0) is configured on the host [14]. The containers get private IPv4 addresses (such as 172.17.0.x) and communicate via exposed ports using IPTables NAT configuration in host [14].
· User-Defined Bridge: Provides built-in DNS services for container name-based resolution of each other [14].




# Create custom software-defined isolated bridge
docker network create --driver bridge app_net
 
# Deploy container attached to custom bridge network
docker run -d --name flask_api --network app_net \
  alexmorgan/cloud-app:1.0.0	
[bookmark: _Toc237859488]Figure 1: Custom Docker bridge network app_net created successfully using the bridge network driver.
[image: ]
Figure 2: Flask API container flask_api deployed using the custom Docker network app_net.
[image: ]
Figure 3: Docker inspection confirming that flask_api is connected to the custom bridge network app_net and has been assigned IP address 172.19.0.2.
[image: ]
2.7 Container Security, Isolation, and Operational Considerations
Even though containers offer many efficiencies, it is essential to understand that the lightweight isolation offered by containers cannot be considered equal to the level of isolation offered by a full virtual machine. When running on the same host, containers usually use the operating system kernel of the host. Hence, any vulnerability at the kernel level or misconfigured container runtime can pose a risk to all applications running in it. According to NIST, containers are seen as operating system virtualization together with application packaging [23].
Thus, the difference between VM and container becomes especially critical for multi-tenant scenarios. In VMs, there is an additional OS layer that acts as a guest, while containers normally use process isolation and depend on the host OS kernel. The resulting savings in resource utilization create a new level of security. For applications working with highly confidential or mutually untrustworthy data, VM isolation will be preferable. Containers are especially valuable in cases when deployment density, quick startup, portability, and consistent packaging of applications become more critical than full kernel isolation.
Security in containers goes even further beyond isolation during runtime. A container image is a software supply chain item that carries not only the application itself but all dependencies and operating system packages as well. Any vulnerable or outdated components within the image may end up being part of the exposed attack surface. Hence, secure container development will have to take into account such practices as image provenance, dependency management, vulnerability scanning, minimal base images, controlled registries, and patching. In this test case, the Dockerfile already provides one good example of securing a container by moving from the default root user using the USER 10001 command. However, more actions would be required for production-grade deployment of containers.
Least privilege is especially significant here. A containerized application needs only the operating system permissions needed to perform its job. Running applications as root users could have negative ramifications when a hacker is able to exploit the application in order to achieve more privileges beyond those of the application itself. Likewise, unneeded Linux capabilities and file system mounts to the host are best avoided. Do not use secrets such as database credentials directly in Dockerfiles and images since images can be cached, duplicated, uploaded to registries, and kept as part of the build history.
Immutability makes operation more consistent. Instead of changing the running container manually, a new image would be built, tested, scanned, versioned, and deployed. Thus, a better way of rolling back becomes possible by associating each deploy with a specific image version. The layer approach described above therefore becomes significant not just in terms of improving build speed but also in allowing for version-controlled delivery of applications.
Storage considerations are required as well. The evaluation correctly determines that the writable layer of the storage container is related to the lifecycle of the container itself. According to Docker documentation, volumes are the right choice for persistent data that is created and consumed by containers since volumes are not limited to the lifecycle of one specific container [24]. This is a necessary aspect of handling stateful loads. But persistence alone does not guarantee backup and disaster recovery. A production database that can be mounted through a volume still needs its own policy for backing up, replicating, verifying, and recovering the database.
Network isolation is a critical element as well. The custom bridge network used in the above assessment gives more control over communication channels compared to just putting all containers in the same default network. The documentation mentions that user-defined bridge networks give the automatic discovery of services by using the DNS and better isolation of different application groups [25].
A production-level deployment should consider containerization as a full lifecycle solution and not only as a packaging tool, depicted as:
Source Code → Dependency Management → Image Build → Vulnerability Scan → Image Registry → Deployment → Runtime Monitoring → Patch/Replace → Retirement

Security controls must be implemented at each step. This will ensure that the vulnerabilities that are created while developing or creating the image are not overlooked until deployment.
Table 2: Container Engineering Risk and Control Summary
	Container Engineering Area
	Potential Risk
	Recommended Control

	Base image
	Vulnerable packages
	Minimal and regularly updated base image

	Image registry
	Unauthorized or malicious image
	Trusted/private registry and image verification

	Runtime privilege
	Container compromise
	Non-root execution and least privilege

	Secrets
	Credential exposure
	External secret-management mechanisms

	Storage
	Data loss
	Volumes plus backup and recovery procedures

	Network
	Unnecessary lateral communication
	User-defined networks and segmentation

	Resources
	Denial of service through exhaustion
	CPU and memory limits

	Runtime
	Undetected compromise
	Logging, monitoring and security telemetry



In other words, the major benefit that containers offer in the engineering domain is not just about consuming fewer resources. What makes containers truly important is the way their standardization, ease of deployment, portability, automation, and repeatability are combined. This can be done safely only if container isolation is properly controlled.
[bookmark: _Toc237859489]3. Task 2: High-Availability Cloud Infrastructure and Elasticity
[bookmark: _Toc237859490]3.1 System Topology Overview
The enterprise cloud computing architecture needs a multi-region and multi-Availability Zone (AZ) topology in order to provide continuous service availability in the event of hardware failures, network partitions, or outages of the local data center [3], [6], [14]. An Availability Zone is an isolated place inside a region which is provided with independent power, cooling and networking facilities [14], [15].
In order to have a fault tolerant solution without any single point of failure, the financial telemetry processing engine is deployed across two redundancy AZs (AZ-A and AZ-B) in a Virtual Private Cloud (VPC) network boundary [3], [14]. The public Application Load Balancers and Web Application Firewalls cover both AZs in order to process ingress traffic and route it to private application subnets [6], [14]. The database tiers employ multi-AZ active/passive synchronization for reaching RPO = 0 and RTO < 30 seconds [3], [15].
[bookmark: _Toc237859491]3.2 Load Balancing, Auto-Scaling, and Edge Security
In order to guarantee proper operation of the applications and secure the compute environment, there are three fundamental cloud services that are employed within the architecture [5], [6], [14].
1) Layer 4 vs. Layer 7 Traffic Load Balancing:
· Layer 4 (Transport Layer): Performs at the level of TCP/UDP transport protocol layer, making routing based solely on IP address and port numbers without inspecting any application data [6], [14]. Provides extremely low latency and maximum packet per second performance, thus being appropriate for database connections and raw protocol streams [6].
· Layer 7 (Application Layer): Inspects HTTP/HTTPS headers, cookies, and URLs paths [6], [15]. Enables content routing (routes /api/v1/auth to the authentication microservices), maintains sessions and inspects host header [6], [15]. Continuously performs health check queries particular application endpoints (GET /health) in order to automatically isolate unresponsive instances [6], [14].

2) Elasticity and Dynamic Scaling Patterns:
· Vertical Scaling (Scale Up/Down): Changes allocation of computing resources (vCPUs and memory). Although straightforward, vertical scaling is limited by actual hardware constraints and requires an outage for any changes made [1], [3].
· Horizontal Scaling (Scale Out/In): Allocates or deprovisions multiple replicas of the container or virtual machine instances within Availability Zones [1], [5]. Advanced predictive scaling technology relies on past telemetry data and machine learning algorithms to predict upcoming spikes in traffic and provision computing resources beforehand [5].

3) Perimeter Security and Web Application Firewalls (WAF):
· Application Gateways are reverse proxies located in the perimeter of cloud architecture, performing decryption and terminating TLS/SSL connections to relieve application instances of computational load [8], [14].
· Web Application Firewalls (WAFs) monitor incoming HTTP connections and apply rules preventing from exploitation of most common vulnerabilities as outlined by OWASP (SQL injection attacks, XSS, bot networks, etc.) [8], [15].
[bookmark: _Toc237859492]3.3 Integration of Dynamic Scaling and Load Distribution
Auto Scaling Groups (ASGs) and Application Load Balancers (ALBs) work in an intricately linked, continuously running loop [5], [6], [14]. Upon detection of violation of performance metrics thresholds (such as CPU utilization exceeding 70% continuously for 3 minutes), the ASG automatically spins up new instances in both AZs through configured machine images [5], [14].
The spun up instances run automatic configuration scripts, pass health checks on the local side, and get themselves registered with the target group on the load balancer using their internal IP address [6], [14]. The ALB performs health checks prior to routing the live traffic towards the newly spun-up instances [6], [15]. On the other hand, in a scale-in situation, the load balancer puts a deregistration delay (connection draining) in place [14], [15].
[bookmark: _Toc237859493]3.4 Infrastructure Evaluation Matrix
Table 3: Fixed On-Premises vs. Multi-AZ Elastic Cloud Topology
	Evaluation Parameter
	Fixed On-Premises Architecture
	Multi-AZ Elastic Cloud Topology
	Enterprise Strategic Impact

	Fault Tolerance & Reliability
	High failure risk due to localized hardware and network single points of failure [3].
	Multi-AZ deployment with automated health probing and failover routing [3], [14].
	Maintains 99.99% availability SLAs for mission-critical business systems [14], [15].

	Scalability & Cost Efficiency
	Static capacity provisioned for peak loads, causing low utilization during idle hours [1], [5].
	Automated horizontal auto-scaling aligned directly with real-time compute demand [1], [5].
	Converts high fixed capital hardware costs into variable pay-as-you-go operational expenses [1], [2].

	Perimeter Security
	Application servers often directly exposed to untrusted external networks [8].
	Centralized WAF filtering, edge SSL offloading, and isolated private subnets [8], [14].
	Protects internal data stores against OWASP vulnerabilities and unauthorized access [8], [15].


[bookmark: _Toc237859494]
3.5 Resilience, Failure Scenarios and Recovery Engineering
High availability is not to be measured only by the quantity of servers used. Resilience in cloud computing requires taking into account what might happen in case of failure of individual components and how the system is able to provide the expected service anyway. Multi-AZ implementation helps avoid infrastructure failure causing disruption in the entire workload as computing capacity can be split among Availability Zones [26].
In this architecture review, there are several levels of redundancy: at the application level where multiple instances can handle requests; at the traffic management level where load balancing helps avoid sending more requests to a faulty or overloaded instance; at the infrastructure level, where resources are spread across Availability Zones; at the database level, where replication comes into play as well.
A useful way to evaluate the design is through failure scenarios rather than through architectural components alone, as summarised in Table 4.
Table 4: Failure Scenarios and Architectural Response
	Failure Scenario
	Expected Architectural Response
	Availability Benefit

	Single application instance failure
	Health check removes failed instance
	Requests continue through healthy instances

	Sudden traffic increase
	Auto-scaling launches additional capacity
	Reduces overload and response-time degradation

	Availability Zone failure
	Traffic redirected toward surviving zone(s)
	Prevents localized infrastructure failure from becoming total outage

	Load balancer target failure
	Health checks stop routing traffic to target
	Prevents repeated requests to unhealthy resources

	Database node failure
	Replication/failover mechanism activates
	Supports continuity of stateful services

	Application deployment failure
	Rollback to previous version
	Reduces duration of service disruption

	Regional disaster
	Disaster recovery environment activated
	Protects against large-scale infrastructure loss



This approach is significant as redundant elements do not necessarily imply resilience. In particular, having two applications does not guarantee that those two applications will not be the causes of the failure, as those might operate in one Availability Zone or work with the same endpoint. Furthermore, the deployment of the resources in various zones will help but not be sufficient as long as the replication of the application configuration, credentials, and data is not conducted.
As per the guidelines of AWS Well-Architected Framework, it is required to deploy the computing resources in multiple availability zones and make use of load balancers to direct the traffic to healthy resources [26]. While the above-mentioned statement applies specifically to AWS, it may be generally stated about cloud architecture: the failure domains need to be isolated and there should be mechanisms to detect and react to them.
Autoscaling also has to be done properly. For example, there is Horizontal Pod Autoscaling in Kubernetes that is a feedback loop that regulates number of replicas depending on some metrics that can be CPU usage, memory usage, or custom metrics [27]. This means that elasticity is not just about adding new servers but it is a feedback control cycle that includes measurement, decision, resource allocation, confirmation of availability, and scaling itself.
Proper design of the scaling policy may be critical for achieving good results. When threshold is set too low, this means that the system will scale out continuously spending unnecessary resources. If the threshold is set too high, the extra capacity will appear just when the system performance is declining from the perspective of users. Scaling in policy can cause troubles because of destroying resources quickly.
It is important for the architecture to understand how load balancing and autoscaling relate to each other. In this case, the load balancer continuously monitors the target pool, whereas the autoscaling identifies the number of instances in the pool. The new instances are introduced to the system when they become operational. In the case of instance retirement, there must be a way to complete the pending requests:

Traffic → Monitoring → Scaling Decision → Resource Provisioning → Health Verification → Load-Balancer Registration → Traffic Distribution

When the demand decreases, the exact opposite happens. This cycle allows for the matching of the capacity of the cloud infrastructure to the demand better than the fixed infrastructure would. Resilience is one of the areas that need to be tested instead of just assumed. There are several methods by which resilience can be tested, among which killing application instances, inducing peak traffic, doing failed health checks, simulating database failures, and recording recovery times. According to AWS, some of the steps that need to be taken in reliability engineering are scaling and performance testing and resiliency testing via chaos engineering [28].
There are two other very important aspects that need to be considered: Recovery Time Objective (RTO) and Recovery Point Objective (RPO). While the first objective denotes maximum tolerable downtime, the latter is the amount of data loss within this period of time. It is extremely crucial to understand that these objectives have to be set based on the needs of the business and not on some unattainable targets. If zero or close to zero RPO is required, then synchronous replication has to be used, which increases complexity and expenses.
Therefore, high availability must be considered an engineering requirement that arises out of business requirements and not simply a technical requirement. Although Multi-AZ sounds to be a very promising solution, it would succeed only if there is redundancy, automated testing, scaling policy, recovery process testing, replication of state, and monitoring.
[bookmark: _Toc237859495]4. Task 3: Cloud Economics and Serverless Architectures
[bookmark: _Toc237859496]4.1 Drivers of Cloud Migration and Financial Models
Transition of the applications for enterprise software from legacy IT data centers infrastructure to cloud computing providers is affected by various factors related to financial, technical, and architectural issues [1], [3], [9].
· CapEx to OpEx Financial Transition: The legacy on-premise IT infrastructure requires substantial CapEx spending in terms of equipment acquisition, power supply, air conditioning, and extended leasing terms [1], [9]. Therefore, enterprises have no other way to create excess compute capacity well ahead of time in order to be able to cope with possible peak loads and as a result suffer from underutilized average compute utilization [1], [5]. Cloud computing brings fixed costs transformation into OpEx and makes it possible to pay exclusively for utilized compute, storage, and networking resources using per-second billing model [8], [9], [10].
· Time to Market and Scalability: Infrastructure as Code using API technologies provides possibility for quick provisioning of global environments and accelerate application deployment [3], [8].
· FinOps Frameworks: Governance of cloud computing for enterprise requires more and more use of FinOps frameworks including real-time telemetry, automatic resource tagging, and proactive cost optimization in multi-tenant environment [9], [16].
[bookmark: _Toc237859497]4.2 Function-as-a-Service (FaaS) and Event-Driven Paradigms
The Serverless architecture, particularly the Function-as-a-Service (FaaS) model, is considered the most abstracted way of executing applications in the cloud because it totally abstracts from the underlying server, operating system patching, and scaling [8], [10], [17]. The event trigger (such as API Gateway or object storage bucket) fires up the FaaS runtime environment, which runs the sub-second ephemeral container and goes back to the scale-to-zero state.
Core architectural characteristics of FaaS models:
· Events-Triggered Execution: The serverless computing model allows executing the application code only in response to certain events that include HTTP requests to the API Gateway, the generation of objects in the storage bucket, state change of the database, or queue messages [10], [17].
· Zero-to-Scale: When there are no event triggers, the compute resources scale down to zero running instances without any cost overheads related to the idling operation of the serverless computing platform [17], [18]. During peak loads, the FaaS model creates multiple environments for function executions with latency measured in microseconds [10], [17].
· Billing Accuracy in Milliseconds: The execution of a function is calculated in billing units that include time (in milliseconds) spent on the execution process, and memory consumed by the function runtime; thus, there are no expenses associated with idling background computations [8], [17].
· Cold Start Latency Penalty in Milliseconds: The cloud-based platform needs to create a function execution environment and download runtimes for a specific programming language during request receipt [17], [18].
[bookmark: _Toc237859498]4.3 Containerised Microservices vs. Serverless Functions
The decision of choosing between workload deployment with containerized microservices (Docker, Kubernetes) or serverless computing (AWS Lambda, Azure Functions) involves the assessment of runtime control, performance consistency, execution time, and vendor lock-in considerations [4], [8], [10], [17], which are summarized in Table V.
Table 5: Containerised Microservices vs. Serverless Functions
	Operational Metric
	Containerised Microservices (Docker/K8s)
	Serverless Functions (AWS Lambda/Azure)

	System Control & Customization
	Complete control over host Linux binaries, background daemons, system dependencies, and custom runtime stacks [2], [4].
	Restricted to provider-supported language execution runtimes (Python, Node.js, Go) and constrained memory limits [17], [18].

	Billing & Cost Structure
	Billed continuously for allocated cluster compute capacity regardless of application request volume [9], [20].
	Billed per millisecond of actual execution time; scales to zero compute cost when idle [8], [17], [18].

	Execution Time Limits
	Long-running continuous processes execute without artificial runtime execution timeouts [4], [12].
	Enforces strict maximum execution duration limits per invocation (e.g., 15-minute maximum runtime on AWS Lambda) [17], [19].

	Scaling Dynamics
	Horizontal Pod Auto-scaler (HPA) scales based on CPU/RAM metrics; initialization takes seconds to minutes [5], [11].
	Instant event-driven concurrency scaling capable of handling sudden traffic spikes in milliseconds [10], [17].

	Cold Start Overhead
	Zero cold starts for running pods; maintains predictable request response times [2], [11].
	Susceptible to cold start execution latencies during initial un-cached function invocations [17], [18].

	State Persistence
	Supports stateful and stateless applications via attached block storage volumes and external caches [13], [21].
	Enforces stateless execution design; state must be persisted externally to managed databases or memory caches [17], [19].

	Vendor Portability
	High multi-cloud portability; OCI-compliant container images run identically across any cloud provider or bare-metal host [4], [20].
	Higher risk of vendor lock-in due to deep integration with proprietary provider triggers, IAM roles, and cloud SDKs [17], [20].


[bookmark: _Toc237859499]4.4 Cloud Cost Governance and FinOps Considerations
The transition from capital expenses to operating expenses is one of the most commonly mentioned advantages of using clouds; however, consumption-based pricing does not necessarily mean that it will be cheaper. Clouds make it easier to provision infrastructure, but that means that it might be easy to provision too much infrastructure. Unnecessary virtual machines, overscaled databases, extra storage, unnecessary data transfer, and excessive serverless invocations may all lead to higher operating expenses.
In this regard, the management of costs in cloud computing requires constant attention. According to the FinOps Foundation, FinOps is defined as the operating model and approach aimed at creating maximum business value out of technology through establishing financial accountability between engineering, finance, and business stakeholders [29]. It is significant because cloud costs are created by technical decisions. For example, a developer choosing a bigger compute instance, scaling up a database, keeping additional storage, and creating extra network activity can influence the company's expenditures.
Allocation of cost is thus a significant factor in cloud computing. Resource allocation is based on application, department, environment, project or business unit using account structures, tagging, labeling and other metadata. This ensures that organizations are able to know not only how much money they are spending but also which workload is causing such costs [30].
The elasticity of the architecture introduced by the assessment opens up room for resource utilization since capacity can be varied depending on demand. It is important, however, that the auto-scaling is done together with proper limiting. The minimum and maximum number of instances need to be set and scaling policies need to be monitored to detect any abnormal activities. Without proper limiting, an application facing an increased amount of traffic, automated attack or faulty client can scale quickly and incur unforeseen costs.
Serverless computing comes with a distinct economic model. The pricing of functions through AWS Lambda, for instance, takes into consideration the requests and the execution duration, whereby the cost of duration is dependent on memory [31]. This makes the economic model ideal for processing loads with irregular requirements since the organization will not have to run their own dedicated application servers. Nevertheless, the economic benefit will be influenced by factors such as invocation rate, duration, memory size, transfer rates, and the costs of managed services. An economic comparison model may thus be represented as:
Container Cost ≈ Provisioned Compute Capacity × Runtime Duration + Storage + Network + Management
Serverless Cost ≈ Invocation Count + (Execution Duration × Allocated Resources) + Associated Services
These are conceptual models and not a universal model of pricing equations due to the presence of provider-specific dimensions in actual cloud pricing. However, the models show the importance of taking into account workload characteristics when choosing architecture. 
Continuous, steady-state workloads could make use of containerized services in an economically efficient manner because the resources will be in constant use and the workload can benefit from the runtime control. In case of intermittent workloads with extended idle times, serverless execution will prove to be efficient since the resources can be scaled down to almost zero. A highly frequent workload will make serverless execution inefficient.
FinOps thus shifts the focus from “Is cloud less expensive than on-premises infrastructure?” to “Is this specific workload being run at the right economic level of cloud consumption?” The above distinction is significant for the study of cloud engineering at the postgraduate level since cost is a feature of architecture and not just finance.
[bookmark: _Toc237859500]4.5 Security and Governance in Serverless Architectures
While serverless architectures decrease infrastructure management overheads, they do not remove the necessity to protect the application. According to OWASP, serverless applications still run application code and are vulnerable to application attacks even if the infrastructure management is delegated to cloud providers [32].
The first key aspect related to serverless architecture is the high number of small execution environments and event interfaces. One business process may consist of the following components: API gateway, authorization method, functions, object storage, queues, databases, and monitoring system. Each of the listed components may introduce some permission, configuration, and communication concerns. In such a case, identity and access management plays a key role.
Functions need least-privilege permissions according to their true responsibilities. For instance, a function which performs reading operations on objects from the storage bucket does not need permissions to delete any object or change identity policies. Too many permissions increase potential damage of a hijacked function.
Another problem arises in connection with dependencies. In practice, it is quite common for serverless functions to rely on third-party libraries, SDKs, and other dependencies. However, it should be noted that vulnerabilities in such dependencies might get into the execution environment even though the underlying server architecture is provided by the platform. That is why consistent scanning and deployment pipeline management become crucial.
The other problem is associated with the increased difficulty in observing serverless architectures due to their highly distributed nature. In case monolithic architecture is used, it will not be hard to follow the flow of logs. However, in case event-driven architecture is utilized, then there will be a lot of asynchronous execution log flows. That is why consistent correlation IDs, centralized logging, distributed tracing, metrics, and application logs become necessary. Comparison of security between containers and serverless functions is presented in Table 6.
Table 6 : Security Comparison: Containers vs. Serverless
	Security Dimension
	Containers
	Serverless

	Infrastructure management
	Customer manages more infrastructure
	Provider manages underlying infrastructure

	Isolation model
	Container/runtime and host-kernel boundary
	Provider-managed execution environment

	Main application concern
	Image, runtime, host and orchestration security
	Function code, permissions and event interfaces

	Patch responsibility
	Container images and application dependencies
	Application dependencies and function code

	Identity
	Container/service identity
	Function/service identity

	Network controls
	Networks, security groups, policies and segmentation
	Provider networking and service-level controls

	Observability
	Container and host telemetry
	Distributed function and event telemetry

	Vendor dependency
	Generally lower with portable images
	Potentially higher through provider-specific services


This comparison proves that “serverless” approach does not simplify the security problem but only alters its form. Therefore, architectural choices must take into account security, control, portability, costs, performance, and application specifics.
[bookmark: _Toc237859501]4.6 Critical Evaluation of the Cloud Engineering Approaches
The three architectures show that there is no cloud technology that is better than the rest. VMs offer better isolation and compatibility with many operating systems but are resource-intensive compared to containers. Containers enhance portability, deployment, and density but run on the same host kernel as VMs and need proper security of the runtime and supply chain. Serverless Functions offer higher level of operational abstraction and elastic execution but have execution constraints and distributed system complexity.
Therefore, the best architecture should depend on the workload. A heavily regulated application that needs customized operating system and isolation would be better off with VMs. A microservices platform with requirements for portability and continuous runtime management would suit containers better. An event-based workload with random usage could be executed better as serverless functions. The architecture suggested above can thus be considered as a stacked one:
Virtual Machines → Container Platform → Containerized Microservices → Serverless Event Processing
They may coexist together in one single environment of a business organization. That means that in the same firm, there could be both Kubernetes cluster to deliver persistent services of applications and serverless functions for doing images processing, batching operations, notifications, and logs transformation. In other words, all cannot necessarily have to fit into one and the same execution model.
Engineering-wise speaking, the best architecture does not have to be the most abstracted one. Quite contrary, the best architecture is one that achieves the best tradeoff of control, elasticity, reliability, security, portability, and cost. That is, cloud engineering is essentially an architectural discipline.
[bookmark: _Toc237859502]5. Conclusion and Strategic Recommendations
An integrated theoretical and practical analysis of contemporary cloud engineering practices from low-level OS virtualization to complex multi-layered high availability architectures and even more advanced serverless computing has been provided by this Level 7 assessment [1], [2], [10].
· Task 1 (Virtualization versus Containerization): The hardware assisted hypervisor provides isolation at the hardware level that is appropriate for executing untrusted code; however, this comes with an overhead of the guest kernel resources, multi-minute boot-up time, and huge disk space consumption [1], [3]. Containerization takes advantage of Linux kernel's namespace feature to run isolated process tree on top of a common host kernel [2], [4]. It results in quick startup in milliseconds, high container density, and sub-second scalability [4], [12]. In the actual Python/Flask deployment, we utilized container image layer caching, data persistency through external named volumes, and service discovery on customized bridge networks [2], [13], [21].
· Task 2 (High Availability & Elasticity): The availability of the enterprise cloud depends upon the deployment of compute nodes within redundant Availability Zones with the help of Web Application Firewalls (WAF) and Layer 4/7 load balancers [3], [6], [15]. The dynamic interconnect between Auto-Scaling Groups and Application Load Balancers enables compute nodes to scale horizontally based on workload statistics [5], [14], [16].
· Task 3 (Cloud Economics & Serverless): Shifting from data centers to the cloud involves changing from capex to opex by eliminating compute over-provisioning [1], [9]. The contrasts between containers and microservices versus serverless FaaS show how there is a trade-off, since the serverless cloud computing environment offers the benefits of scale to zero operation and charges in millisecond billing, but with drawbacks like cold start overhead and vendor lock-in [8], [10], [17], [18]. Containers with microservices offer system control, predictability in pricing and multi-cloud deployment [4], [20].
In view of the above findings, three strategies for deployment in enterprises are recommended:
· Adopt a Hybrid Compute Architecture: Make use of microservices in containers (e.g., Docker, Kubernetes) for critical API microservices that demand performance guarantees and system dependencies, while delegating asynchronous and event-driven processing operations (e.g., logging and triggers) to serverless FaaS [4], [10], [20].
· Promote Zero Trust Edge Security: Deploy WAFs with edge SSL/TLS decryption to protect multi-AZ public ingress traffic from being exposed to OWASP Top 10 web vulnerabilities in private subnets [8], [15].
· Use Predictive Auto-scaling: Employ predictive AI algorithms alongside auto-scaling based on metrics to provision compute resources before cycles of traffic spikes[5], [16].
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46154b269b84  bridge bridge Tlocal
b21ad8f54f18  host host local

d204aefcdOeb  my-web-network  bridge Tlocal
1cd849785c3e  none . null local
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PS C:\Users\User\Desktop\my-flask-api> docker ps
CONTAINER ID IMAGE
NAMES
554b5001f6ad  foziamalek/cloud-app:1.0.0
flask_api
5686bU3Uc181  foziamalek/cloud-app:1.0.0
, [::1:5000->5000/tcp flask_service
0b2f36655dd6 ~ foziamalek/my-docker-website:latest
[::]1:8080->80/tcp final-web-container
PS C:\Users\User\Desktop\my-flask-api>

COMMAND

"python app.py"

"python app.py"

"/docker-entrypoint...

CREATED
10 minutes ago
27 minutes ago

13 hours ago

STATUS PORTS
Up 10 minutes 5000/tcp

Up 27 minutes 0.0.0.0:5000->5000/tcp

Up 13 hoursActiv@:0\Qi0c8a8e->80/tcp,

Go to Settings to activate Windows




image20.png
:\Users\User\Desktop\my-flask-api> docker inspect flask_api -—format "{{json .NetworkSettings.Networks}}"

{"app_net": {"IPAMConfig" :null, "Links":null, "Aliases":null, "DriverOpts":null, "GwPriority":0, "NetworkID":"19620338dc983686ee9e2520f76c9
1bed7e8eu461f1dd9b63c80525273Ub6d0OF6" , "EndpointID" : "34uTUedefcf6be82816971c0d3305fd91duU8867159184b6e5a9d158862U6ccdl” , "Gateway": "172.1
9.0.1","IPAddress":"172.19.0.2"  "MacAddress":"0a:7e:03:4f:df:35" "IPPrefixLen":16, "IPv6Gateway":"" K "GlobalIPv6Address":"" "GlobalIPv6
PrefixLen":0, "DNSNames": ["flask_api", "554b5001f6ad"]1}}
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Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\WINDOWS\system32> cd C:\Users\User\Desktop\my-flask-api

PS C:\Users\User\Desktop\my-flask-api> docker --version

Docker version 29.7.2, build a7dcaa6

PS C:\Users\User\Desktop\my-flask-api> docker build -t my-flask-api .

[+] Building 15.9s (11/11) FINISHED docker:desktop-linux

=> [internal] load build definition from Dockerfile 0.1s
=> => transferring dockerfile: 217B 0.0s
=> [internal] load metadata for docker.io/library/python:3.11-slim 2.2s
=> [auth] library/python:pull token for registry-1.docker.io 0.0s
[internal] load .dockerignore 0.1s

=> transferring context: 2B 0.0s
[1/5] FROM docker.io/library/python:3.11-s1lim@sha256:9c900dea9e8fb7e16277c179b555¢cc72d29a352dbe33cffU8ad5a0Ul 4.8s

=> resolve docker.io/library/python:3.11-slim@sha256:9c900dea9e8fb7e16277c179b555¢cc72d29a352dbe33cffU8ad5a0Ul 0.1s

=> => sha256:daff6f8ae2ef893f1bU7c500d35ae0bab6f0c1bb82albfOf08uf8Uala3636uuc3 14.45MB / 14.45MB 1.3s
sha256:605d2cblfe61c6Ude721dbl28eab®3d7fdb8859U7126722e2d98a49b181U7fe2 2U49B / 249B 0.6s
sha256:7ce8f1laldb8f7a913c17b3b6aa717c65c735bb723a8b6c3958e3a122a971869F 1.29MB / 1.29MB 1.7s
sha256:26c307b5e35a59ce911f5fde5b9U58120ec873Ue831ea2da56U49a9ad1dabfd3d 29.78MB / 29.78MB 2.5s

=> => extracting sha256:26c307b5e35a59ce911f5fde5b9u58120ec873Ue831ea2da5649a9adludabfd3d 0.9s
=> => extracting sha256:7ce8f1aldb8f7a913c17b3b6aa717c65c735bb723a8b6c3958e3a122a971869F 0.1s
=> => extracting sha256:daff6f8ae2ef893f1bU7c500d35ae®bab6f0clbb82aubfOf08Uf8Uala36364Uc3 0.5s
=> extracting sha256:605d2cblfe6lc6Udde721db128eab03d7fdb8859U7126722e2d98auU9b18147fe2 0.0s
[internal] load build context 0.2s

=> transferring context: 604B 0.0s
[2/5] WORKDIR /app 0.7s

=> [3/5] COPY requirements.txt . 0.1s
[4/5] RUN pip install --no-cache-dir -r requirements.txt 5.5s
[5/5] COPY app.py . 0.1s
exporting to image 1.8s

=> exporting layers 1.1s
exporting manifest sha256:163ea0356765705b2a02d1550791890bf38ae86889bebec3ac65cf5f26bcb686 0.0s
exporting config sha256:5db8du42d5bb2625ecla31la3612ae31b0c89a398e98e36clfeebb9b21f9e09556 0.0s

exporting attestation manifest sha256:659688aud9f76b837787d717uU5eU418a7a3c1c0171d9319222f4bba2fdd5a0fttivate Widdows
exporting manifest list sha256:faa3d5c25ee026a87476d528dUd093addU0109bc9e39dd99461490af00U313f5 Go to Settind? t9Sctivate Windows
naming to docker.io/library/my-flask-api:latest





