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LEVEL 7 ASSESSMENT SPECIFICATION

Student name:

Student ID number:

Programme: MSc/PgDip/PgCert Cybersecurity and Digital Forensics
Module: Ethical Hacking
Module code: ACCA7033 Contribution ~ to | 4450,
Overall Module
Assessment (%):
Lecturer: Dr. Dipo Dunsin Internal Verifier:
Assignment Title: | Research into cyber security | Word count (or | 5,000
attacks and Penetration | equivalent):
testing for a Vvirtualise
simulated company Website
Submission 1st May 2026 Return date of | 29" May 2026
deadline: ) provisional marks
14:00 (2PM) & written feedback:
Submission All written assessments, where practical and possible, must be submitted via
) Turnitin unless otherwise instructed by the Lecturer. (Please DO NOT put this
method: cp e " e o )
assessment specification into Turnitin or it will match many similarities with
other students’ submissions.)
Alternative submission method (if applicable):
Late submission of the assessment will result in a late penalty mark:
Work which is submitted up to 1 week late will be capped at 50% for the first
attempt and will be awarded a mark of 0% for re-assessment. Late submission
penalties may be lifted only if there is an approved extenuating circumstances
claim.
Work submitted more than 1 week late will be considered as a non-submission
and will not be marked. The work may be considered as a submission for
reassessment if offered by an Examining Board or if there is an approved
extenuating circumstances claim.
Academic Academic honesty is required. In the main body of your submission, you must
honesty / give credit to authors on whose research and ideas your work is based. Append

referencing:

to your submission a reference list that indicates the books, articles, etc. that
you have used, cited or quoted in order to complete this assessment.
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Module Learning Outcomes
(from module syllabus)

. Provide a systematic understanding of a wide range of current research and technological
advances in cyber security incidents.

° Perform information security assessments, investigate, analyse, and support cyber
security activities of an organisation with effective usage of security tools and
methodologies.

TASK DESCRIPTION

Use of Generative Al in Assessment
(Lecturer to indicate Yes or Not against each element)

RESEARCH For this assessment, you can use Generative Al to Yes
support you in research and data analysis.

No [

STRUCTURE For this assessment, you can use Generative Al to Yes [

support you in structuring your submission, including
creating a draft argument structure, identifying parts | No
and headings, etc.
PROOFREADING For this assessment, you can use Generative Al to Yes
check your own text/creation for grammatical and
syntactical mistakes, including getting suggestions to | No [J
rephrase your work.
WRITING For this assessment, you can use Generative Al to Yes [
create text for submission.

No
CREATIVE For this assessment, you can use Generative Al to Yes [
create creative materials, such as images.
No
PROGRAMING For this assessment, you can use Generative Al to Yes [
create and check code.
No
NONE For this assessment, you are not allowed to use any

type of Generative Al support. This includes research
support, structure support, writing/proofreading
support and creative support.
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INTRODUCTION

Offensive security has evolved from basic penetration testing towards sophisticated Adversary Emulation
and Red Team operations. These advanced practices involve modelling the tactics, techniques, and
procedures (TTPs) of real-world threat actors to provide a rigorous assessment of an organisation's defensive
posture, detection capabilities, and incident response.

This assignment is designed to develop strategic-level competencies in offensive security. It requires the
synthesis of current threat intelligence with hands-on technical execution. You will critically analyse a recent
major cyber incident and then apply those insights to plan and execute a targeted red team engagement
against a hybrid, corporate network simulation.

The goal is to move beyond identifying vulnerabilities and instead demonstrate a deep understanding of how
advanced persistent threats (APTs) operate, how to emulate them ethically, and how to translate technical
findings into actionable, business-focused risk mitigation strategies.

All assumptions made throughout this assignment must be explicitly documented and justified.

OVERVIEW

You will be required to submit via Turnitin on Moodle your written documentation/report. A Moodle link will
be created to upload additional files such as design approach, implementations if or any other additional work
done.

Each task is weighted 50% (task 1 = 50% + task 2 = 50%). Total marks =100% (task 1 + task 2)

Tasks:

1. Strategic Threat Analysis - From Headlines to TTPs: A Strategic Analysis (50%)

TASKS OVERVIEW

Each task is weighted 50% (task 1 = 50% + task 2 = 50%). Total marks =100% (task 1 + task 2)

You will be required to submit via Turnitin on Moodle your written documentation/report. A Moodle link will
be created to upload additional files such as design artefacts, lab exports, and any other supporting
material.

All assumptions made throughout this assignment must be explicitly documented and justified.

TASK 1 — Strategic Threat Analysis: The M&S & Co-op UK Cyber Attack (50%)

Conduct an in-depth, critical analysis of the cyber incident(s) that targeted Marks & Spencer (M&S) and the
Co-operative Group (Co-op) in the United Kingdom. Your analysis should treat the two related incidents as
a single campaign where appropriate (for example, if they were attributed to the same actor or used similar
vectors), or compare and contrast two closely related incidents if materially different. Use public reporting,
industry analysis, peer-reviewed literature and official statements to support your work.

Your critical analysis must include :
1. Incident summary and timeline. Create a concise, evidence-backed timeline of key events (discovery,

initial access, escalation, containment, public disclosure, remediation). Include specific dates where
available and cite sources.

2. Adversary TTP Mapping. Map the adversary’s campaign to the MITRE ATT&CK® Enterprise Matrix.
Identify and explain at least ten key Tactics, Techniques, and Procedures used across the attack chain.
For each TTP, provide the MITRE ATT&CK ID and a short justification with supporting evidence from
your sources.
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3. Root Cause & Security Control Failures. Analyse the root cause(s) of the breach(s). Discuss
technical failures (misconfigurations, unpatched services), organisational shortcomings (weak policies,
lack of segmentation), and human factors (phishing susceptibility). Where possible, link observed
exploitation to the precise control that failed.

4. Threat Actor Profile & Motive. If attribution is reported or plausible, summarise the likely threat actor
profile, motives (espionage, financial crime, disruption), and their capability level. If attribution is
unclear, discuss plausible alternatives and the evidence for/against them.

5. Detection & Response Analysis. Critically evaluate the detection and incident response capabilities
demonstrated (by vendor, victim, and third parties). Identify where detection gaps existed and why.

6. Strategic Recommendations. Synthesize prioritized, concrete recommendations for prevention,
detection, and response. These should include specific security controls, architectural changes
(segmentation, zero trust controls), monitoring improvements (telemetry to collect, what to log), and
policy/people recommendations (phishing-resistant MFA). Justify each recommendation and where
possible, reference estimated effort or cost bands.

7. Support & Evidence. Your analysis must be supported by critical engagement with peer-reviewed
literature, authoritative industry reports (CERT-UK/NCSC, vendor whitepapers), and reputable media
articles. Use diagrams (attack flow, timeline, telemetry mapping) to illustrate the incident and your TTP

mapping.

Deliverables for Task 1:
A written report (approx. 2,500 words) with abstract, introduction, findings, diagrams, and references.

Appendices (at least one) containing timeline sources, open-source intelligence (OSINT) notes, and any
supplementary diagrams.

TASK 2 — Red Team Engagement: ABCD Ltd — Complete Penetration Testing (50%)

Scenario:

You are a Red Team Specialist contracted by ABCD Ltd, a UK-based mid-sized company that provides
web-facing retail services and internal corporate systems. ABCD Ltd has requested a full, realistic
penetration test/red team engagement to test their detection, prevention, and response capabilities for
common and advanced threats.

Objective:

Plan, design, implement, execute, and report a complete penetration test and threat emulation campaign
against a virtualised lab representing ABCD Ltd. The assessment MUST include at least three virtual
machines (VMs) from (VulnHubs.com) representing distinct roles and three distinct exploits used across
the engagement (each exploit must target a different VM or service). The goal is to demonstrate an
end-to-end attack chain resulting in a clearly defined objective (for example: exfiltrate a sample customer
database entry, obtain privileged AD credentials, or compromise a production web application), while
prioritising stealth and realistic actor behaviour.

Mandatory Requirements (minimum):

1. Rules of Engagement (RoE): A signed RoE document defining scope, permitted techniques, excluded
systems, safe-words/kill switches, escalation and communication channels, and legal/ethical constraints.
2. Threat Emulation Plan: Map your intended campaign explicitly to MITRE ATT&CK TTPs. State
objectives, success criteria, and the sequence of attack phases.

3. Lab Environment Design (must include at least 3 VMs):

-Provide a network diagram and detailed configuration for each VM. At a minimum include examples
such as:
-VM-1: Windows Server acting as Active Directory Domain Controller
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-VM-2: Linux web server hosting a vulnerable web application (outdated CMS or deliberately vulnerable
app)

-VM-3: Windows 10/11 client or a file-server hosting ‘sensitive’ dummy data

-You may add additional infrastructure (DNS, file shares, CI/CD runner, cloud emulator) but three VMs
minimum is compulsory.

4. Exploitation Requirements (must use 3 distinct exploits):

-Execute three separate exploits, each targeting different services/VMs or attack surfaces. Examples
(students may choose different, justified exploits):

-Exploit A: Remote code execution against the web application on VM-2.

-Exploit B: Privilege escalation or lateral movement inside the Windows domain (VM-1).

-Exploit C: Client-side or service-side exploit to access sensitive files on VM-3.

-For each exploit, document: preconditions, vulnerability details, exploit method (high level), commands
run, artifacts produced, and evidence of success. Do NOT publish weaponized payloads in your report;
describe actions at an appropriate level for an academic Red Team report.

5. Tools & Techniques: You must justify and declare all offensive tools used (Metasploit, Cobalt
Strike/Sliver, BloodHound, Responder, Burp Suite, etc.) and any custom scripts. Note which tools are
simulated vs. real and why. Living-Off-the-Land (LOLBIn) techniques and C2/stealth considerations
should be demonstrated where appropriate.

6. Operational Execution: Execute the campaign against your virtual lab, prioritising stealth, detection
evasion, and realistic operator trade-offs. Capture logs, screenshots, pcap or telemetry that prove each
step of the chain.

7. Containment & Safety: Provide evidence that your lab is isolated and cannot reach external victim
infrastructure. Document snapshots/backups taken before intrusive steps and your rollback plan.

Deliverables: Produce the following documents/artifacts:

- Technical Report (approx. 2,500 words): full attack narrative mapped to MITRE ATT&CK IDs, commands
used (high-level), evidence of exploitation, detection/forensic artefacts, and a detection gap analysis
explaining why existing controls failed to detect or prevent each phase.

- Executive Brief (1-2 pages): non-technical summary of business risk, impact, and prioritized remediation
recommendations for the board.

- RoE and Threat Emulation Plan (as separate appendices).

- Lab Export & Evidence Package: VM configuration files, network diagrams, sanitized logs screen
captures.
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GUIDANCE FOR STUDENTS IN THE COMPLETION OF
TASKS

NOTE: The guidance offered below is linked to the five generic assessment criteria overleaf.

1. Engagement with Literature Skills

Your work must be informed and supported by scholarly material that is relevant to and focused on the task(s)
set; you should make use of scholarly reviews and primary sources, as appropriate (for example, refereed
research articles and/or original materials appropriate to the discipline). You should provide evidence that
you have accessed a wide range of sources, which may be academic, governmental and industrial; these
sources may include academic journal articles, textbooks, current news articles, organisational documents,
and websites. You should consider the credibility of your sources; academic journals are normally highly
credible sources while websites require careful consideration/selection and should be used sparingly. Any
sources you use should be current and up-to-date, mostly published within the last five years or so, though
seminal/important works in the field may be older. You must provide evidence of your research/own reading
throughout your work, using correctly a suitable referencing system, including in-text citations in the main
body of your work and a reference list at the end of your work.

Guidance specific to this assessment: Your work must focus on variety of advanced offensive security
techniques, tools, methodologies, and current technological advances and threat actors available to choose for
the given scenario. Your work must include articles published by peer reviewed journals, conference
proceedings, books, and related website (e.g. IEEE, ACM, Science direct). Information from website such as
ehow, wiki, forums, etc. will not be accepted.

Marks will be awarded for:
e Diversity of sources and materials used
e Key concepts discussed
e Appropriate summaries of articles and level of critical appraisal of literature
e Application of appropriate referencing conventions

2. Knowledge and Understanding Skills

At level 7, you should be able to demonstrate a systematic understanding of knowledge, and a critical
awareness of current problems and/or new insights, much of which is at, or informed by, the forefront of your
academic discipline, field of study or area of professional practice, with a comprehensive understanding of
techniques applicable to your own research or advanced scholarship. Your work must demonstrate your
growing mastery of these concepts, principles, current challenges, innovation and insights associated with
the subject area. Knowledge relates to the facts, information and skills you have acquired through your
learning. You demonstrate your understanding by interpreting the meaning of the facts and information
(knowledge). This means that you need to select and include in your work the contemporary concepts,
techniques, models, theories, etc. appropriate to the task(s) set. You should be able to explain the theories,
concepts, etc. meaningfully to show your understanding. Your mark/grade will also depend upon the extent
to which you demonstrate your knowledge and understanding; ideally each should be complete and detailed,
with comprehensive coverage.

Guidance specific to this assessment: Your work must demonstrate understanding of concepts and
underlying principles. You should explain and analysis the chosen area in a meaningful way.

This will be assessed by

Depth of the research
Strength of the statements
e Structure of the paper
Quality of the report
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3. Cognitive and Intellectual Skills

You should be able to: evaluate critically current research and advanced scholarship in the discipline;
evaluate methodologies and develop critiques of them and, where appropriate, to propose new hypotheses;
deal with complex issues both systematically and creatively to make sound judgements in the absence of
complete data. Your work must contain evidence of logical, analytical thinking, evaluation and synthesis. For
example, to examine and break information down into parts, make inferences, compile, compare and contrast
information. This means not just describing what! But also justifying: Why? How? When? Who? Where? At
what cost? At all times, you must provide justification for your arguments and judgements. Evidence that
you have reflected upon the ideas of experts within the subject area is crucial to you providing a reasoned
and informed debate within your work. Your choice of methodologies to gather data and information must
be rigorously defended. Furthermore, you should provide evidence that you are able to make sound
judgements and convincing arguments using data and concepts. Sound, valid, persuasive conclusions are
necessary and must be derived from the content of your work. Where relevant, alternative solutions and
recommendations may be proposed.

Guidance specific to this assessment: Your work must demonstrate critical analysis and evaluation of
sophisticated attacks, TTP of real-world threat actors, APT, etc. Critical analysis and evaluation of the
investigation and reporting documentation. Your work must also justify your research findings and provide
evidence.

This will be assessed by the quality of your comments, conclusions and recommendation, throughout
the report:
* Map the adversary's campaign to the MITRE ATT&CK® Enterprise Matrix.
* Analyse the root cause of the breach.
* Synthesize strategic recommendations for prevention, focusing on security controls, architectural
changes and proactive monitoring.
» Create Rules of Engagement (RoE) document defining the scope and boundaries of your test.
+ Develop a Threat Emulation Plan that outlines your intended campaign.
* Produce a Technical Report for the Blue Team and a critical analysis of detection gaps.
* Produce an Executive Brief for the Board, summarizing the business risk in non-technical terms
and justifying the strategic investment in recommended security improvements.

4. Practical Skills

At level 7, you should be able to demonstrate originality in the application of knowledge, together with a
practical understanding of how established techniques of research and enquiry are used to create and
interpret knowledge in the discipline. This includes acting autonomously in planning and implementing tasks
at a professional or equivalent level, originality in tackling and solving problems, and decision-making in
complex and unpredictable contexts or situations.

You should be able to demonstrate mastery of the leading-edge subject-related concepts and ideas as they
relate to real world situations and/or contexts. How do they work in practice? You will deploy models,
methods, techniques, and/or theories, in those contexts or circumstances, to assess current situations,
perhaps to formulate plans or plausible, justifiable recommendations to solve problems, or to propose new
models, or to create artefacts, which may be innovative and creative, thereby demonstrating your
understanding of how the boundaries of knowledge are advanced through research and/or application. This
is likely to involve, for instance, the use of real-world artefacts, examples and cases, the application of a
model within an organisation and/or benchmarking one theory or organisation against others.

Guidance specific to this assessment: You will use cybersecurity/ethical hacking tools used in the lab
exercises or any equivalent tools to conduct analysis and investigate the best possible permutations of
solutions.

You may want to design a working diagram, if possible, in Packet Tracer, GNS3 and/or suitable simulation

software and uploaded to the Moodle link that will be created.
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This will be assessed by finding of the nature of attack with diagrams. This should include the
following:

e Design and build a virtualized lab environment that mimics the described hybrid architecture.

e Document the design with a network diagram.

e Execute your campaign/operation. Your approach must prioritize stealth and evasion, utilizing
Advanced Command and Control (C2) frameworks (e.g., Cobalt Strike or Sliver) and Living-Off-
the-Land (LOLBIn) techniques

e Application used and protocols involved

e Tools used

e How the attack was launched (to test the defences realistically of the cyber incident).

e Restricted access to the necessary site(s)

5. Transferable Skills for Life and Professional Practice

Your work must provide evidence of the qualities and transferable skills necessary for postgraduate-level
employment in circumstances requiring sound judgement, personal responsibility and initiative in complex
and unpredictable professional environments. This includes demonstrating: the independent learning ability
for continuing professional development to advance existing skills and acquire new competences of a
professional nature that will enable you to assume significant responsibility within organisations; that you can
initiate and complete tasks, projects and procedures, whether individually and/or collaboratively, to a
professional level; that you can use appropriate media to effectively communicate information, arguments
and analysis in a variety of forms for a variety of audiences; fluency of expression; clarity and effectiveness
in presentation and organisation. Work should be coherent and well-structured in presentation and
organisation.

Guidance specific to this assessment: You must submit a report which should be approximately 5,000
words in length. The report should be presented in an academic way and therefore must include an abstract,
an introduction, a conclusion and a list of references. The report must be submitted via Turnitin and practical
implementation must be uploaded to the Moodle link that will be created.

This will be assessed based on the written and presentational quality of your report:
e Flow
e Professionalism
e Comprehension (grammar and spelling)
e Completeness and presentation of report
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STUDENT FEEDBACK FORM

This section details the extent to which the assessment criteria are demonstrated by you, which in turn determines your
mark. The marks available for each category of skill are shown. Lecturers will use the space provided to comment on
the achievement of the task(s), including those areas in which you have performed well and areas that would benefit

from development/improvement.

Generic Assessment Criteria

Marks
available

Marks
awarded

1. Engagement with Literature Skills

15

2. Knowledge and Understanding Skills

10

3. Cognitive and Intellectual Skills

40

4. Practical Application Skills

30

5. Transferable Skills for Life and Professional Practice

Assessment Mark (Assessment marks are subject to ratification at the

Late Submission Penalties (tick if
appropriate)

Exam Board. These comments and marks are to give feedback on module work

Up to 1 week late (50% Max)

and are for guidance only until they are confirmed. )

Over 1 week late (0%)

%
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Acronym Glossary for Ethical Hacking Assignment (L7)

lAcronym Stands For Definition & Context
. A stealthy, continuous computer hacking process, often orchestrated by a nation-state or state-sponsored group, targeting a
APT Advanced Persistent Threat a1ty | pute Ep . . Y P group, targeting
specific entity for data exfiltration or long-term espionage. This is the threat model for the red team exercise.
AWS Amazon Web Services A subsidiary of Amazon providing pn—derpand clo.ud computing platforms and APIs. The VPC (Virtual Private Cloud) is a
key component of the modern hybrid architecture in the scenario.
The infrastructure (servers, protocols) that attackers use to maintain communications with and control compromised systems
C2 Command and Control o . .
within a target network. C2 Frameworks (e.g., Cobalt Strike) are essential red team tools.
C1/CD Continuous Integration / Continuous A method to frequently deliver apps to customers by introducing automation into the stages of app development. A common
Deployment attack vector for injecting malicious code into software builds.
CPC Cureton Pharmaceutical Company The fictional company in the assignment scenario.
. . A cyb ity technology that continuously monitors end-user devices to detect and respond to cyber threats like
EDR Endpoint Detection and Response cybersecurity technology Uousty u v P Y
ransomware and malware. A key control students must attempt to evade.
.. . Th i f usi ilt-in, legitimate tools and functi f th erating system (e.g., PowerShell, Windows
LOLBins Living-Off-the-Land Binaries e practice of using bui t. in, legitimate tools and functions of the op g sy (e.g., Pow w.
Management Instrumentation) to perform malicious actions, making detection harder.
MFA Multi-Factor Authentication A security mechanism that require.s auser to' provide two or more verification factors to gain access to a resource. A key
control whose absence students might exploit.
MITRE MITRE Adversarial Tactics, A globally accessible knowledge base of adversary tactics and techniques based on real-world observations. It is
ATT&CK® Techniques, and Common Knowledge the primary framework students must use to plan and describe their attack simulation.




Acronym Stands For Definition & Context

OWASP Open Web Application Security Project A non—proﬁt.fou.ndatlon that wo.rks to improve the security of software. Its Top 10 and API Top 10 lists are critical guides
for web application security testing.
A documented agreement between the red team and the client (or, in this case, the company leadership) that defines the

RoE Rules of Engagement . S . . .
scope, targets, techniques, and communication protocols for the security test. A crucial professional document.

SIEM Security Information and Event A solution that provides a holistic view of an organization's security by aggregating and analysing log data from various

Management sources in real-time. Students must consider how to avoid generating alerts in this system.
. . The patterns of activities and methods associated with a specific threat actor or group of threat actors. This is the language
TTP T Tech P . . .
actics, Techniques, and Procedures used to describe adversary behaviour in the MITRE ATT&CK framework.

VPC Virtual Private Cloud A secure, isolated private cloud hosted within a public cloud (e.g., AWS, Azure). This is a core component of the hybrid
infrastructure students must attack.

'VMs Virtual Machines Emulations of physical computer systems. Students will use these to build their replica lab environments for safe testing.




ASSESSMENT CRITERIA

Level 7

In accordance with the Framework for Higher Education Qualifications, at the end of Level 7 students should be able to demonstrate: a systematic
understanding of knowledge, and a critical awareness of current problems and/or new insights, much of which is at, or informed by, the forefront of their
academic discipline or area of professional practice; a comprehensive understanding of techniques applicable to their own research or advanced
scholarship; originality in the application of knowledge, together with a practical understanding of how established techniques of research and enquiry are
used to create and interpret knowledge in the discipline; conceptual understanding that enables the student to evaluate critically current research and
advanced scholarship in the discipline to evaluate methodologies and develop critiques of them and, where appropriate, to propose new hypotheses. They
will be able to deal with complex issues both systematically and creatively, make sound judgements in the absence of complete data, and communicate their
conclusions clearly to specialist and non-specialist audiences. They will demonstrate self-direction and originality in tackling and solving problems, and act
autonomously in planning and implementing tasks at a professional or equivalent level to continue to advance their knowledge and understanding, and to
develop new skills to a high level. They the qualities and transferable skills necessary for employment requiring the exercise of initiative and personal
responsibility; decision-making in complex and unpredictable situations/professional environments; and the independent learning ability required for
continuing professional development.

Level 7 GOOD to VERY
FAIL FAIL MARGINAL FAIL | SATISFACTORY GOOD EXCELLENT 2Lgallieh s
(Pass) (Merit) (Distinction) (Distinction)
Category 0-29% 30-44% 45-49% 50-59% 60-69% 70-84% 85-100%
Engagement Little or no Poor Engagement Engagement Engagement Engagement Exceptional
with literature | evidence of engagement with a very with an with a wide with an engagement
(including current | reading and/or with essential limited range of appropriate range of extensive range | with an
research, reliance on reading. No relevant and range of research- of relevant and extensive range
referencing, inappropriate evidence of credible sources. | research- informed credible of relevant and
academic sources. wider reading. Some omissions | informed literature, literature, credible
conventions and | Views and Reliance on and minor literature, including informed by the literature,
academic findings mostly inappropriate errors. including sources latest research. informed by the
honesty) unsupported and | sources, and/or | Referencing sources retrieved Consistently latest research.
non- indiscriminate conventions retrieved independently. accurate High-level
authoritative. use of sources. evident though independently. Selection of application of referencing skills
Referencing Heavily reliant not always Some over- relevant and referencing. consistently and
conventions on information applied reliance on texts. | credible sources. professionally
used gained through accurately or Referencing may | Very good use of applied.
incoherently or class contact. consistently. show minor referencing, with
largely absent. Inconsistent and inaccuracies or no/very few
weak use of inconsistencies. | inaccuracies or
referencing. inconsistencies.
Knowledge Major gaps in Gaps in Limited Knowledge is Knowledge has Excellent Exceptional
and knowledge and knowledge, with | knowledge and accurate and a well-defined mastery of a mastery of a
understanding of | only superficial systematic reasonably focus, which is complex and complex and




Level 7 GOOD to VERY
FAIL FAIL MARGINAL FAIL | SATISFACTORY GOOD EXCELLENT EXCEPTIONAL
(Pass) (Merit) (Distinction) (Distinction)
Category 0-29% 30-44% 45-49% 50-59% 60-69% 70-84% 85-100%
understanding | the subject systematic understanding of | detailed. A reasonably specialised area | specialised area
(A systematic, matter is not understanding. the concepts systematic extensive, of knowledge. A | of knowledge.

conceptual
understanding of
knowledge, and a
critical awareness
of current
problems and/or
new insights,
much of which is
at, or informed by,
the forefront of

systematic.
Substantial
inaccuracies. No
awareness of
current
problems,
insights or the
latest research
and/or advanced

Some significant
inaccuracies
and/or irrelevant
material. No
critical
awareness of
current
problems,
insights, or latest

and principles
within the
subject area,
which to some
marginal extent,
is informed by
current research
and scholarship.
Some critical

understanding of
the field of study
informed by, to
some extent,
current research
and scholarship,
A critical
awareness of
current problems

coherent and
detailed, with a
critical
awareness of
current problems
and/or new
insights.

Exhibits good
understanding of

systematic,
excellent
understanding of
the concepts of
the subject
informed by
current research
and scholarship.
Highly critical

An exceptionally
critical
awareness of
current problems
and/or new
insights. An
outstanding
understanding of
the concepts of

the discipline; a | scholarship research within | awareness of and/or new the breadth and | awareness of the subject, well-
comprehensive within the the discipline. current problems | insights though depth of current problems | informed by
,‘["encdhenriztsgg'ng of | discipline. and/or new this may be contemporary and/or new current research
applicable to their insights, but under-developed | and established | insights. A and scholarship.
own research) often under- occasionally. views, and the critical, A critical,
developed. work is, at least awareness of sophisticated
in part, well- how the and nuanced
informed by boundaries of awareness of
current research | knowledge are how the
and scholarship. | advanced boundaries of
through knowledge are
research. advanced
through
research.
Cognitive and | Wholly or almost | Largely Limited attempt Some critical Sound critical Excellent critical | Exceptional
intellectual wholly descriptive work, | at critical evaluation/ evaluation/ evaluation/ critical
skills descriptive work. | with superficial evaluation/ critique of critique of critique of evaluation/
(Critical Little or no use of critical critique of current research | current research | current research | critique of
evaluation of evaluation or evaluation of current research | and and and current research
current research | critique or research and and methodologies, methodologies, methodologies, and
and attempt at a methodologies. methodologies, though slightly Proposes new Proposes methodologies,
methodologies systematic Absent or weak | tending towards | underdeveloped | hypotheses, innovative Proposes
and develop approach. development of | description. in places, where hypotheses, innovative
:::gql;f;e‘:é e Failure to hypotheses and | Limited attempt Proposes appropriate. Can | where hypotheses,
app,ropriate, to develop judgeme_nts. to propose new e_ld(_aquate but deal with_ appropr!ate. Can | where .
propose new arguments, Information hypotheses. Can | limited new complex issues | synthesise appropriate.
hypotheses; make | leading to accepted deal with hypotheses, systematically complex issues Exemplary
sound illogical or invalid | uncritically, uses | complex issues where relevant. and with some systematically systematic and
judgements in the | judgements. generalised but not Can deal with creativity. Ability | and creatively. creative




Level 7 GOOD to VERY
FAIL FAIL MARGINAL FAIL | SATISFACTORY GOOD EXCELLENT EXCEPTIONAL
(Pass) (Merit) (Distinction) (Distinction)
Category 0-29% 30-44% 45-49% 50-59% 60-69% 70-84% 85-100%
absence of Unsubstantiated | statements systematically or | complex issues to make sound Ability to synthesis of
complete data.) generalisations, | made with scant | creatively. Some | but not fully judgements investigate complex issues.
made without evidence and evidence to systematically or | based on data contradictory or | Ability to
use of credible unsubstantiated | support creatively. Ability | (that may be incomplete investigate
evidence. opinions. Ideas emerging to make incomplete) information and contradictory or
sometimes judgements but | judgements make strong, incomplete
illogical and these may be based on data persuasive, information and
contradictory. underdeveloped | (that may be arguments and make strong,
or with a little incomplete) but sophisticated persuasive,
inconsistency / with some judgements. arguments and
mis- tendency to sophisticated,
interpretation. assert/state nuanced,
May assert opinion rather judgements.
rather than than argue on Potential for
argue a case. the basis of journal
reason and publication or
evidence. doctoral
research.
Practical skills | Limited or no Rudimentary An awareness An appropriate A very good An advanced Exceptional
(Originality / use of methods, | application of and mostly application of application of a application of application skills
creativity in the materials, tools methods, appropriate standard range of knowledge, in complex,
application of and/or materials, tools application of methods, methods, methods, unpredictable,
knowledge, tools | techniques. and/or well-established | materials, tools materials, tools materials, tools contexts,
and techniques | | ittle or no techniques but methods, and/or and/or and/or drawing skilfully

and in tackling
and solving
problems in
complex and
unpredictable
professional
situations;
practical use of
established
techniques of
research and
enquiry to create
and interpret
knowledge in the
discipline.)

appreciation of
the context of
the application.
Limited
understanding of
the application of
theory to
practice or
making
appropriate links
between the two.
Very weak
problem-solving
skills in complex
and

without
consideration
and
competence.
Flawed
appreciation of
the context of
the application.
Weak
understanding of
the application of
theory to
practice, with
only occasional
evidence of
making

materials, tools
and/or
techniques, with
occasional
errors.

Basic
appreciation of
the context of
the application.
Theoretical
knowledge and
understanding
applied in
practice, but not
always making

techniques.
Clear
appreciation of
the context of
the application.
Mainly
consistent,
accurate and
logical
application of
theory to
practice, making
appropriate links

between the two.

Can identify
problems and

techniques.
Very good
consideration of
the context of
the application,
with perceptive
insights. Can
identify problems
and propose
appropriate
solutions in
complex and
unpredictable
contexts.

techniques.

The context of
the application is
well considered,
and insightful.
Can identify
complex
problems and
propose
excellent
solutions. An
excellent grasp
of techniques
applicable to
own research or

on the latest
research within
the discipline.
Can identify
complex
problems and
propose
sophisticated,
original
solutions.

An outstanding
application of
techniques
applicable to
own research or




Level 7 GOOD to VERY
FAIL FAIL MARGINAL FAIL | SATISFACTORY GOOD EXCELLENT EXCEPTIONAL
(Pass) (Merit) (Distinction) (Distinction)
Category 0-29% 30-44% 45-49% 50-59% 60-69% 70-84% 85-100%
unpredictable appropriate links | logical links propose mostly Evidence of advanced advanced
contexts. between the two. | between the two. | appropriate originality and scholarship. scholarship.
Weak problem- Can identify solutions in creativity. Shows originality | Shows originality
solving skills in problems and complex and in application of | in application of
complex and propose basic unpredictable knowledge and knowledge and
unpredictable solutions without | contexts, with techniques, and | techniques, and
contexts. fully appreciating | elements of of how of how
the complexity of | originality. established established
unpredictable techniques of techniques of
contexts. enquiry create enquiry create
and interpret and interpret
knowledge in the | knowledge in the
discipline. discipline with
assimilation and
development of
cutting edge
processes and
techniques.
Transferable Communication Communication Can Can Can Can Can
skills for life medium is medium is poorly | communicate in communicate communicate communicate communicate
and inappropriate or | designed and/or | a suitable effectively in a well, confidently | professionally with an
professional misapplied. not suitable for medium but with | suitable format, and consistently | confidently and exceptionally
practice Work is poorly the audience. some room for but may have in a suitable consistently ina | high level of
(Exercise of self- | structured, Work is poorly improvement. minor errors. format. suitable format. professionalism.
direction, disorganised presented in a Mostly ordered Mostly coherent, | Work is Work is Work is
autonomy and and/or disjointed presentation and | organised work, | coherent, fluent, | coherent, very remarkably
personal confusingly manner. It is structure in in a suitable well-structured fluent and is coherent, very
responsibility; expressed. Very | loosely, and at which relevant structure and is | and organised. presented fluent and is
plan and weak use of times ideas / concepts | for the most part | Can work very professionally. presented
implementtasks | |\ 256 and/or | incoherently are reasonably | clearly well Can work professionally.
at a professional .
level: independent| Y&TY . _structure@, with expressed. Work expressed.. Can | autonomously agton_’m_r_no_usly Can worI.<
learning; use inappropriate information and | may lack work effectively | and/or as part of | with initiative. outstandingly
appropriate media | Style. Little or no | ideas often coherence in independently a team, with a Where relevant well and
to communicate evidence of poorly places. Can and/or as part of | good can work professionally
effectively and autonomy (or expressed. work as part of a | a team, with contribution to professionally within a team,
professionally to a | collaboration, Weak use of team, but with clear group activities. | within a team, showing
variety of where relevant) language and/or | limited contribution to Demonstrates showing advanced
ﬁsg:ﬁ:mg?; in the completion | inappropriate involvement in group activities. | comprehensive | leadership skills | leadership skills.
expresysi - of tasks. Little or | style. Weak group activities. Demonstrates professional, as appropriate, Demonstrates
' no evidence of independent the skills postgraduate managing exemplary

systematic




the skills
required in

professional,
postgraduate
employment.

initiative (or
collaboration, if
relevant).
Limited evidence
of the skills
required in
professional,
postgraduate
employment.

Demonstrates
some but not all
of the basic skills
required in
professional,
postgraduate
employment,
with some areas
of minor
weakness.

required in
professional,
postgraduate
employment,
with some areas
of strength and
some of minor
weakness.

employment
skills.

conflict and
meeting
obligations.
Demonstrates
excellent
professional,
postgraduate
employment
skills and a
strong appetite
for further
development.

professional,
postgraduate
employment
skills and a
strong appetite
for further
development.
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