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[bookmark: _Toc512510554][bookmark: _Hlk512509642]Risk management
There are risks when creating and implementing anything, risk management relates to practices and tools which are commonly used to manage risks within the project [1]. Risk analysis is the methodical use of material for establishing the possibility of risk and the extent of their consequences. Whereas risk assessment is the development in which risks are estimated, considering risk criteria [2]. 
A risk evaluation matrix is one of the apparatus used to understand risks involved in a project. Risk evaluation matrix is seen as a table where the severity levels are placed along the top, the severity levels go from minor or negligible to catastrophic, and the risk factors are seen along the side. The risk factors are then categorised and described in each of the boxes, for example if that risk is minor what would it appear like and if the risk is catastrophic what would it appear like [3].
Risk exposure calculations is another tool which is used to understand risks within a project. Risk exposure is a calculation of the potential loss times the probability of occurrence [4]. For example, if the potential loss for the project is a fire, which would break the technology needed for making the application is £0.2 million and the probability of that happening is one in one hundred, 0.01. The risk exposure would then be £0.2m x 0.01 = £2,000, so the overall risk exposure is £2,000 if there was a fire.
The risks which are involved within the mobile application created for EYST is the mobile application may not be desirable for users, so the application would have lost the developers money and wasted their time, as not many people are downloading the application. 
Another risk could be the uncontrollable user growth, so the application might not be able to keep up with the demand of the users which may cause the application to crash as too many people are using it at once. 
A risk which related to the EYST project directly was to pick the correct development partners, if the wrong development partner is chosen they could either drop out, or not put any effort in and leave the workload down to one singular person. Through creating the EYST application there was one member of the team that dropped out without notifying the rest of the team. This put an excessive amount of workload on the two remaining team members. 
The final risk could potentially be glitches within the application, for example; the developers must make sure the application works to the best of its ability before putting it on the app store. This is because if the users chose to be reminded when there is an event coming up and there is a glitch which makes the reminders unable to work, then there will be some very unhappy customers who will rate the application low. 
[bookmark: _Toc512510555]Risk evaluation matrix
	Likelihood
	
	Potential Risks

	
	
	Glitches  
	Development partners 
	Uncontrollable user growth
	Not desirable

	
	
	Minor
	Moderate
	Major
	Severe

	
	Almost Certain
	Low
	Very High
	Low
	Medium

	
	Likely
	Low
	High
	Low
	Very High

	
	Possible
	Medium
	High
	Medium
	Very High

	
	Unlikely
	Medium
	Medium
	Very High
	Medium

	
	Rare
	Medium
	Low
	High
	Low


To manage the not desirable risk mentioned above the development team will go to EYST before the application goes live on the app store to ask the customers and employees of EYST if they would download the application. By asking the employees and customers this, it will eliminate the not desirable risk as the app will not go onto the app store if less than 50% of the people asked said they would download it. As this would leave over half of the employees and customers at EYST not wishing to download the application. This would also work for the uncontrollable user growth risk, because as the developers would understand exactly how many people would be downloading the application they are then able to finalise the application making sure it would be able to cope with high demand.
	Managing the glitches that could be a potential risk is quite straightforward as the developers must test the application thoroughly and click on every single item that users may click on, even if it is not a button. The developers could then give the mobile application over to their family and friends for them to assess and give their feedback on what they could do better and what doesn’t work on the application.
	A way to manage the development partner risk is quite difficult, this is because the developers were assigned a team to create an application for EYST so they were not able to chose development partners themselves. The development team were under the impression that every member within the team was enthusiastic to create the application for EYST. However, this was not how it seemed, as one member of the development team dropped out, which the two remaining members had to create the application themselves. In the future, a way to manage this would be to be able to chose their own team of reliable workers.
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[bookmark: _Toc512510557]Sustainability issues
Sustainability aligns economic, social and ecological interests within the project [5]. Sustainability issues are divided into first, second and third order. The first order includes direct results of the IT’s existence, the second order includes results of the IT’s application to reduce other impacts. Finally, the third order includes the long-term changes due to the impacts. Below is the first, second and third order impacts which are relating to the project created, the mobile application for EYST.
[bookmark: _Toc512510558]First Order
· The electricity used by the equipment
· Lifecycle of equipment; from manufactured to disposal 
· Heating and lighting used for the staff and development team

[bookmark: _Toc512510559]Second Order
· Less travel as customers will not have to attend EYST with their queries, they can do it via email or telephone through the mobile application
· Makes customer travel more efficient
· Less paper used as users can book through the mobile application and can set reminders for the events also

[bookmark: _Toc512510560]Third order
· Fewer employees needed at EYST as customers will be emailing and telephoning instead of travelling down to EYST
· Less pollution as there will be fewer employees and customers attending EYST












[bookmark: _Toc512510561]Ethical and Legal issues
Ethical issues are extremely important to understand. Traditional ethical projects obey with the oath of office and abides by the law and regulations [6]. Both, the IEEE and British Computer Society provide requirements that their members must abide by. 
The IEEE recognises the importance of the technologies and how technology affects the quality of life throughout the world, the members of the IEEE must commit themselves to the uppermost ethical and must agree to the regulations of the IEEE [7]. Some of the regulations that must be understood by the members of the IEEE are; to hold the uppermost safety, health and welfare to the public. To avoid any conflicts whenever possible and finally, to treat all people fairly and do not discriminate against people because of their ‘race, religion, disability, age, national origin, sexual orientation, gender identity or gender expression’ [7]. However, there can be made changes to the IEEE code of ethics, but only after many conditions are met, these conditions include; the planned changes must be declared in THE INSTITUTE with a minimum of three months in advance of the final deliberation. All IEEE Major Boards must have the chance to discuss the planned changed in preparation for the final action. Lastly, a vote of two-thirds of the votes by the members must be present at the time of the vote [7].
The BCS (British Computer Society) also sets rules and regulations for their members, and these rules are expected to be more advanced than those established by the law [8]. The BCS code of conduct are similar to the IEEE code of ethics but the BCS has additional rules to abide by. These rules are divided into four subheadings, the subheadings include; public interest, professional competence and integrity, duty to relevant authority and duty to the profession [8]. 
Some of the rules which apply to the public interest are; the member must be mindful of the public health, privacy, security and wellbeing of the public and environment, also, to encourage equal access to the benefits of IT [8]. 
A few rules which are below professional competence and integrity are; to only commence work or deliver a service which is within the members professional competence, and to not claim any level of capability that the member does not hold [8]. Duty to relevant authority and duty to profession are very similar to the rules stated above. 
There are many legislations which affect computing, some of them include The Computer Misuse Act (1990) which safeguards computer material against unofficial access or alteration [9]. The Copyright, Design and Patents Act (1988) which applies to text, graphics and further pieces. One very important legislation which got passed in 1998 is the Data Protection Act, this gives the right to the persons whose information is documented for their personal information not to be shared [9]. However, there is a new legislation known as the GDPR (General Data Protection Regulation) which is being enforced on 25 May 2018, is going to replace the Data Protection Directive [10]. One of the main difference between the GDPR and the Data Protection is the penalty, in breach of the GDPR the person can be fined up to 4% of their annual global turnover or €20 Million, whichever is higher [10]. 
As the mobile application created for EYST does not hold any user’s data, the GDPR will not affect the application. The mobile application is a very simple application, but all of these rules from either the IEEE or BCS will be considered before putting the app on the app store as if the developers do breach any of the rules there will be serious consequences.  

[bookmark: _Toc512510562]Quality Assurance Issues
The quality of a software system is important to the computing professionals. Through measuring software quality, the ISO 9216 developed [11]. Over the years, additional ISO quality management developed, there now is an ISO 9001:2015 which helps ensure that users get reliable, good quality services [12]. Relating this information to the application created for EYST, the developers must develop an application which is reliable, so it does not crash and has no glitches and it must have good quality information and images within the application. Through doing this the mobile application could potentially be well used by customers and staff at EYST. This will, in turn, generate a good review for the developers. Having a good review due to software quality would be excellent for the developers as then they could start creating other mobile applications for other businesses or charities. The developers must create the application, so it is easy to learn and use, which through observing the application, it has been viewed to be extremely simple and adaptable. It is also quite easy for the developers to amend the errors made, however, this could get very expensive as the application goes along. So, it is expected for the developers to have a list of what the customer wants within the application, and if the customer changes their mind throughout the process then the developers can say no. If the developers are struggling to keep up with the demand of the application, then saying no would be the best thing for them to do.

See appendix for screenshots of the working mobile application and the Microsoft Project task.
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