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[bookmark: _Toc173177971]Task 1: Research in Data Security and Compliance 
[bookmark: _Toc173177972]Abstract 
This assignment highlights the key aspects of information security and compliance. ISO 27001 the standard that covers information security is explained thoroughly with its key features such as risk assessment with examples. Also exploring the key aspects of the framework of ISO 27001 which is managing an effective ISMS system. This assignment includes the importance of regulations such as GDPR and why organisations must comply with the regulation. 
[bookmark: _Toc173177973]Introduction
It is essential that modern organisations have a strong security environment. There are many regulations that companies need to follow to ensure that information security is adhered to. Within the last few years, having a strong data security environment has been critical to organisations due to the many occasions where data has been either leaked or stolen due to weak security. As mentioned above there are many regulations that organisations need to follow such as GDPR (General Data Protection Regulation). 
[bookmark: _Toc173177974]Objective 
The objective of this report is to generate a clear understanding of why information security is such a key aspect in organisations no matter how large or small. The goal is to show how organisations can set up and maintain a secure environment for all information assets ranging from physical security to standards such as ISO 27001 which all fall under the same category. 
[bookmark: _Toc173177975]Security Framework – ISO 27001
ISO stands for International Standards Organisation. ISO is an accreditation that is awarded to organisations to show that they are complying with the most up to date policies and procedures. There are many ISO standards such:
· ISO 9001: Quality Management Systems 
· ISO 14001: Environmental Management 
· ISO 27001: Managing an ISMS (Information Security Management System) 

This section will include a deep understanding of ISO 27001 which focuses on managing an ISMS system.  ISMS stands for Information Security Management System and the purpose of the ISMS is to have a systematic approach to ensure the organisations sensitive information is secure. There are many key features to look over in the ISMS process:
[bookmark: _Toc173177976]Framework and Policies
To have a successful ISMS system, organisations need to have policies and procedures in place for all employees to follow. Examples of policies and procedures:
· Information Security Policy: This policy will be written proof of the organisations commitment to adhering to information security. This policy will show the objectives, scope and the responsibilities.
· Incident Response Policy: This policy outlines the steps that would be taken in case a security event could occur. These steps include the procedures for identifying the incident, reporting the incident, managing the incident, and recovering from the incident also if there is any communication required
· Password Management Policy: This policy will determine requirements when creating, maintaining and protection of passwords. The policy will include guidelines for employees to follow.
· Change Management Policy: This policy is used to ensure that any changes within the organisation does not have a negative impact on security. The policy will establish a guideline for requesting, evaluating, approving and implementing any changes.
· Physical Security Policy: This policy ensures that physical security such as access doors, environmental controls and secure areas are maintained correctly to prevent any unauthorised access, damage or any data loss in those secure areas.
[bookmark: _Toc173177977]Risk Management
Risk management is a method of identifying possible risks early. The process includes identifying, assessing and prioritising risks followed by efforts to minimize, monitor and control any possible risks that could occur any moment. A risk assessment isn’t a procedure that can be conducted without any plan. There are key steps that must be taken to ensure that a positive risk assessment is conducted:
1. Risk Identification: 
· Identifying any risks that can cause damage to the organisation’s security 
· Example: Any data that is stored on a server for example, identification on how that data could be vulnerable to any cyber-attack is important.

2. Risk Assessment:
· Any risk that is identified will need to be assessed to understand the impact if an attack was to occur
· Understanding what could happen if data was to be taken or lost in an attack

3. Risk Prioritisation:
· It’s important to prioritise the risks based on how severe the damage could be. 
· By prioritising the risks, this can protect the main assets of the organisation. By prioritising, this does not suggest all data can be protected from any attacks, but protecting the main assets can save organisations financially and reputationally 

4. Risk Mitigation: 
· Creating methods in ways to decrease the chance of risks such as ways of transferring data correctly etc.
· There are ways to implement strong security into an organisation such as firewalls, device encryption and regular security audits to identify any possible leaks or flaws within the organisation.


5. Monitoring and reviewing: 
· By continuing to monitor the environment this can help identify any new risks that arise. 
· By conducting risk assessments this can help come up with new strategies or methods in securing the data that is valuable.

[bookmark: _Toc173177978]Cybersecurity Risk 
Cybersecurity can cover multiple different types of attacks, one of the most common attacks are phishing. Phishing is a method that cyberattacks use to try catch people out with fake emails attempting to steal information such as passwords, sensitive information or even financial credentials. Organisations are attacked by phishing emails daily. Organisations such as Microsoft can only implement certain amount of protection against phishing emails, the reason for this is due to it is almost impossible to block any phishing emails from entering employee’s mailboxes. Due to there being many different types of phishing such as spear phishing and ransomware, it makes it difficult to avoid these emails. An assessment will need to be conducted to understand how many people will fall for phishing emails. The most popular method of assessing this would be to send out an internal phishing email simulation which keeps record of users that ignore the email, click any links or that enter any credentials. This method can prove which users require training. Following the completion of the assessment, there should be a report of some sort showing which users require training. Once the users have been identified they will need to attend a in depth training session to understand the importance of detecting phishing emails. Training programs should also be implemented into the organisation for all employees, not just the ones who fall for the phishing simulations. Phishing or cybersecurity across the board should be a subject that everyone within the organisation should be aware of. 

[bookmark: _Toc173177979]Compliance Risk
GDPR stands for general data protection regulation. This regulation is the toughest policy in the world [19] due to the consequences being harsh and hefty on organisations that do not comply with the regulation. GDPR consists of how organisations handle/process personal data. Personal data consists of names, email addresses, home addresses, phone numbers and banking details. All these forms of personal data need to be handled, collected and processed in a structured form. GDPR build that bridge of trust between employees, customers or suppliers as it shows that the organisation is doing their part in complying with GDPR. The assessment that could be conducted for GDPR would be to evaluate what fines the organisation could face if caught not complying with GDPR. To make sure that the organisation is complying with GDPR, managers should be conducting training sessions to allow all employees to understand the requirements of GDPR.  

[bookmark: _Toc173177980]Data Breach Risk
A data breach is an event that all organisations want to avoid, if a data breach was to occur it could be catastrophic to the organisations. Leading to employees, customers or even suppliers losing trust with the organisation. Risk assessments can be conducted to identify those databases within the organisation containing any form of data is open against a data breach. By identifying these possibilities, it can make things easier to find ways of reducing those chances of a data breach. It is also crucial to evaluate what damage a data breach can cause, as mentioned above a data breach can cause trust issues between companies the organisation work with. Once data has been leaked it can be used for cybercriminals to steal and sell etc. Once the data has been leaked or potentially taken it is very difficult to have that data returned. There are methods that organisations can use to reduce the risks of data breaches such as end to end encryption or device encryption, access control around areas within the organisation. Access control can be used to lockdown areas that contain sensitive information. Patching software’s installed on devices within the organisation can reduce the possibility of a data breach. By not updating software to the latest version can leave data vulnerable to a cyber attacker to find weaknesses to exploit data. 

These real-world examples all fit under the ISO 27001 specification. Conducting effective risk assessments can identify and reduce risks within organisations. Without having effective risk assessments, the auditor will not be able to accredit that organisation with that the ISO 27001 certificate. 

[bookmark: _Toc173177981]Physical Security
Physical Security is a very important factor in information security, even ISO 27001. Physical security should be on top of the priority list, without physical security it allows anyone to walk into the organisation leaving sensitive information vulnerable to be stolen or destroyed. There are many methods of physical security that can be implemented into an organisation such:

[bookmark: _Toc173177982]Access Control
Access control is vital to any organisation, without access control it gives anyone access to the building or into any areas of the building. The main method of access control is to have locks on every entrance into the building which blocks any unauthorised access and to have locks on the any area which contains sensitive information such as finance offices or server rooms. Access control should be managed by the IT department because access to manage the door locks should be very limited. Access control doors can be opened through many different methods such as biometrics, RFID cards or key fobs. With biometrics, you can use multiple different types of biometrics such as fingerprint, face recognition or eye recognition. Biometrics is the most secure method of locking a building down and ensuring only that user has access to that building or area. Unlike key fobs or RFID cards, biometrics cannot be taken from an individual to gain access. RFID cards and key fobs can be stolen and used to gain access to areas the thief should not be able to enter. By having access control implemented it leaves a digital footprint in the event of certain individuals whereabouts need to be investigated. 

[bookmark: _Toc173177983]Surveillance Cameras
Surveillance cameras are highly recommended to be installed to cover all areas of the building. Surveillance cameras are known to prevent any security breaches before they occur. In today’s world organisations mainly use surveillance cameras to replay events that have already happened, not to prevent an incident [17]. This is due to the attackers to rethink about entering the building or breaching an unauthorised area. Surveillance cameras are useful when any incidents occur whether it’s related to a security incident or any other incident that needs investigating. By having surveillance cameras installed across the building it can support the organisation to claim if there was any break in or damage caused to the organisation. Referring to ISO 27001, by having footage evidence of any unauthorised access etc, this can be documented and processed as a security incident. This is a good method in finding a resolution so that security incident would not occur again. Area’s that would require surveillance cameras would be areas containing sensitive information such as server rooms, financial offices, laboratory that would contains specifications of products etc, building entrances, car parks etc. All these areas will need monitoring 24 hours of the day to keep the organisations infrastructure secure. 
[bookmark: _Toc173177984]Intrusion Alarm System 
Having an intrusion alarm system being installed on all entrances of the building is very important when manging an information security environment. Nowadays, most intrusion alarm systems are linked with local services such as police, so when there is an unexpected alarm during the night etc, public services will be called to investigate following a member of the organisation that is responsible for the safe keeping of the building. In one of the annexes (Annex A 7.4) for ISO 27001, intrusion alarms are required. Intrusion alarms systems come under the same category as surveillance cameras which is ‘Surveillance Tools’ [18]. 
 
[bookmark: _Toc173177985]What is required to have a secure information security environment 
From the areas discussed above, it is clear to understand what is required to have a secure information security environment. To begin with, having the building secure form any unauthorised access should be the fundamental basics that an organisation needs to do. By having the building secure, this can prevent sensitive information from being stolen or destroyed. The most popular tools for physical security would be having surveillance cameras and access control doors installed across the building for that extra layer of security.  Another recommended method of ensuring that the organisation has a secure information security environment would be to have continuous risk assessment annually or whenever a new system etc is implemented into the organisation. It’s been proven by many organisations that identifying risks early and having a plan if something was to go wrong is key.  
[bookmark: _Toc173177986]Conclusion
In conclusion, this report has shown how the framework of ISO 27001 can help organisations to create a secure environment for information security. Evaluating the importance of the many policies, procedures and regulations that need to be followed and complied with are essential in achieving a secure information security environment. This report has demonstrated how effective the ISMS is as a useful tool to use for maintaining an information security workplace for example the effectiveness of risk assessments and how they can show early possibilities of vulnerabilities within the organisations. Security is everyone’s responsibility.
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The diagram above shows the organisational structure for an information security unit. This diagram demonstrates the roles and responsibilities of each member of the unit. Below is a description of what each member is responsible for:

Chief Information Security Officer (CISO): CISO is responsible for overseeing all the areas of information security. The CISO will create and implement policies and procedures, understand the network activity and preparing for any future risks, managing all staff in this designated field. If there are any concerns or changes within the information security unit of the organisation the CISO will report directly to the CEO, CIO, MD or any board of directors. [1]
Policies and Compliance Manager: The role of the policies and procedures manager is to keep all policies and procedures up to date, introducing new policies and procedures into the organisation. [2]
Standards and Framework Manager: Responsible for continuous improvement. An example would be to continue improving the ISMS of an organisation. 
Data Protection Officer: Responsible for making sure data protection compliance is being followed and making sure that people are aware of their data protection rights. [3]
Privacy Compliance Officer: Responsible for checking that organisations are complying with all legal regulations or any other specific guidelines that need following. [4]
Risk Management Manager: Responsible for collecting the risk assessment data and analysing the results. This data can be manipulated into reports to help with early identification of any possible risks. [5]
Vulnerability Assessment Officer: Responsible for doing audits on organisations security whether that’s physical security, network security or application systems to identify any risks to the security of the organisation. [6]
Security Operations Centre (SOC) Manager: Responsible for managing and overseeing the operations team to ensure all operation procedures are being followed. The SOC manager is responsible for any form of training or looking over staff in this field. [7]
Security Analysts: The role of a security Analysts is to look over the security of data and critically analyse how secure the data is. This allows the security analysts to implement any new strategies into the organisation when required. [8]
Incident Response Manager: Responsible for the team which respond to cyber-attacks, network intrusions or risks and any computer risks. This team is mainly IT professionals. [9]
Applications Security Officer: Responsible for patching any vulnerabilities within the system such as updating software’s, firewalls and encrypting. [10]
Security Architect: Responsible for creating and maintaining security designs for the organisation. [11]
Infrastructure Security Officer: Responsible for designing, Implementing and supporting all Infrastructure security and technologies. [12]

[bookmark: _Toc173177989]Policies and Procedures
To obtain a secure information security environment, there are many policies and procedures that will need to be implemented into the organisation. One of the main policies that is required is the information security policy. As mentioned in the previous sections, the information security policy is an organisation statement which shows our commitment and dedication to information security. This policy would need to include our objectives, scope and responsibilities. However, there are policies and procedures that need implementing to the organisation: 

Password Management Policy: This policy will be a structure for all employees to follow on how to create a strong secure password. This policy is crucial due to weak passwords is a risk of a cyber attack on our data. An example of a password policy would be for all passwords to contain:
· Upper case and lower-case letters
· Special characters 
· Numbers
· Minimum of 12 characters in length 
· No phrases such as birthdays, family names, friends’ names or pet names 
Passwords must not be written down anywhere or stored on any devices for security purposes. This policy can ensure that all employees have a secure password when working. 

Incident Response Policy: This is also another policy that needs to be introduced into the workplace. Incident response policy requires a form to be created that employees fill in when they encounter an incident that may or has impacted the security of the organisation. 	Once a form has been filled out, it will need to be handed to either the chief information security officer (CISO) or security operations centre (SOC). It’s important these forms are critically investigated which will help prevent a risk or apply a patch to a risk. 

Change Management Policy: Change management policy is a very important policy to consider. When introducing new systems or new updates to current systems etc, a change management request form will need to be filled in and handed to the chief information security officer (CISO) to be reviewed and determined whether this change could have an impact on the organisations security. This policy is to show evidence that we don’t implement new systems etc without completing a risk assessment and being discussed with CISO. 

Access Control Policy: This policy will evaluate the importance of physical security implemented across the building. Policy will contain what the procedure is if an employee is not to comply with the policy. For example, if an employee was to authorise a unauthorised personnel into the building or to block the access control door from closing will follow the disciplinary procedure. Access control is a big strategy when having a secure information security environment due to the importance of keeping sensitive data secure from individuals outside the organisation and only allowing the necessary people to access that sensitive information.

Security Awareness and Training Policy:  A policy will need to be created for the purpose of training all employees to be aware of security polices and procedures. A document will need creating for employees to confirm they have received training on information security. The training employees will receive is:
· Importance of security inside an organisation
· What is required to obtain a secure security environment
· Incident Response Forms
· Change Management Forms
· Password Policy 
· Access Control Policy
· Any questions or concerns employees have at the end of the training session


[bookmark: _Toc173177990]Data Protection Compliance 
The policy we need to focus on in this section is GDPR (General Data Protection regulation). This policy will demonstrate how we manage data such as personal data. This GDPR regulation must be followed by and complied with. The GDPR builds that trust between our organisation and our employees to ensure that we protect their data. There are six main steps we need to follow to ensure that we comply with GDPR:
1. Processing should be lawful, fair and transparent: This suggest that employees should be aware and understand what we do with their personal data. [13]
2. Personal data should be collected for specified, explicit and legitimate purposes: This suggest that we need to make employees aware of why we’re taking their data. [13]
3. Personal data must be adequate, relevant and limited: As an organisation we only must process data that we require and must be relevant. [13]
4. Personal data should be accurate and kept up to date: This means that if an employee’s home address was to change, we would need to update the data that we currently have and ensure its up to date. [13]
5. Personal data shall be kept for no longer than is necessary: For example, when an employee decides to leave the organisation, we must ensure we delete or destroy the data. Once the employee leaves the organisation, that data is not relevant to us. Another option would be to keep the data secure but keep it anonymous if the organisation needed to keep hold of data. [13]
6. Secure locations for personal data: Personal data must be kept in a secure location whether that’s computer based or physical copy. If personal data was to be leaked internally or externally this would cause in fines towards the organisation. Secure file locations are required with very limited access and areas with physical security is required for the physical copies. [13]

[bookmark: _Toc173177991]Security Standards 
One of the main security standards is ISO which stands for International Standards Organisation. ISO branch off into different areas within an organisation for example, ISO 27001 is responsible for the information security of an organisation, ISO 9001 is responsible for quality management of an organisation and ISO 14001 is responsible for the environmental aspects of an organisation. As just mentioned, ISO 27001 is the standard that we need to follow to be accredited. ISO 27001 has shown its effectiveness in other organisations. The purpose of this standard is to help organisations avoid costly security breaches. By following ISO 27001 it shows all customers, partners, suppliers and even employees the measures we have taken to comply with information security [14]. There are 6 areas of ISO 27001 that is a must requirement: 
· Company security policy: This policy can be referred to as an information security policy. This is an organisation commitment to information security. This policy will include our scope, objectives and procedures we do within the organisation. 
· Asset Management: This focuses on how we manage all our assets this can range from keeping an up-to-date asset register stating where all our assets such as computers, laptops or monitors etc are. Keeping track of what software’s, we have within the organisations making sure were keeping them on the latest versions. 
· Physical & Environmental Security: This focuses on how secure we are physically. This requires the building to be secure with access control doors, surveillance cameras or any other form of security to keep sensitive information secure from any unauthorised personnel. 
· Access Control: Referring to the previous area, access control falls under the same category. Access control needs to be implemented into the building to secure any sensitive information. This requires not allowing anyone walking into the building and not allowing all employees to enter all areas. Areas that contain sensitive information must be locked down only to people that require that information. This can suggest having access control doors on all doors to have control to where people can access
· Incident Management: This area focuses on how we deal with any incidents that may cause a threat to our security. As mentioned in another section of this report, incident forms need to be created so employees can report any threats or possible threats to a CISO or IT manager. From receiving the form, an investigation can begin and trying to find a solution to avoid that incident from occurring again. All forms must be logged and tracked for secure reasons.
· Regulatory Compliance: This section suggests that we need to prove that we are complying with all laws and regulations. An example of this would be for us to prove were complying with GDPR as this is a law within EU.


[bookmark: _Toc173177992]Contingency Planning 
Contingency Planning consists of making sure that backups are constantly running, and a disaster recovery plan is in process. Backing up data such as servers or cloud-based products such as Office365 is critical. If our services were to be shut down or permanently shut down and there were no backups, all our data would be lost permanently. A disaster recovery plan is a plan which as an organisation we’d follow once a disaster would strike the business this can range from a natural disaster to even a major cyber-attack [15]. By having this plan in place, we would be able to begin rebuilding all resources that would be lost due to the disaster. Both contingency plans tie in with ISO 27001.  

[bookmark: _Toc173177993]Governance and Strategic Planning for Security 
There are many governance regulations that must be followed under information security and even ISO 27001. The first governance regulation we will be looking at is the disposal of Waste Electrical or Electronic Devices (WEEE Waste. This regulation must be followed by IT Departments to reduce the hazardous toxins that are released in the air [20]. Another form of governance that needs to be followed within the organisation is the computer act 1990 and computer misuse act. The computer act of 1990 was created due to the rise of cyber-attacks and cybercrime in the 80s. This act is used to protect the computer against any unauthorised access and threats.



[bookmark: _Toc173177994]Risk Management
Risk management is an important with information security. The purpose of a risk management is to conduct a risk assessment when a new system for example is implemented into the organisation to identify possible risks early. If any possible risks are identified this allows the organisation to act quickly to avoid that risk from occurring. If many risks have been identified, it’s important to prioritise them by how severe the risk can be to security. The risks that can cause more damage will need more time over the risks with minimal damage. When conducting a risk assessment there are 5 principles that need to be followed to ensure an effective risk assessment has been conducted: 
1. Identify any risks 
2. Identify who could be at risk and how
3. Evaluate the risk, prioritise and agree on the precaution 
4. Record all risk identification and begin with the implementing 
5. Once complete, review the risk assessment and update accordingly
















[bookmark: _Toc173177995]Conclusion 
In conclusion, the amount of work required to obtain and manage a information security environment is large, however with the guidance of standards such as ISO 27001. By having roles such as CISO and data protection officers, this should be a strong start with introducing the important policies and procedures such as the password management policy, incident response policy or access control policy. Risk management is another strategy that can be useful to identify what could be a risk that’s already implemented into the organisation currently and what can be done to iron out those risks.  Following these fundamental basics is a good path to follow to achieve a secure organisation.  
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