
Hybrid Workforce

(Employees/Contractors)

Identity Provider

(IAM + MFA + SSO)

• User identity verified

• MFA enforced  

Device & Posture Check  

 (EDR / MDM / Compliance)  

 • Device health assessed

• OS & security posture 

Zero Trust Policy Engine

(Policy Decision Point)

• Risk-based evaluation 

• Least-privilege rules    

 • Context-aware policies

Access Granted Access Denined or Session Term

Policy Enforcement Points (PEP)

• SaaS Applications

• Cloud Workloads (IaaS / PaaS)

• AI Models & Data Stores 

Continuous Monitoring & Telemetry 

• SIEM (logs & correlation)

• CSPM (cloud posture)

• EDR (endpoint behaviour) 

SOAR / Incident Response Layer

• Automated containment

• Identity or device isolation

• Incident escalation

Governance, Risk & Compliance

(DORA / NIS2 Oversight)

• Incident reporting

• Risk review

• Policy refinement 

Access Request

Identity Context

Identity + Device 

Context

Allow/Deny Decision

Security Events
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