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[bookmark: _Toc532819640][bookmark: _Toc48912377]Section 1 – Introduction
Internet of Things (IoT) has been around since the 1980s. Thanks to technological growth the IoT have grown faster. Smart Home is one area of IoT that is on the rise with a variety of consumers. This report is a look into the IoT with regards to smart homes and the possible benefits and security risks these new technologies.
There will also be an implementation scenario of a smart home with connected devices using Cisco Packet Tracer.



[bookmark: _Toc532819641][bookmark: _Toc48912378]Section 2 – Internet of Things (IoT) and Smart Homes
When looking into the IoT and smart homes it is important to understand the definition of IoT and what a smart home is.
What is IoT?
The IoT has been defined as a global infrastructure for the information society, enabling advanced services by interconnecting (physical and virtual) things based on existing and evolving interoperable information and communication technologies. [1]
What is a smart home?
The term 'smart home' is used to describe a house that contains a communication network that connects different appliances and allows them to be remotely controlled, monitored and accessed, according to the Department of Trade and Industry.  [2]
A smart home, or smart house, is a home that incorporates advanced automation systems to provide the inhabitants with sophisticated monitoring and control over the building's functions. For example a smart home may control lighting, temperature, multi-media, security, window and door operations, as well as many other functions. [3] 
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Figure 1 – Example of a smart home [3]
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There are several devices and technologies that would be considered as elements of a smart home, due to the rapid and expanding growth in technology. These devices include the following:
· Voice Assistant
Voice assistant is a piece of interactive software that has been developed with artificial intelligence (AI), natural language processing (NLP), voice recognition and machine learning (ML). [4]
Every time someone asks a voice assistant, for example, Alexa (Amazon voice assistant) or Siri (Apple’s voice assistant), a question it is the software that has developed over a number of years that allows a virtual conversation to take place. The more we use this technology the more seamless it will appear and acceptable to use.

· Smart Thermostat
A smart thermostat is a thermostat that can be controlled with a phone, tablet, smart speaker, or other internet connected devices. Smart thermostats typically all you to schedule your desired temperature settings, and you can also incorporate them into your home automation systems. [5]
One such example of a smart thermostat is the Nest Learning Thermostat, this thermostat can program itself to understand the users preferred temperature and will lower itself when the user leaves the house, as well as allowing access to view  usage on the go through internet devices. [6]

· Smart Doorbell 
A smart doorbell is an internet – capable doorbell. Most smart doorbells are easy and quick to install, and come with built in cameras, speakers, and microphones. All the user must do is simply press the doorbell, whilst the homeowner will receive an alert advising that there is someone at the door, with the camera on the doorbell, the visitor can be viewed, or allow communication with the inbuilt speakers and microphone. [7]
An example of a smart doorbell is Ring, it is a very popular smart doorbell as it is usually easy to use, can be used even at night-time and complete control from the ring app on a connected device. Some of the Ring doorbells also allow videoing, which can enhance security on the property. [8]

· Smart Lock for Doors and Windows
There are many types of smart locks that can be used on either door and/or windows, these allow an additional layer of control and visibility to the home. It can be quite difficult to decide what is required as these locks can be used in a variety of ways. [9]
Smart locks can have:
Access keypads;
Remote locking and unlocking; 
Video camera and doorbell integration;
Smart hub integration with voice control;
Auto Lock and Geo-fencing;
Fingerprint access:
Key Fob;
NFC or RFID cards;
With so many options available it is a must to understand the user’s requirements.
· Smart Lighting
Smart lighting is lighting that can be controlled from an app, usually on a phone, either apple or android. The app enables the user to change the brightness of the bulbs, as well as the colour if the bulbs have coloured LEDs in them. [10]
The largest smart lighting around is currently Philips Hue.

· Smart Television (TV)
A smart television (TV) incorporates an operating system or platform that allows you to access, manage and view online content and network-based content without the need for additional devices, such as a Raspberry Pi, Roku or Fire stick. [11]
There is a wide selection of such TVs on the market currently, such as the Samsung with Tizen Smart Hub.

· Smart Windows
Smart Windows are a type of window that helps to regulate light, they can also help to control heating and air conditioning costs. There are a number of different types of windows from [12]:
	Electrochromic Window;
	Suspended Particles Window;
	Liquid Crystal Window;
	Micro-Blinds Window.
All the above have their own benefits that would need to be considered when thinking of getting smart windows for the home.

· Smart Refrigerator
A smart refrigerator (fridge) features a touchscreen interface with the ability to connect to the internet through Wi-Fi to provide various functionality. They usually include internal cameras, user-controlled cooling options, the ability to interact with your smart devices. [13] Shopping lists could be kept on the touchscreen or notes for the family. Whilst at first it may seem a little crazy, in time, the usefulness of the interactive touchscreen can be realised. 
Samsung and LG are among the suppliers of smart fridges and are certainly worth investigating into for a future smart home.





Other Smart devices include:
· Remote car unlock/lock with Ford Vehicles
· Gas leak sensors
· Smoke detectors 
· Wireless IR sensor (motion detectors)
· Body sensor (wearable devices)
· SOS buttons
· 3.5” monitor panel (used in the home to control all connected devices)
· Cameras
· Wind and rain sensors (could be used to close windows)
· Air-conditioner
· Sockets
· IR cameras (security and monitoring)
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There are several benefits and concerns with smart home technology, and it is important that anyone who is looking to use them to their advantage understands them.
Benefits of Smart Home Technology 
Reduce energy consumption – Using smart devices in the homes are known to help with energy consumption, as they allow the user to set automatic power downs as well as remote access to turn things on or off. The ability to use voice assistant devices have allowed an additional method of reducing consumption as well by allowing the user to use voice commands to turn heating down.

User’s Convenience – A user can simply save energy and money with just a few clicks on their smart devices or with a few commands with smart devices in the home. In time with AI, the smart technology will become increasingly in tune with the user as the AI in the devices learns of the users preferred settings and in time will adjust without the need for a few clicks even. 

Improved Security – Having smart technology added such as smart doors, windows and smart doorbells can help provide a significant level of security in the home as thy can alert the home owner of potential break ins, whilst also alerting the police or security company of intruders. 

Smart Customisation – With the ability to access devices in several ways, it allows the user to set them up as they would like them to be set up. And with saved functionality, with a click or two the user/homeowner can change the whole mood of the home to suit the scenario.

Easy to Learn – Some systems are really easy to learn and with a few clicks a home can be set up with a myriad of things that can be done, from switching on the dishwasher in the middle of the night to closing a window if a rain sensor detects rain falling in the vicinity of the house.

Saves money – Being able to programme devices to come on when the cheaper energy tariffs are available will save money. The ability to check to see if a light was left on, and being able to switch it off, will always benefit the keen saver.


Increased Home Value – All of the benefits above help to increase the home value, if the house is fitted out with smart technology it suggests a level of care and can provide the WOW factor when looking to move on, especially if it is fully integrated.

Issues with Smart Home Technology 
Initial outlay for smart devices – When comparing smart technology to standard technology, it often has a considerable cost attached to it. Smart lights are a good example of this, a standard light bulb can be purchased at £1 – £2, whereas a light bulb will cost between £20 - £40. This a significant outlay and one that needs to be considered when looking at ways to upgrade a home’s technology.

System compatibility – If the user does not get the right smart devices, then trying to get them to talk to each other can become a significant and could result in the need for a more suitable professional to help. 

Complex Installation – Some smart devices are not straight forward to install; some may require specialists to install which can contribute to even higher outlay for the smart home set up.

Power Surges – It is important to note that lightening strikes can have a significant impact on a smart home and careful consideration needs to be undertaken to consider what protection can be provided. It could be worth looking at protecting with lightening protection system (LPS). [14]

Access Issues
	Internet Reliability – Some smart technologies may lose their advanced functionality when the internet goes down, so this needs to be taken into consideration when determine what smart devices are being used for.

	Cyber Crime – Recent years have seen an increase in cyber crimes and it is noted that some criminals are finding their way through insecure smart technologies, so it is always important to ensure that any new smart devices are installed securely, this could be with passwords to access the Home Gateway of the smart home and closing down any open network ports on the gateway, ensuring that no users can simply hard wire into the network.
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Section 3 – Smart Home Scenario
SmartHome – Password - CiscoIoT
[bookmark: _Toc48912382]Section 3.1 – Home
An example of the devices that can be linked to the Home Gateway, allowing remote access can be seen below, this is by no means an exhaustive list.
[image: ]
Figure 2 - Sample layout for smart devices
There are two things that you can do and that is create rules that will enable the smart devices to function independently or the user can simply log on and remote access to enable the smart devices.
Setting Rules with Internet of Things
Setting Rule with regards to the temperature, first step is to open the Main Server or any connected device, such as laptop, desktop computer, smartphone, or tablet.








Click the desktop tab:
[image: ]
Figure 3 - Top of the Desktop Element of the Server
Scroll down until you see the IoT Monitor and click on to it:
[image: ]
Figure 4 - IoT Monitor Icon
[image: ]
Figure 5 - List of Connected Devices to the Home Gateway
Click on Conditions:
[image: ]
Figure 6 - Conditions Area for Connected Devices

And then click on Add:
[image: ]
Figure 7 - Adding a Rule in the IoT Monitor
Complete the form and scroll down to click on ok:
[image: ]
Figure 8 - Completion of a Rule (for automation)
[image: ]
Figure 9 - Rule on the Conditions Menu
You can see the Furnace is off by the red dot next to it.
[image: ]
Figure 10 - Smart Home Once Rule implemented



Direct Access Control
Using any smart and connected device smartphone, desktop computer, laptop or tablet click onto the desktop tab (this example is using the smartphone for the user on the go):
[image: ]
Figure 11 - Desktop of Smartphone
Scroll down to the IoT Monitor and click on it (to open it up):
[image: ]
Figure 12 - Icon for the IoT Monitor
[image: ]Ensure the Server address, username and password are entered correctly and click login:Figure 13 - Login for Access to the Home Gateway


As with the server access, there should be a list of devices that are connected to the home gateway:
[image: ]
Figure 14 - List of Devices Connected to the Home Gateway
The user can simply select a connected device from the list and perform a function with it, bathroom window is shut:
[image: ]
Figure 15 - Bathroom Device Selected (red indicates window is shut)
Bathroom window is now open:
[image: ]
Figure 16 - Click on the Red Square, Becomes Green (window is open)
[image: ]
Figure 17 - Image of Open Smart Window
This process can be used with any of the devices listed, provided they are smart and connected devices.
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Smart homes are going to continue to become more popular, there are so many benefits to be considered when considering smart devices in a home, such as energy saving, financial savings, improved security, and convenience. It could also mean that the disabled and elderly can continue to live at home with the right devices connected to their home providing them with dignity and independence for a little longer.
Whilst there could be a significant outlay initially, most users would recoup the money saved in time, money and energy consumed. 
The one very important issue to note are cybercrime, this can be both emotionally and costly, as most criminals are opportunistic and inquisitive. Seeing an open door into a system can lead to them doing something that in the long run, would hurt the user.
Another issue that would need to be considered and addressed is the potential for both power and internet outage, especially if the user is reliant on the devices for day to day living, having a good back up plan should such instances arise would be really important.
There is certainly a lot to be investigated with regards to a smart home, but it is within the reaches of so many people and has the ability to help change lives in such a positive way, but it is also important to not lose sight of potential negative impact smart technologies can have on the environment.


[bookmark: _Toc48912384]Glossary
Artificial Intelligence (AI) - the theory and development of computer systems able to perform tasks normally requiring human intelligence, such as visual perception, speech recognition, decision-making, and translation between languages. [15]
Natural Language Processing (NLP) - the application of computational techniques to the analysis and synthesis of natural language and speech. [15]
Machine Learning (ML) - Machine Learning is the study of computer algorithms that improve automatically through experience. [16]
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