Review complex types of internet-dependent crimes. (2000 words)

Since its inception the internet has revolutionized the way humans live, work, socialize, and communicate. It is at the very core of our lives and over the last twenty years or so, it has seen out the old analogue and written formats of financial, information and forms of communication etc.
Crime in the written sense such as forgery and fraud via means of deception such as ID theft are becoming obsolete in the physical sense, this has been replaced by well adapted criminals taking advantage of the internet era.
Although the internet has vastly improved our lives in many ways it has also opened a gateway to the criminal underworld in which criminals have exploited to their advantage for many years now and have used the internet to cover their identity and means of committing crime successfully.  
These types of crimes can be hacking, malicious communications, phishing, ransomware, software viruses and encrypted devices that can cause untold amounts of financial deficit and trauma to businesses and the public.
Tech Target, Search Security describes cyber-crime as, “Cybercrime is any criminal activity that involves a computer, networked device or a network”, (Brush, Rosencrance, Cobb, 2022).
Some of the most common internet crimes are fraudulently based crimes such as phishing or hacking crimes.  
Phishing crimes aim is to send out false information such as fake emails or documents posing to be organizations of stature such as a bank, financial service or even the provider of your broadband or internet itself.  
The goal of this crime is to con a person into providing details for the offender to gain access to the victim’s personal security such as passwords and key information that would allow the offender to extract data, via the victim accessing a website through an advert or website sent to them, whilst they are using a trusted web page, usually through social media or websites the victim has trusted/used in the past. 
The Action Fraud Police quotes, “Many scammers operate fake websites, which will download viruses to your computer, or are designed to steal passwords or other personal information”, (Action Fraud Police, 2022).
Through using intelligence gained via Age UK, Action Fraud also describes that over fifty three percent of victims of phishing in the UK are over sixty-five years of age, (Action Fraud Police 2022).

This is a problem for statistical reasons as many older people are not reporting or do not understand the crime they have been subjected to and are being left unaccounted for. Fraudsters using phishing techniques to prey on the vulnerable and lonely and if this is not reported to the authorities, a forecast or mapping of the level, demographic and area of this crime cannot be built to better target and prevent it in the future. 
The devastation to businesses through internet dependent crimes can cost businesses greatly financially and through reputation. All companies have a responsibility to provide a level of protection against cyber-crime, to protect individual’s personal data being breached. This lack of awareness for businesses can be costly not just for their reputation but in fines from governing bodies for not having the correct virus protection in place and flouting General Data Protections Regulations (GDPR) laws.
Packet labs website explains the impact of phishing attacks can damage, reputation, intellectual loss, financial and confidence from investors, “phishing attacks on your personnel may also result in fines imposed by regulatory bodies in the case of breaches that cause violations of GDPR, PIPEDA and PCI, to name a few”, (Packet Labs 2020). 
Another type of cyber-crime which has gained media attention, especially in 2017 in the use of Ransomware. This is a tactic used by computer hackers to infiltrate and bypass the internet security settings of a business or organization and lock them out of their system using a complex encryption, usually holding vast amounts of personal and intellectual data. The hacker will then, with their encryption, hold the company to ransom until either money, or whatever they find valuable to their cause is transferred to them, hence the term “Ransom”. This is a tactic that was first used by a person called Joseph Popp in 1989 “The first demonstration of ransomware by Joseph Popp in 1989 used symmetric-key encryption to hijack victims’ hard drives and demand payment”, (O’Kane. P, Sezer. S and Carlin. D 2018). 
1989 was a very primitive time where floppy discs had to be physically delivered using deception tactics posing as trusted partners or organizations, in present times it can be done remotely from anywhere in the world, 
“In today's interconnected world, a physical medium is no longer required to deliver malware. In the main, criminals opt to deliver their malware using the Internet communication protocols, which provide an efficient and cost-effective method of malware delivery”, (O’Kane. P, Sezer. S and Carlin. D 2018).
Ransomware plays on a victim’s vulnerabilities by using fear tactics. It is similar but different to Phishing in that it is a more aggressive in nature and uses methods for example, as when the virus has infiltrated a system, it will imitate law enforcement, or deceive victims into clicking on a link that produces indecent images of children. This leaves the victim terrified that they might be framed into a horrific offence often leading to them paying the perpetrators to regain control of their systems. 

In 2017 a Ransomware attack was inflicted on our own NHS by a malware of the name WannaCry. This made headline news as it crippled the booking systems, delayed surgery for many patients and cancelled appointments.   
A chink the NHS armour was their lack of protection due to their 15-year-old Microsoft Windows applications which were no longer protected. This was a massive oversight by the NHS that cost them greatly, 
“Published today [Wednesday] in Nature Digital Medicine and led by researchers from the College’s Institute of Global Health Innovation, the study concluded that WannaCry caused hospitals in England to lose £5.9 million”, (Alford. J 2019).
Ultimately Ransomware attacks are a part of our lives and will never be one hundred percent unavoidable. But with the use of protection such as updated firewalls, identifying assets so that you can upgrade them, using anti-virus software and multi-factor authentication, (Midler. M 2020). These should be completed at off peak hours regularly to ensure up to date encryption. 
[bookmark: _Hlk112255671]The use of encrypted tools such as encrypted messaging systems on smartphones used in criminal activity has also increased criminal anonymity and range ten-fold through the age of the internet. It is not uncommon for criminal gangs to operate from other side of the country or even different countries, hidden by the cloak of encryption using smartphones, “Digital devices are increasingly the key instruments with which crimes are planned, perpetuated and memorialized; and they often hold evidence necessary to solve a crime”, (De Bolle. C, Vance. C.R. JR 2021).
Often these devices will be found by law enforcement around the world and deciphering the encryption is priority number one if they are to uncover a plethora of intelligence leading them to the hub of the criminal activity.
This of course can be done with the use of digital forensic tools and collaboration with law enforcement officers globally. One such instance of this was in 2021 where Dutch and Belgian police collaborated to infiltrate the encrypted messenger Sky EEC, a stalwart of the criminal community. This led to raids across The Netherlands and Belgium with over seventy arrests, valuables, firearms, drugs, and police uniforms being recovered, intelligence from this investigation was shared globally, (Goodwin. B 2021).
Another way to monitor criminals who utilize encrypted devices is to control what devices and in what platforms they use. This is in effect a tactic used by law enforcement and counter-intelligence agencies to have a two-way mirror access of criminal behaviour and activity without them even suspecting a thing. 
A company was created by the FBI and collaborating agencies over a period of year’s posing as a credible encryption company, this was sold to hundreds of criminals in their hope of remaining anonymous, leading to a plethora of intelligence unwittingly being disclosed by criminal organizations, directly to law enforcement. 

“The Federal Bureau of Investigation created a company that sold encrypted devices to hundreds of organized crime syndicates, resulting in 800 arrests in 16 countries”, (Brodkin. J 2021). This is deemed as a “Trojan” tactic that has proved highly effective. The fact that criminal organizations are relying so much on encrypted software within smart devices and the extent to which law enforcement agencies are prepared to reach to tackle it, shows how much this use of communication is effective and paramount for illegal business to thrive.
However, global crime aside, the internet has affected all communities on a local level, whether it be through theft, drugs, human trafficking, or cyber-crime linked to personal computers or mobile devices. 
The evolution of county lines gangs and postcode gangs and their abuse of social media, especially aimed towards younger members of society is a scourge of our towns and cities across the UK. Gang members promoting their actions such as violence and a sense of belonging to impressionable youngsters is displayed via social media, in video and written content. This has been invaluable to OCG’s of county lines gangs to recruit members and disperse their product across the UK, 
“OCGs also use the Internet to extend their criminal networks and activities, and even for recruitment or new ventures. However, unlike YSGs and YCGs, OCGs are less likely to use social media platforms to ‘slag off’ or ‘disrespect’ rival outfits. Rather, social media is used almost exclusively for developing and improving gang business”, (McLean. R. Dr, et al 2019).
As stated above OCG’s are more likely to use social media in a “professional” manner for the promotion of their income and business, the lower-level youth gang’s which are foot soldiers if you like of the OCG’s will use social media to display scenes of violence, weapons caches, and money etc., all gained through what has been described by the (HM Government 2018),  as “social media for glamorizing gang life, escalating gang tensions, and normalizing weapon carrying, (HM Government 2018).
The advent of streaming services has sped up this “peacocking” behaviour from street gangs online to an instant and live broadcasting of criminal events such as assaults and other gang culture. This is on the less sophisticated end of the criminal spectrum as youths are often used as a smokescreen to higher criminal gains. Towards the other avenue of streaming services, there are more everyday methods for criminals to get a foothold in the every-day lives of the public, such as illegal distribution of television streaming services for profit gain which in turn is used to fund other illegal activity.  
These mass illegal streaming services are being used more and more by the public in what some might see as not deemed criminal by the subscriber but just a way of saving money. During the Covid-19 pandemic, millions of people that were kept indoors for their own safety turned to the television as a source of refuge and many subscribed to illegal streaming services for more viewing diversity. This on its own is clearly piracy which cost’s television production companies millions each year in lost revenue but also provides a lucrative source of income for criminal gangs which can amass into the thousands if not millions, 
“Digital piracy is often run for profit by criminal gangs and individuals. Both those stealing the content and making it illegally available, and those selling illicit streaming devices, make very large amounts of money from these crimes”, (FACT-UK.org 2017).
This crime was thwarted by Spanish officials in mid-2020 as see that one criminal gang had amassed fifteen million euros worth of profit from illegal streaming services, by sharing over 40,000 different channels, (Europol 2022). 
To conclude, the internet and criminality are not only reserved for business, but they are watching and working in the comfort of our living rooms through our media devices. Now more than ever are the public exposed to the threat of criminal exploitation in their last place of safety, home.
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Assess the role of community policing in fostering and maintaining community cohesion. (2000 words)
Communities are made up of any number of constituents living together from all different backgrounds, be it, race, religion, ethnicity, sexual orientation etc. The Police has long been considered since its beginnings, to reflect the communities in which they serve, and in turn be a model for how communities should behave and live together. 
A part of community cohesion is the ability for a police officer to maintain and be recognized by a community as a professional person of trust and a pillar in the communities in which they serve. Having the ability to prevent crime in a local area instead of reacting to it. The ability to interact with younger and older generations alike and all types of cultures on an impartial level is paramount. 
Since the early days of policing, there have been principles and values stated such as (Sir Robert Peel 1829), “The police earn public support by respecting community principles. Winning public approval requires hard work to build reputation: enforcing the laws impartially”, (Sir Robert Peel 1829). 
It was understood even before its conception that the police would not be accepted by the public in a paramilitary sense as incidents like the massacre at Peterloo had damaged public trust in government. This incident resulted in the death of sixteen protestors and the implementation of the ‘Six Acts’, which involved many infringements on human rights in the UK, (Castelow. E 2022).
These ‘Six Acts’ included a law passed that governments could enter a person’s home without reason and not have to show any credentials as to the circumstances of why their home was being entered or searched, greatly invading a person’s, “right to respect for your private and family life, article eight of the human rights act”, (Equality and human rights commission 2022). Thankfully this is something we take for granted in modern times.
This ideal of mutual respect is as important then as it is in present day. Unfortunately, people entrusted in a position of authority can abuse their stature and this is damaging not only to the reputation of the police but to the relationship with community members.
Community policing should therefore be an integral part of the policing pyramid as this is where the building blocks, if you will, the base of the pyramid should be its strongest, to support the lives of community members that may need guidance or the correct path in which to turn, to prevent them from breaking any cohesion within the community. 
The Police cannot do this on their own and rely on partner agencies, councilors, schools, doctors, and other leaders of society to tackle issues within their respective communities and to keep division between community members low. 
“Community policing is a philosophy that promotes organizational strategies that support the systematic use of partnerships and problem-solving techniques to proactively address the immediate conditions that give rise to public safety issues such as crime, social disorder, and fear of crime”, (U.S Department of Justice 2012).
A major segment of our communities whether large or small, is to recognize the difference and diversity of race, religion, and ethnic cultures. Since the days of the post-World War Two Windrush generation, where thousands of people were brought to the U.K to prop up the British workforce labour shortage, the U.K has seen a massive shift and change in the landscape, law, and culture. It became obvious that to police and to govern the U.K with such a diversity of cultures, they would need to be represented by constituents of these backgrounds.
Pioneering people like Derrick Hassan, a second-generation Somalian descendant who joined South Wales Police in 1971 to become the first Black Police Officer in the South Wales Force, Hassan said, “it was the disillusionment of his young, black friends with the police that first inspired him to join, (Taggert. M 2002).
Hassan, who would Police through some of the more troubling times involving race relations with the Police and the communities they served within the U.K, shed light on how his community members of ethnic backgrounds felt about their treatment by the Police in that time, "They were telling me stories about being harassed. We thought a black person should join the police and break down the barriers from within", (Hassan. D 2002).
Black and ethnic minority representation in community policing is a great step forward in gaining cohesion and trust but is still greatly under the proportion it should be to mirror our ever-changing societies. According to statistics only 7.5 percent of the forty-three Police Forces in England and Wales are of black and ethnic minorities in 2021, (Wallcott. S 2021), and with a population of 59,597,300 in England and Wales with 17.2 percent being projected as black and ethnic minorities this is approximately 10,250,735 of the population (Office for national statistics 2021). 
These figures show the extent of the task that the government and police forces must do to ‘level up’ ethnic and cultural numbers for positive community impact. In the twenty-nine years since the murder of Stephen Lawrence and the subsequent (MacPherson report 1999) that followed, the report highlighted the Metropolitan Police’s reluctance or unwillingness to adhere to issues brought up within the (Scarman report 1981) following the Brixton riots of 1981 and created a change in how stop and search powers, public confidence, and black and ethnic community representation within police forces were viewed. 
Overall when it comes to policing ethnic minority communities, they are generally a community within a community, this is where education of minority backgrounds,  practices and long told myths and disinformation needs to be dispersed by Police officers in the event that any prejudice is presented in front of them by a non-minority member of the public, and that member of the public is dealt with accordingly, thus giving the trust that ethnic minorities are being heard by police in their community.  Part of that education is to hold events that the police and community can get together to share the complexities of backgrounds and cultural practices and how minorities benefit and are a part of the community, such as ‘We stand together festival’, which was showcased by Gwent Police at the end of The National Hate Crime Awareness Week.
Gwent Police’s Police and Crime Commissioner has stated that leading on from these events that resources would be given to The Chief Constable in order to sustain community cohesion for the future,
 “Hate Crime Awareness Week (October 14 – 21) provided an opportunity for both Gwent Police and my office to promote community cohesion and solidarity and to work with our partners to stand together against hatred and intolerance”, (Cuthbert. J 2017).
An officer or police staff member that is of a frontline and or in a supportive role may it be in school liaison, victim care, drug and alcohol awareness have and important role in keeping the community on a level ground. 
Again, a leading example in this is to recognize and support a person’s right to live the life they want to if it complies with the law. A community member should be free to practice their beliefs, or live freely and comfortably in their own sexuality or gender without fear of being targeted for what they are or believe in. 
It is of the upmost importance that the police reflect the community they serve by showing the public that their respective forces in the U.K will not tolerate discrimination and represent different members of society within their ranks. 
People are all different and we all have a different path and way of thinking, as discussed earlier there is a vast gap in the number of ethnic minorities and belief systems within police as there are in some communities, this is also true of the LGBTIQ+ employees. It is impossible for police to attend a call or issue within the community unless they are of a similar background and have experienced the same struggles in life and understand what that person is going through. This has been studied to show more equality in police procedure providing more trust with the public, “greater diversity in senior ranks, including increased numbers of female senior leaders, indicates higher levels of procedural justice and police legitimacy among citizens”, (Sebire. J 2020).
Diversity training is therefore very important to keeping police forces up to date and aware of the differences in the community, and strong leadership to maintain the values instilled within forces to combat any unconscious bias. 
Monitoring interactions with the public and using data to measure policing tactics and demographics challenged in communities, can help tackle barriers, making these findings transparent and visible to communities could lead to a better understanding of why police have made an arrest or challenged a certain segment of the community, “A portal empowers citizens with an understanding of what is happening in their community. Citizen awareness can lead to citizen advocacy”, (Kelly. D 2020).
However, there are greater social and economic issues arising in today’s societies such as drug and alcohol issues, homelessness, poverty of course mental health, failure to understand these problems and the police to address these issues with partner agencies from an early start will inevitably have a negative impact on communities.
As resources are drained dealing with drunken behaviour, drug use, burglaries, and thefts related to the funding of drugs, it makes sense to target these areas to protect communities and business, to prevent crime and homelessness and not just simply react.
Street foot patrols and use of Police Community Support Officers is one of the better ways of targeting such behaviour, to engage with the offenders they see regularly on the street. Information that can be gathered, however small and seemingly insignificant can create intelligence leading to positive change within that community, as one PCSO in a study on policing drugs in communities explains, 
“You’d always ask those questions every time you speak to them, they won’t give you it, but they might give you a card or something like that with a number on that might be a couple of weeks old but it’s still intelligence”, (Lister. S et al 2008).
Although that may be of small impact, the aim with drug and alcohol offenders is rehabilitation using awareness schemes that will help reintroduce them back into the public sphere as a functioning member of the community. 
Drug and alcohol awareness scheme’s aim to tackle this issue for the minor as well as the major offenders, as there is always a deeper root as to why such habits have begun, studies in the U.S funded by The National Institute on Drug Abuse have shown that early intervention and working with schools, parents, and leaders of the community can have a massive effect on reducing future drug use, “Results from NIDA-funded research show that prevention programs through education outreach involving families, schools, communities, and the media are effective in reducing drug abuse”, (bbmasteradmin 2014). 
Early intervention in schools has shown that not only are they educated about the effects of drugs and alcohol, but they are more trusting of the police and why they use the processes they use to tackle crime, and break down negative views of law enforcement,
 “After being taught by police, students were more likely to correctly identify what criminal justice phrases such as ‘intent to supply’ meant (91%), compared to students who did not have an intervention (74%)”, (The LSE.ac.uk 2021).
This trust building will only have a positive effect on communities as the younger generation become adults, leaders, providers, and parents of their own in the future. Of course, this is not a fix all solution going forward as geographical industry is changing and industry has moved to larger cities, leaving a deficit of jobs and opportunities in rural towns and villages.
But if early education by community policing is instilled, there is a greater chance of understanding and furthermore a greater chance of community cohesion.  
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