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Abstract – A guided walkthrough and explanation of deploying a small-scale virtual LAN environment using Oracle VirtualBox. Microsoft Active Directory service is deployed within this environment and its basic functionality demonstrated. Observations and further descriptions of this installation are provided subsequently.

1. Task 1 – Environment Deployment
A) Environment Host Hardware
Host Specifications:
· EVGA FTW3 ULTRA GAMING RTX 3090
· Intel Core i9 10900k 5.30GHz 10 Cores
· 32GB Corsair Vengeance DDR4 3600MHz
B)  Design
The network is built following the design specifications below:
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Fig.  1 Network Design
4 virtual machines (VMs) are created with adequate hardware configurations provided for their functions. All VMs were provided 1 vCPU with PAE/NX enabled, 4GB of memory and 128MB of VRAM. The available disk space on the underlying hardware allowed for larger virtual disks to be created on the VMs.
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Fig.  2 Server1 Creation
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Fig.  3 Server 1 Drive Configuration
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Fig.  4 All VMs created with required specs
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Fig.  5 CPU optimisations via PAE/NX
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Fig.  6 VM video memory assignment
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Fig.  7 Host high performance power setting enabled
Each VM was configured to match Fig. 2 -6 and then the correct operating systems were attached (windows 10 for each client and windows server 2019 for each server).
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Fig.  8 Server 1 ISO Mount
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Fig.  9 Client 1 ISO mount
Administrator passwords were assigned to each client and server upon installation completion.
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Fig.  10 Server2 Successfully booted
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Fig.  11 Client1 Successfully booted
	C) Network Implementation
Following Fig. 1 a virtual switch connecting Server1 and Server2 Is created via configuration of the network adapters.
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Fig.  12 Server1 PublicNet Rename
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Fig.  13 Server1 PublicNet configuration
Server 1 has its IP address statically assigned as part of PublicNet. 
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Fig.  14 Server2 PublicNet Rename
Connectivity between Client 1 and Server 1 is enabled via a LAN created called PrivateNet1.
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Fig.  15 Server 1 Network Adaptor rename and enablement
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Fig.  16 Client 1 Network adaptor rename and enablement
[image: ]
Fig.  17 Server 1 PrivateNet Static IP assignment
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Fig.  18 Client 1 PrivateNet1 IP assignment
	Both server and client 1 been configured to use the same network and their IP addresses are statically assigned on this network. 
	Firewalls are disabled on both VMs to allow ICMP traffic between the two.
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Fig.  19 Server 1 Firewall disabled
The above process is repeated on all VMs. To test connectivity, ping requests are made between each server and their respective connected client over each PrivateNet. Successful requests are detailed below:
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Fig.  20 Server 1 Successful Ping after firewall disable
[image: ]
Fig.  21 Client 1 Successful ping to Server 1
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Fig.  22 Server 2 Successful ping to client 2
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Fig.  23 Client 2 Successful ping to server 2
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Fig.  24 Server 2 Successful ping to Client 2

	2. Task 2 – Active Directory Deployment
A) Pre – requisite setup
	Prior to the installation of the chosen network directory service, the following conditions are shown to be true:
· Server 1 must have a statically defined IP address as part of PrivateNet1
· No current Domain Name System ( DNS ) is configured on Server 1
· Connectivity between Server 1 and Client 1 must be established, and their firewalls disabled
Evidence for these pre-requisites is shown below:
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Fig.  25 Server 1PublicNet Static IP configuration
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Fig.  26 Server 1 PrivateNet1 IP Configuration

	Fig. 25 -26 detail static IP addresses are assigned as per Fig.1 and no DNS is configured.
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Fig.  27 Server 1 Firewall Is Disabled
	NB. For a productionised environment, hard disabling the firewall as opposed to configuring it following the principle of least privilege is an extreme security risk and should not be replicated. These VMs are isolated from the internet, reducing the risk. Microsoft guidelines detail a correct firewall policy regarding Active Directory [1].

B) Domain Controller Configuration
	The domain controller (DC, alias Server1) is renamed to reflect its use case within the network to DC1-NWT
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Fig.  28 Confirmation of computer rename


	Active Directory Domain Services are now installed on the server via the Server Manager.[image: ]
Fig.  29 ADDS Is installed and ready for configuration
	The server is then itself configured to be a domain controller as a part of a New Forest [2] with the Root Domain Name: ‘nosstask.mfst’ .
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Fig.  30 ADDS Database and log folder locations
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Fig.  31 ADDS configuration and installation wizard running
	Upon reboot, using the default administrator account to access the server, it is shown that the server is a member of the domain controller group within Active Directory.
C) User configuration
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Fig.  32 DC1-NWT is part of the domain controller group
	To ensure access to the server and to the management of Active Directory, another administrative user is created and added to the Domain Admins Group.
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Fig.  33 New administrative user is created 'NWT-OB'
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Fig.  34 NWT-OB is added to the Domain Admin group
	A non-administrative user is created (NWT-JD alias Jane Doe) in order to test restricted groups. This user has specified logon hours, password controls and a restricted access control policy.
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Fig.  35 NWT-JD confirmed as a user
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Fig.  36 User NWT-JD password and logon restrictions
	User NWT-JD is prevented from logging in to any domain outside of the allotted time periods. This user has been allowed to login during an extra hour to demonstrate login capabilities from Client 1.
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Fig.  37 User NWT-JD Unable to login outside of specified hours
D) Joining the Domain over LAN
	Client 1 is joined to the domain nosstak.mfst via PrivateNet1.
From within the DC, it is shown that no current clients are known within the network:
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Fig.  38 No current computer objects known within the domain
	Client 1 is renamed to reflect its purpose as WS1-NWT. This host is then configured to use the DNS provided by the domain controller. As per Fig.1 this IP address must be assigned as 192.168.1.1 which was statically assigned previously.
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Fig.  39 Client 1 Renamed to WS1-NWT
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Fig.  40 Client 1 configured to use Server1's DNS
	Client 1 is joined to the nosstask.mfst domain using the additional administrative account NWT-OB.
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Fig.  41 Client 1 is connected to the nosstask domain
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Fig.  42 Jane Doe is able to login to the nosstask domain via client 1
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Fig.  43 WS1-NWT is successfully connected to the domain
	Jane Doe is unable to login to the DC due to the access control policy restrictions applied to their account. They are not present in the domain admin group and hence are unable to login.
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Fig.  44 NWT-JD is unable to login to the DC
	3. Task 3 – Observational Analysis
A) Hypervisor Types – A comparison
Type 1 and type 2 hypervisors are compared below:
	Type 1 hypervisors:
· Run directly on their underlying hardware meaning there is no contention for resources from other software including OS’s, drivers and other programs.
· Are independent of other software running on the underlying hardware. Meaning they are not at risk of faults and security breaches moving between multiple VMs hosted on the same underlying hardware.
· Depending on the specific vendor used, these hypervisors require an additional tool to manage their usage.
· Branded hypervisor management tools can be costly to manage, and do not scale well with larger infrastructure designs [3].
· Open-source virtualisation tools exist to circumvent the need for commercialised software e.g., KVM. These come with free management tools alongside the hypervisor which are not affected by licensing restrictions [4]. Vendor specific hypervisors have been evaluated to have better performance in some cases, such as WmareESXI versus KVM [5].
Vendors / hypervisors include:
· VMware ESXi
· VMware VSphere
· Microsoft Hyper-V (on Windows Server Core)
· Citrix XenServer
· KVM / Red Hat Hypervisor
	Type 2 hypervisors:
· Run within a parent operating system as a managed application. They do not have direct access to all of the underlying hardware of the host machine and are completely controlled by the host.
· Allow for isolated operating systems where latency is not a huge consideration.
· Allow for easy integration to allow the controller to access the VM as an addition to the original OS.
· Tools not available in the parent OS can be made available via the VM. 
· Are susceptible to attack via their host OS, sharing a common point of failure [6].
· Are less suited to large scale or HPC applications due to performance latency through the parent OS and fixed resource management.
Vendors include:
· VMware workstation / Fusion / Player
· Oracle VM VirtualBox
· Microsoft Virtual PC
B) Cloud Computing
	Cloud computing allows for a wide range of new services by providing a hardware platform external to an enterprise or user. Common forms are IaaS[A], PaaS[B] SaaS[C]. Cloud computing (generic) provides a large swathe of benefits for single users and enterprises by keeping the costs of hardware and some software with the provider. Modern internet services on demand are found to be increasing [7]. Pros and Cons of cloud vs ‘on premise’ solutions are evaluated below:
	Pros:
· Lower costs – for the end user of a cloud application due to the lack of physical on-premises hardware. There are no maintenance or utility costs as these are managed by the provider. Many cloud services follow a ‘pay for what you use’ doctrine, allowing users to avoid long term contracts.
· Security – Physical / Digital. Some cloud data centres are kept incredibly secure. Google’s data centres follow a ‘6 layer deep’ physical security strategy to minimise the chance of a physical data breach [8]. Many cloud providers are held to modern data security standards such as ISO 22301:2019 [9]. Similarly, some cloud providers provide their users with active machine security. Examples are firewalls, proxies, load balancers, DDoS protection, EDR solutions and network analysis etc. All services running within Google Cloud Platform (GCP) are help within Google’s own VPC [D], allowing them to have many Google security services inherently running protecting all current services within the VPC. This comes in the form of Cloud Armor [10].
· Versatility – Providers offer a large number of augmented services which easily integrate into an existing VPC using their own proprietary tools, e.g. Looker visualisation software on GCP.
· Reliability – Some providers offer solutions to data loss and outage within a traditional data centre environment. Many offer real time backups and data mirroring in the case of a server outage (such as is available via Amazon Aurora for a big data solution). Additionally data can be split and hosted over many data centres globally or within a region (Availability Zones within AWS) to allow for constant availability.
· Scalability – Many providers allow for dynamic scaling of applications and compute power in real time. Should more power be needed, the costs are adjusted.
	Cons:
· Outages –  Requires a suitable internet connection.
· Security – Cloud computing provides an enhanced level of security, provided that the end users machine is kept secure. It allows the user to access their resources easily but can be done from almost anywhere meaning extra care must be taken in user authentication and a strong EDR [E] solution.
· Costs – Upfront costs can be lower however there can be many higher associated costs with services offered by the cloud provider. Users must be considerate with their application usage, e.g., leaving compute services running when not required, querying datasets more than needed (for example in Google BigQuery [11]) and augmented security.

	Providers:
· Amazon Web Services
· Microsoft Azure
· Google Cloud Platform
· IBM Cloud
· Oracle
· Salesforce

Provided by [12]
C) DNS 
	A DNS service allows for compute friendly IP addresses to be mapped to human friendly domain names, following the below:

1. A request is made to the required domain.
2. This request is transferred to the DNS resolver server.
3. This queries to the Root Nameserver which acts as an index for all known domains it has access to.
4. The request is passed to the TLD Nameserver which covers the final section of the hostname, e.g. .UK or .com.
5. Finally, the request is handed to the Authoritative Nameserver, a final directory for all hostnames within the provided domain. If the server finds the requested host, it provides the correct IP address back to the DNS resolver which in turn passes the IP address to the client.
6. The client directly connects using the provided IP address.
[image: What is DNS? | How DNS works | Cloudflare]
Fig.  45 Depiction of DNS in action [13]
	DNS relates to active directory by providing this service within a provided domain. It allows for devices within a domain to be mapped with their fully qualified domain name (FQDM [14]) to their IP address. This allows network objects to be accessible via their domain name, such as logging in to a remote pc within a domain or accessing a user and its associated properties.
	D) Critical Role / Features of an enterprise network
Two other critical roles for an enterprise network are detailed below:
	Microsoft NPAS – Network policy access services
NPAS allows for the configuration of three key subservices [15].:
· Network access protection – enforced policy for clients within the domain to comply with specified cases, e.g. software restrictions, security and OS versioning.
· 802.1X authentication – Using a certificate-based authentication method, potential connects require a valid certificate prior to being assigned an IP address via DHCP.
· RADIUS network management – Allows the use of a network wide configuration software to control access to the entire network, via a rule / security level-based system.
	DHCP
DHCP is a service which automatically assigns new IP addresses to devices connected to a network. All devices are allocated an IP for a fixed lease time which can be renewed via DHCP. New connections make a DHCP discover request, which the server responds with an IP address, subnet, default gateway and a lease. On acceptance, the server responds with an acknowledgement to the client. This is known as a 4-way handshake [16].
	E) Terminology evaluation
	Ping – A targeted Echo Request [F] to a given host to check if the host is alive and to measure the RTT (Round trip time) between the client and target. This is persistent across most OSs including UINX and Windows.
	Server Management / Manager – A pre-installed tool of all Windows servers post 2008 for managing local and remote servers within a given domain, providing for the installation and configuration of many features and services. Most Linux servers do not have an OOBE which matches this, as Linux is a much lighter OS platform. There are a number of tools that can be used to mimic the Microsoft solution, a number of which are advised here [17].
	Firewall – A network security device which analyses incoming and outgoing network traffic allowing access based on a set of security policies. Some of these come as standard in Windows, however, are not always configured in every Linux distribution. Many open-source tools exist to remediate this.
	PAE/NX – This allows the VM to directly access the PAE and NX features of the underlying CPU. This allows non 64bit OSs to access more than 4GB of memory of the host machine. The NX notation refers to ‘No - execute’ . This stops code within memory marked as NX from executing [18]. This is essential for malware testing VMs. Both Intel and AMD support this.
	OOBE – Out of the box experience. Features of a product which are available upon their first installation. Linux distributions do not always have as many. A fresh Linux OS should only have the essential tools for the OS to run, and it is the job of the user to configure the OS further.
	ISO – An entire copy of an optical disk in file format. The operating system dealing with the file will treat it as if it were a physical disk. Both windows and Linux OSs support this file type.
	Network Directory Object – Any element that exists within a network controlled via Active Directory. This can be a user, a computer, any device, a group etc. Not directly transferable to a Linux environment as are dependent on the network directory service being used.
	DNS Zone – A select part of the DNS namespace that is managed by a specific person, group or organisation. They are used to delegate control over parts of the namespace. These are commonly seen in the TLDs such as .com, .net and .org. As these are network concepts, they are not OS specific.
	Forest – A method to group domains together under a single space. Named ‘forest’ as each domain within it contains a tree structure. This concept does not translate directly into Linux, as it is dependent on the directory service used.
	X500 Protocol – A directory service design to hold information about objects contained within it. It is designed to be usable and readable on any object that has a list of attributes such as a computer, a user or an organisation [19].
	Group Policies – A management system for objects to be contained within groups. It removes duplication of configurations and security rules applied to objects by assigning them at the group level, with any object in the group is assigned the parents policies. This is available as part of Active Directory and is also available via DCs within a Linux environment.
	5. Appendix
[A] IaaS – Infrastructure as a service. The selling of physical hardware within a cloud data centre. This can include compute power, networking and storage. It is a fully configurable option for administrators wishing to design their system from the ground up.
[B] PaaS – Platform as a service. Similar to IaaS, however more limited as the platform is provided to the user based on their specifications. PaaS would be provided as an already complete platform with a provided OS, compilers, databases and compute power already installed and available to the user to work with.
[C] SaaS – Software as a service. A system of accessing software hosted in a location not local to the end user. The application is provided and maintained solely by the provider, with only the application utilities available to the end user.
[D] VPC – Virtual Private Cloud. A large virtual network to contain cloud services.
[E] EDR – Endpoint detection and response. Software to monitor hosts within a network to analyse their activity, assert their state of security and if necessary either defend the host or prevent further damage. 
[F] Echo Request – A request indicating to the receiver that they should simply reply
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