ACCA5034 Data and Security and Compliance Assignment.

Ossian De’Ath
2520279
Computing
Data and Security Compliance ACCA5034.
06/07/2026
















Table of Contents
Summary of the report.	3
Task 1 – Research in Data Security and compliance	4
Introduction.	4
Traditional Security Problems	4
Modern Challenges	4
Zero Trust Architecture Principles	4
Never Trust, Always Verify	4
Least Privilege Access	5
Assume Breach	5
Continuous verification and monitoring.	5
Core Technologies which enable Zero Trust.	5
Multi-factor Authentication (MFA)	5
Identity Governance and Administration (IGA)	6
Zero Trust Network Access (ZTNA)	6
SASE and SSE	7
Enterprise Browsers	7
Zero Trust in Cloud Hybrid Environments	7
Cloud Risks	7
Zero Trust Solutions	8
CSPM	8
Challenges and Limitations.	8
Legacy Systems	8
Cost	8
Complexity	8
User Experience	8
Case Study - Microsoft Zero Trust Model	9
Future Trends	9
Conclusion	10
Task 2 – CISO Proposal Aegis FinTech Innovations LTD	10
Executive Summary	10
Work-Stream 1: Organisational Design & Resourcing.	11
Proposed Security Unit Structure.	11
Work-Stream 2: Policy Framework Development.	12
Policy 1: Acceptable Use Policy for AI & Cloud Services.	12
Policy 2: Hybrid Work and Remote Access Security Policy.	12
Policy 3 Third Party & Cloud Vendor Risk Management Policy.	13
Work-Stream 3: Regulatory Compliance Strategy.	13
Work-Stream 4: Technical Standards & Architecture.	14
High-level Zero Trust Architecture Diagram.	15
Work-Stream 5: Strategic Risk Assessment.	15
Work-Stream 6 Incident Response & Business Continuity.	16
Incident Response & business continuity.	16
Ransomware Response Playbook	16
Business Continuity Measures	16
Work-Stream 7: Governance & Strategic Roadmap.	17
Cyber Security Steering Committee	17
12-Month Roadmap	17
Evaluation	17
References	19


[bookmark: _Toc236122888]Summary of the report.
Within Task 1 the report discusses the role of Zero Trust Architecture (ZTA) in addressing the cyber security challenges faced by modern organisations operating within cloud, hybrid, and distributed environments. The research which has been undertaken in task 1 evaluates the limitations of traditional perimeter-based security models and explores how Zero Trust principles such as continuous verification, least-privilege access, and the assume breach mindset can be used to improve organisational security. The report also analyses a range of supporting technologies including Multi-Factor Authentication (MFA), Identity Governance and Administration (IGA), Zero Trust Network Access (ZTNA), Secure Access Service Edge (SASE), Enterprise Browsers, and cloud Security Posture Management (CSPM). The benefits, challenges, limitations, and future trends associated with Zero Trust are critically discussed alongside a review of Microsoft’s Zero Trust Implementation model.
Task 2 presents a Chief Information Security Officer (CISO) proposal for Aegis FinTech Innovations Ltd. The proposed recommends the adoption of a Zero Trust Architecture, which is supported by the NIST Cybersecurity Framework (CSF) 2.0. Recommendations include the creation of a dedicated Information Security Unit, the implementation of supporting security policies, regulatory compliance activities which align with GDPR and DORA, a high-level Zero Trust Architecture, strategic risk management processes, incident response and business continuity measures, and a 12-month cyber security roadmap. Collectively, these recommendations aim to improve cyber resilience, support regulatory compliance, and enable the organisation’s planned expansion into the European market.




[bookmark: _Toc236122889]Task 1 – Research in Data Security and compliance

[bookmark: _Toc236122890]Introduction.
Organisations are increasingly undergoing digital transformation initiatives, this results in the migration of their systems, applications and data from traditional IT Infrastructure to a hybrid or fully cloud-based environment [1]. The transition from the traditional infrastructure has enabled an increase in hybrid and remote working, along with an increased reliance on Software as a Service (SaaS) applications to complete day to day tasks  [2]. Organisations no longer operate solely within a corporate network, which reduces the effectiveness of traditional security controls as they were designed based on specific and trusted internal environments [1], [2].
[bookmark: _Toc236122891]Traditional Security Problems
Organisations now utilising traditional security process/policies now see an increase in security threats as these traditional security policies often focus on implicit trust, an over reliance on VPNs, a lack of visibility and monitoring, and difficulty securing modern environments [1], [2]. Collectively these limitations highlight the challenges which are associated with the traditional perimeter-based security models [1]. As organisations increasingly adopt cloud services, hybrid working practices, and distributed IT Environments, a more adaptive and identity-centric security approach is required [2]. This need has driven the adoption of Zero Trust Architecture, which looks to eliminate implicit trust and continuously verifies users, devices and access requests [1], [2].
[bookmark: _Toc236122892]Modern Challenges
Organisations face many modern challenges when looking to adopt a cloud based approach to their IT infrastructure. These challenges include, cloud adoption, hybrid and remote working, identity-based attacks, increasingly sophisticated threats, and third-party and SaaS dependencies [2]. These challenges demonstrate that modern organisations operate within highly distributed and complex environments where traditional perimeter-based security models are becoming less effective [1], [2]. To address these risks, organisations are adopting Zero Trust Architecture [1], [2].
[bookmark: _Toc236122893]Zero Trust Architecture Principles
Zero Trust Architecture (ZTA) is a security framework that shifts the focus from protecting network boundaries towards securing users, devices, applications and organisational resources. ZTA principles require access requests to be continuously authenticated and authorisedrequiremtn access before access is granted. Rather than the traditional assumption that users are trusted based on their network location  [1]. 
[bookmark: _Toc236122894]Never Trust, Always Verify
Organisations previously, and still do, use the traditional trust model. These models are based on trusting users/devices based on their network perimeter, meaning that if users and devices are connected to the corporate network they are automatically considered trustworthy once authentication is completed [1]. While this approach is relatively simple to implement and was effective when users and systems were mainly located on-premises, it creates security risks if credentials are compromised. Following the zero trust model (“Never trust always verify”) ensures that trust is never assumed, and every access request is authenticated, authorised and validated continuously  [1], [2].  ZTA ensures that security decisions are based on identity, device health, context, and risk  [1]. Combining these factors with the least privilege access model limits the impact of compromised accounts as you restrict access to only the relevant resources required for the user’s role. However, implementing continuous verification may increase administrative overhead and require additional security infrastructure  [2].
[bookmark: _Toc236122895]Least Privilege Access
Least privilege access is a core principle of Zero Trust Architecture, it ensures that users are only granted the minimum level of access required to perform their role [1],  [2]. Traditional security models often provide users with a broad set of permissions, which increases the potential impact of compromised accounts. By restricting access to specific systems, applications, and data, organisations can reduce their attack surface and limit an attackers ability to move laterally throughout the environment  [1]. Access permissions should also be reviewed on a regular basis as this ensure users retain only the relevant access needed for their current responsibilities  [2].
Whilst least-privilege access significantly reduces the attack surface, organisations must regularly review permissions to ensure access levels remain aligned with user responsibilities [2].
[bookmark: _Toc236122896]Assume Breach
ZTA operates under the assumption that attackers may already have access to organisational resources [1], [2]. Rather than focusing on the solely on preventing attacks, security controls are designed to minimise the impact of potential breaches through segmentation, monitoring, and restricted access permissions. This approach helps organisations reduce lateral movement and improve their ability to detect and contain threats before significant damage occurs [1].
[bookmark: _Toc236122897]Continuous verification and monitoring.
Unlike traditional security models that authenticate users once at login, ZTA continuously verifies users, devices, and access requests throughout a session [1], [2]. Security decisions are dynamically assessed using factors such as user behaviour, device health, location, and risk level. Continuous verification enables organisations to detect suspicious activity more effectively and respond to potential threats in real time [1].
[bookmark: _Toc236122898]Core Technologies which enable Zero Trust.
Zero Trust Architecture is founded on principles such as “never trust, always verify” and least privileged access. To enable this architecture organisations require technological controls to implement these principles effectively. The technologies such as Multi-factor authentication (MFA), identity Governance and Administration (IGA), Zero Trust Network Access (ZTNA) and Secure Access Service Edge (SASE) Provide the mechanisms to continuously verify identities, manage access, and secure organisational resources [1], [2].
[bookmark: _Toc236122899]Multi-factor Authentication (MFA)
Multi-factor Authentication (MFA) is a security control that requires users to provide two or more forms of authentication before access is granted. Common authentication factors include passwords, authentication applications, biometrics and security keys. MFA Supports the Zero Trust principle of “Never Trust, Always Verify” by ensuring the user meets the “Something you know”, and “something you have” authentication requirements. By ensuring these requirements are met, users identities can be validated before access organisational resources [1], [2], [3]. MFA reduces the risk of unauthorised access resulting from compromised credentials and strengthens identity-centric security controls. However, MFA still has limitations, as attacks such as MFA fatigue and push-notification abuse can still be exploited by attackers if additional controls are not implemented [2].
[bookmark: _Toc236122900]Identity Governance and Administration (IGA)
Identity Governance and Administration (IGA) is a used to manage user identities and control access permissions throughout their lifecycle. IGA supports Zero Trust by ensuring that users are granted appropriate access based on their role and responsibilities while preventing excessive permissions [1], [2]. Through the controls such as Role-Based Access Control (RBAC) and access management processes, organisations can enforce least-privilege access, improve security and reduce the risk of unauthorised access to sensitive data and systems [1], [2].
However, managing identities and permissions across large organisations can be administratively complex, particularly where users frequently change roles or require access to multiple applications.
[bookmark: _Toc236122901]Zero Trust Network Access (ZTNA)
Zero trust network access (ZTNA) is a security solution that provides users with secure access to specific applications, systems, and resources rather than granting access to an entire network [1], [2]. ZTNA supports Zero Trust principles by continuously validating the users identity, device health, and contextual risk before access is granted [1], [3]. This  allows organisations to enforce the least privilege access model while reducing the attack surface and limiting lateral movement in the event of an attack [1], [3]. Nevertheless, organisations may face challenges when integrating legacy applications that were not designed with ZTA in mind [3].
VPN
Virtual private networks (VPNs) provide users with encrypted access to corporate resources. Once authenticated, users are often granted broad access to network resources, which aligns with the traditional perimeter based security models [1]. VPNs remain a widely used remote access solution, If credentials are compromised, attackers can deal significant damage due to significant access to organisations systems and data [2], [3].
ZTNA
Zero Trust Network Access (ZTNA) provides limited access to specific resources and systems rather than entire network access [1]. Access is continuously verified using identity, device health and risk-based policies ensuring users only receive the permissions required for their role [1], [2]. This reduces the attack surface and limits potential impact if an account is compromised.

VPN vs ZTNA.
Traditional VPN Solutions provide access at the network layer, allowing authenticated users to communicate with large portions of corporate network. In contrast, ZTNA operates closer to the application layer by granting access only to authorised applications and resources. This supports Zero Trust principles by reducing the attack surface and enforcing least-privilege access and limiting the ability of attackers to move laterally throughout the environment [1], [3].
[image: ]
Figure 1. Comparison of traditional VPN Access and Zero Trust network Access (ZTNA).
Figure 1 demonstrates how a traditional VPN Solution typically provides authenticated users with broad network-level access, whereas ZTNA restricts access to specific applications and their resources. This reduces the attack surface and aligns more closely with Zero Trust Principles such as continuous verification and least-privilege access [1], [3].
[bookmark: _Toc236122902]SASE and SSE
Secure Access Service Edge (SASE) combines networking and security functions into a cloud-delivered service [3]. This service enables organisations to secure users regardless of their location [2]. SASE will typically utilise technologies such as Zero Trust Network Access (ZTNA), Secure Web Gateways (SWGs), Cloud Access Security Brokers (CASBs), and Firewall-as-a-Service (FWaaS). Security Service Edge (SSE) is a subset of SASE that focuses on cloud-delivered security services without the networking components. Both SASE and SSE support Zero Trust principles as they enforce identity-based access controls and continuously verify users who access organisational resources [1], [2], [3].
While SASE and SSE provide strong security benefits for cloud and hybrid environments, implementation complexity may increase as organisations attempt to integrate multiple networking and security technologies into a single architecture [3], [4].
[bookmark: _Toc236122903]Enterprise Browsers
An Enterprise Browser is a managed web browser, they provide organisations with increased visibility and control over user access to applications and data. Enterprise browsers support Zero trust principles by enforcing security policies directly within the browser. You can enforce policies like access control, activity monitoring, browser isolation, and Data Loss Prevention (DLP). With many businesses now delivering applications through web browsers, Enterprise Browsers offer secure access to organisational resources while reducing the risk of unauthorised access and data leakage. For example, Island Enterprise Browser provides organisations with browser-level security controls, this allows policies to be applied directly to web applications and SaaS services.
[bookmark: _Toc236122904]Zero Trust in Cloud Hybrid Environments
With the integration of cloud computing, hybrid working has significantly changed the way organisations manage and secure data. As applications and services move outside traditional network boundaries, organisations require security models that can protect users, devices, and resources regardless of location. Zero Trust provides a framework for securing cloud and hybrid environments through identity-centric security controls and continuous verification [1], [2].
[bookmark: _Toc236122905]Cloud Risks
Cloud environments introduce several security risks, including misconfigured resources, excessive user permissions, data exposure, and lack of visibility over third-party services. As organisations increasingly depend on cloud platforms and SaaS applications, attackers frequently target identities and cloud workloads rather than traditional network infrastructure [2], [3].
[bookmark: _Toc236122906]Zero Trust Solutions
Zero Trust addresses many cloud security challenges by placing identity at the centre of security decisions. Technologies such as MFA, Conditional Access policies and Zero Trust Network access (ZTNA) continuously verify users and devices before access is granted [1], [3]. By enforcing least-privilege access and validating contextual risk factors, organisations can reduce the likelihood of unauthorised access and limit the impact of compromised accounts [1], [2].
[bookmark: _Toc236122907]CSPM
Cloud Security Posture Management (CSPM) solutions provide organisations with continuous visibility into their cloud environments by identifying misconfigurations, excessive permissions, and compliance issues. CSPM tools help organisations maintain secure cloud configurations and reduce the risk of data exposure caused by human error. Tenable Cloud Security, Microsoft Defender for Cloud, Prisma Cloud, and Wiz are all examples of CSPM tools; which enable organisations to maintain secure cloud configurations and reduce risk of data exposure caused by human error [3]. However, CSPM tools should complement rather than replace manual security reviews, as some risks may still require human assessment and resolution.

[bookmark: _Toc236122908]Challenges and Limitations.
Despite the benefits of Zero Trust Architecture, organisations may face several challenges when implementing and maintaining a Zero Trust environment. Common challenges include integration of legacy systems, managing implementation costs, addressing architectural complexity, and maintaining a positive user experience [2], [3], [5].
[bookmark: _Toc236122909]Legacy Systems
Legacy systems present a significant challenge for Zero Trust adoption, as many older applications were designed around traditional perimeter-based security models rather than identity-centric access controls. These systems often lack support for modern technologies such as MFA, Single Sign-On (SSO), and ZTNA, making integration difficult and potentially requiring costly upgrades or replacement projects [3], [6].
[bookmark: _Toc236122910]Cost
Implementing Zero Trust often requires investment in new technologies, staff training, infrastructure upgrades, and ongoing management. Organisations may need to deploy solutions such as MFA, Identity Governance and Administration (IGA), ZTNA, Security Information and Event Management (SIEM), and Cloud Security Posture Management (CSPM). While these technologies improve security, the associated costs can present challenges, particularly for organisations with limited budgets [3], [6]. However, these costs should be balanced against potential financial and reputational impact of a data breach, which may significantly exceed the cost of implementing preventative security controls such as Zero Trust architecture [6], [4].
[bookmark: _Toc236122911]Complexity
Zero Trust is not a single technology but a security framework that relies on the integration of multiple security controls. Organisations must coordinate identity management, access controls, monitoring solutions, cloud services, and security policies across on-premises and hybrid environments. This can increase operational complexity and require significant planning to ensure a successful implementation without any business operational disruptions [2], [6]. 
[bookmark: _Toc236122912]User Experience
Security controls introduced by Zero Trust can negatively impact the user experience if they are implemented poorly. Technologies such as MFA, conditional access and continuous verification may increase the number of authentication requests users encounter, creating additional friction for users [2], [6]. Organisations must try and balance security requirements with usability to encourage user adoption while also maintaining strong security controls. Failure to achieve this balance would result in users seeking alternative methods of working, which potentially introduces new security risks and reducing the overall effectiveness of the Zero Trust Strategy [6].
[bookmark: _Toc236122913]Case Study - Microsoft Zero Trust Model 
Microsoft provides one of the most widely implemented examples of Zero Trust Architecture within modern enterprise environments. The Microsoft Zero Trust Model is built upon the core principles of verifying identities, securing devices, protecting applications, and continuously monitoring access requests [5], [7]. 
Rather than relying on traditional network perimeters, Microsoft’s approach treats identity as the primary security boundary. Technologies such as Microsoft Entra ID, Multi-Factor Authentication (MFA), Conditional Access, Privileged Identity Management (PIM), and Microsoft Defender work together to continuously verify users and devices before access to organisational resources is granted [5], [7]. 
This approach allows organisations to apply the least-privileged access controls while reducing the risk of unauthorised access and credential-based attacks. Furthermore, Microsoft’s implementation demonstrates how Zero Trust principles can be effectively applied to cloud and hybrid environments through continuous verification, risk-based access decisions, and identity-centric security controls [1], [5].
However, organisations attempting to implement a similar architecture may face challenges relating to cost, complexity, and integration with existing infrastructure. Additionally, organisations that are not heavily invested in Microsoft’s infrastructure may encounter additional deployment and management issues [5].
[bookmark: _Toc236122914]Future Trends
As cyber threats continue to evolve, Zero Trust technologies are expected to become increasingly intelligent and automated. One significant trend is the growing adoption of passwordless authentication technologies such as biometrics, and FIDO2 security keys. The aim is to reduce reliance on traditional passwords and minimise the risk of credential-based attacks by utilising the “Something you have” principle of authentication [2], [7].
Artificial Intelligence (AI) and behavioural analytics are also expected to play a greater role within Zero Trust environments. These technologies can analyse user activity, detect unusual behaviours, and dynamically adjust access decisions based on contextual risk factors. This allows organisations to identify potential security threats more quickly and improve overall threat detection capabilities [2], [7].
Additionally, organisations are increasingly adopting automated security solutions that can respond to threats in real time. As the financial and operational impact of data breaches continues to increase, organisations are expected to invest in technologies that support automated detection, response, and recovery processes [4].
With the growth of hybrid working and cloud adoption, future Zero Trust implementations are likely to rely more heavily on continuous authentication, risk-based access controls, and AI-driven security tools to protect organisational resources across increasingly distributed environments [2], [3].
As a result, future Zero Trust implementations are likely to become increasingly automated, enabling organisations to detect analyse, and respond to threats with minimal human intervention [3], [7].
[bookmark: _Toc236122915]Conclusion
The traditional perimeter-based security models are becoming increasingly ineffective within modern cloud and hybrid environments. Zero Trust Architecture addresses these challenges by eliminating implicit trust and implementing continuous verification, least-privilege access, and identity-centric security controls. 
The technological enablers of ZTA such as MFA, IGA, ZTNA, SASE, Enterprise Browsers, and CSPM enable organisations to apply Zero Trust principles and better protect organisational resources [1], [2]. Despite challenges relating to legacy systems, cost, complexity and user adoption, the findings of this research suggest that Zero Trust provides a more effective security model than traditional approaches for securing modern enterprise environments. With organisations continuing to adopt cloud technologies and hybrid working practices, Zero Trust is likely to become an increasingly important component of an enterprises cybersecurity strategies [2], [3]. 


[bookmark: _Toc236122916]Task 2 – CISO Proposal Aegis FinTech Innovations LTD

[bookmark: _Toc236122917]Executive Summary
Aegis FinTech Innovations LTD. Is a preparing for European expansion whilst facing increasing cyber security threats, regulatory requirements, and operational risks associated with cloud computing and hybrid working. The findings of Task 1 Identified Zero Trust Architecture (ZTA) as a more effective security model than traditional perimeter-based approaches due to its emphasis on continuous verification, least-privilege access, and identity-centric security controls [1],  [2]. This proposal recommends the establishment of a dedicated Information Security Unit supported by Zero Trust Architecture and aligned with the NIST Cybersecurity Framework (CSF) 2.0. The proposed strategy addresses organisational design, policy development, regulatory compliance, technical architecture, risk management, incident response, and governance. Collectively, these recommendations are intended to strengthen cyber resilience, prove regulatory compliance, and support the organisation’s long-term growth objectives.
[bookmark: _Toc236122918]Work-Stream 1: Organisational Design & Resourcing.
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[bookmark: _Toc236122919]Proposed Security Unit Structure.
Figure 2 illustrates the proposed Information Security Unit Structure for Aegis FinTech Innovations LTD. The structure has been designed to support the implementation of a Zero Trust Architecture, improve regulatory compliance, and provide sufficient cyber security expertise to protect the organisations cloud-based financial services platform.
Chief Information Security Officer (CISO).
The CISO is responsible for the overall Cyber Security strategy, governance, compliance, and risk management activities within the organisation. This role provides leadership for the information Security Unit and ensures security initiatives align with the business objectives. The CISO is also responsible for reporting security risks and compliance activities to senior management and the board of directors. 
Security Operations Analyst.
The Security Operations Analyst is responsible for monitoring security events, investigating alerts, and responding to potential incidents. This role will utilise Security information and Event Management (SIEM) solutions to identify threats and support the organisation’s incident response capabilities. Continuous monitoring was identified inside of Task 1 as a core Zero Trust principle, making this an essential role [1],  [2].
Cloud Security Architect.
The Cloud Security Architect is responsible for designing and maintaining secure cloud environments. This includes implementing Cloud Security Posture Management (CSPM) controls, securing cloud workload, and ensuring cloud environments comply with Zero Trust Principles. As Aegis FinTech plans to expand its cloud services, this role is critical for reducing risks associated with cloud adoption [2],  [3].
Identity & Access Management Specialist.
The Identity & Access Management (IAM) specialist is responsible for managing user identities, Multi-factor authentication (MFA), conditional Access policies, Privileged Identity Management(PIM), and Identity Governance and Administration (IGA) processes. Task 1 identified Identity as the primary security boundary within Zero Trust Architecture, this makes this role one of the most important positions within the security team [1],  [2].
DevSecOps Engineer.
The DevSecOps Engineer is responsible for integrating security controls into the software development lifecycle. This includes vulnerability management, secure code reviews, application security testing, and automated security controls within CI/CD pipelines. This role helps ensure security is embedded throughout the development process rather than adapted after development.
Data Protection Officer (DPO).
The Data Protection Officer is responsible for ensuring compliance with GDPR and supporting regulations requirements such as DORA. The DPO oversees data protection activities, privacy assessments, breach reporting procedures, and ensure personal data is processed in accordance with accordance with regulatory requirements.
Infrastructure Engineer.
The Infrastructure Engineer is responsible for managing the organisation’s underlaying infrastructure, including cloud platforms, networking, servers, backup solutions, hybrid working technologies, and end user devices. This role helps support and enable all of the other roles as this role helps implement the tools like MFA, ZTNA and conditional access policies to ensure business systems remain available and resilient. The Infrastructure Engineer Role plays a key role in business continuity and disaster recovery planning. The Infrastructure Engineer acts as the enabler for many of the organisations security functions as this role provides the technical foundation upon which security controls and services operate.

[bookmark: _Toc236122920]Work-Stream 2: Policy Framework Development.

[bookmark: _Toc236122921]Policy 1: Acceptable Use Policy for AI & Cloud Services.
The purpose of this policy is to ensure the secure and responsible use of artificial intelligence (AI) platforms and cloud services within Aegis FinTech Innovations Ltd. Employees may only use approved AI tools and cloud platforms authorised by the organisation. Information such as Sensitive customer information, financial records, personally identifiable information (PII), and confidential business data must not be entered into public AI systems without prior approval. All cloud services must comply with organisational security standards, access control requirements, and data protection regulations.
As identified in task 1, Cloud Adoption introduces risks including data exposure, misconfiguration, and third-party dependencies [2],  [3]. This policy aims to reduce these risks by ensuring AI and cloud services are used securely and consistently across the organisation. Any failure to comply with this policy may result in disciplinary action and increased regulatory risk.
[bookmark: _Toc236122922]Policy 2: Hybrid Work and Remote Access Security Policy.
This policy establishes the security requirements for employees accessing organisational resources remotely. All remote access must utilise Multi-factor Authentication (MFA) and Zero Trust Network Access (ZTNA) to ensure all access decisions are based upon user identity, device health and contextual risk. Access to the organisations resources can only be granted to authorised users operating on compliant devices that meet the organisations security requirements.
With the findings of Task 1 identified traditional VPN-Based access as less effective than Zero Trust approaches due to broader network access permissions [1],  [3]. Therefore, Aegis FinTech will adopt ZTNA, Conditional Access policies, and continuous verification mechanisms which enables the company to secure remote access. This policy enables the company to support hybrid working while reducing the risk of compromised credentials, unauthorised access, and lateral movement within the environment.
[bookmark: _Toc236122923]Policy 3 Third Party & Cloud Vendor Risk Management Policy.
This policy establishes the requirements for assessing and managing the risks associated with third-party suppliers and cloud service providers. Before onboarding any vendor, security assessments must be conducted to evaluate the vendor’s security controls, regulatory compliance, incident response capabilities, and data protection practices vendor risk assessments must be reviewed annually and whenever significant changes occur.
Task 1 identified third-party dependencies and cloud adoption as a significant modern security challenge [2],  [3]. With the expansion into the European union, suppliers must also demonstrate compliance with GDPR and applicable DORA requirements.  This policy will aim to reduce the likelihood of a supply-chain attack, data breaches, and regulatory violations by ensuring third-party providers meet the organisation’s security expectations before access and systems or data is granted.
[bookmark: _Toc236122924]Work-Stream 3: Regulatory Compliance Strategy.
With Aegis FinTech preparing to expand into the European Union, compliance with both the General Data Protection Regulation (GDPR) and the Digital Operational Resilience Act (DORA) is essential. These regulations are set for organisations to protect customer data, manage ICT risks and maintain operational resilience. Failure to comply with these regulations may result in financial penalties, reputational damage, and regulatory action. 
The findings of Task 1 Identified Zero Trust Architecture as an effective approach for securing cloud and hybrid environments through continuous verification, least-privilege access, and identity-centric security controls [1],  [2].
GDPR and DORA compliance roadmap.
	Timeline
	Activity

	Months 1-3
	GDPR and DORA Gap analysis

	Months 3-6
	Develop compliance policies and procedures

	Months 6-9
	Implement MFA, ZTNA, SIEM, and CSPM controls.

	Months 9-12
	Conduct audits and resilience testing.


Key Priorities.
GDPR
Data classification and retention.
Privacy Impact Assessment (PIAs).
Personal Data Breach reporting.
DORA
ICT Risk management.
Incident Reporting process. 
Third-party risk assessments.
Business continuity testing.

This strategy will help Aegis FinTech meet regulatory requirements whilst supporting the Zero Trust security model identified within Task 1.
[bookmark: _Toc236122925]Work-Stream 4: Technical Standards & Architecture.

Selection of NIST CSF 2.0.
Aegis FinTech Innovations LTD will adopt the National Institute of Standards and Technology (NIST) Cybersecurity Framework (CSF) 2.0 as it’s primary cyber security framework. NIST CSF 2.o provides a flexible and risk-based approach to cyber security that assists organisations in identifying, protecting against, detecting, responding to, and recovering from cyber threats [8].
This framework has been selected because it aligns closely with the findings of Task 1, which identified Zero Trust Architecture (ZTA) as an effective approach for securing modern cloud and hybrid environments through continuous verification, least-privilege access, and identity-centric security controls [1],  [2]. Additionally, NIST CSF 2.0 supports governance, risk management, regulatory compliance, and operational resilience, making it particularly suitable for a growing fintech organisation preparing for expansion into the European union [8].
NIST CSF 2.0 consists of six core functions: 
Govern – Establish cyber security governance, policies, and risk management processes. 
Identify – Identify assets, systems, data and cyber security risks.
Protect – Implement controls such as MFA, ZTNA and security awareness training. 
Detect – Identify malicious activity though monitoring and threat detection solutions. 
Respond – Manage and contain security incidents effectively.
Recover – Restore systems and services following a cyber security incident [8].
By aligning security initiatives with these functions, Aegis FinTech can improve cyber resilience whilst supporting regulatory requirements such as GDPR and DORA.

[bookmark: _Toc236122926]High-level Zero Trust Architecture Diagram.
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Figure 3 Proposed High-level Zero Trust Architecture for Aegis FinTech Innovations Ltd.
Figure 3 illustrates the proposed Zero Trust Architecture for Aegis Fintech Innovations Ltd. As access to organisational resources is controlled through MFA, Identity verification, Conditional Access policies, and ZTNA. Security monitoring through SIEM/XDR provides visibility across identities, applications, data assets, and backup systems. Cloud Security Posture Management (CSPM) is used to identify cloud misconfigurations and compliance issues, whilst immutable backups support business continuity and ransomware recovery. The architecture directly supports the findings of Task 1 by applying continuous verification, least-privilege access, and identity-centric security controls [1],  [3],  [8]. Some recommendations for these tools would be, Microsoft Authenticator for MFA, Microsoft Sentinel is an SIEM platform, Microsoft Defender for cloud and Tenable Cloud Security are CSPM tools which could be utalised.
The proposed architecture directly supports the findings of Task 1 by implementing Zero Trust principles throughout the environment. Technologies such as MFA, IAM, ZTNA, SIEM, CSPM, and immutable backups work together to continuously verify users, protect organisational resources, improve threat . capabilities, and support business continuity requirements [1],  [2],  [3]. This architecture is particularly suitable for Aegis FinTech due to its reliance on cloud technologies, hybrid working practices, and regulatory requirements associated with operating within the financial services sector. 
[bookmark: _Toc236122927]Work-Stream 5: Strategic Risk Assessment.
As identified in Task 1, modern organisations face increasing risks from ransomware, cloud security issues, and third-party dependencies. The following risk register identifies the most significant threats facing Aegis FinTech and the recommended mitigation strategies.
	Risk
	Impact
	Likelihood
	Mitigation

	Ransomware attack
	High
	High
	MFA, ZTNA, Security Awareness training, immutable backups.

	Cloud Misconfiguration
	High
	Medium
	CSPM, Security Reviews, least-privilege access.

	Third-Party Compromise
	High
	Medium
	Vendor Risk Assessments, continuous monitoring, security requirements.


Ransomware presents the greatest risk due to its ability to disrupt financial services and impact business operations. Cloud Misconfigurations may expose sensitive data or create compliance issues, whilst third-party compromise remains a concern due to the organisation’s reliance on cloud and SaaS providers. The Zero Trust controls proposed throughout this proposal help reduce the likelihood and impact of these threats.
[bookmark: _Toc236122928]Work-Stream 6 Incident Response & Business Continuity.
[bookmark: _Toc236122929]Incident Response & business continuity.
Aegis FinTech must maintain the ability to respond to cyber security incidents whilst ensuring critical business services remain available. As Identified in Task 1, organisations should assume a breach may occur and implement controls that reduce the impact of security incidents [1],  [2]. Therefore, a ransomware response playbook has been developed alongside business continuity measures such as immutable backups, continuous monitoring, and recovery procedures.
[bookmark: _Toc236122930]Ransomware Response Playbook
	Phase
	Activity

	Detect
	SIEM/XDR generates alert and incident is validated by the Security Operations team

	Contain
	Isolate all affected devices, disable compromised accounts, and restrict malicious activity.

	Eradicate
	Remove malware, reset credentials, and remediate vulnerabilities.

	Recover
	Restore systems and data using immutable backups and validate services.

	Lessons Learned
	Conduct post-incident review and implement corrective actions.



[bookmark: _Toc236122931]Business Continuity Measures
Immutable backups with regular recovery testing.
SIEM/XDR monitoring for threat detection.
Documented disaster recovery procedures.
Annual business continuity and ransomware recovery exercises.
The proposed approach supports the Zero Trust principles identified in Task 1 by focusing on continuous monitoring, rapid containment, and recovery from cyber security incidents  [1],  [3].
[bookmark: _Toc236122932]Work-Stream 7: Governance & Strategic Roadmap.
[bookmark: _Toc236122933]Cyber Security Steering Committee
To ensure that cyber security remains aligned with business objectives, Aegis FinTech will establish a Cyber Security Steering Committee which is responsible for overseeing Cyber security strategy, compliance, risk management, and major security initiatives. The committee will meet quarterly to review security performance, monitor regulatory compliance, and approve strategic cyber security investments.
	Role
	Responsibility 

	Chief Executive Officer (CEO)
	Strategic oversight and business alignment

	Chief Financial Officer (CFO)
	Budget approval and financial risk management

	Chief Information Officer (CIO)
	Technology and digital transformation oversight 

	Chief Information Security Officer (CISO)
	Cyber security leadership and reporting

	Data Protection Officer (DPO)
	GDPR and regulatory compliance oversight

	Head of IT Operations
	Infrastructure and operational resilience


The committee will provide governance over the implementation of Zero Trust Architecture, NIST CSF 2.0 adoption, and regulatory compliance activities.
[bookmark: _Toc236122934]12-Month Roadmap
	Quarter
	Initiative 
	KPI

	Q1
	MFA Rollout
	90% MFA Adoption

	Q1
	Security Awareness Training
	100% Staff completion

	Q2
	ZTNA Deployment
	50% reduction in VPN usage

	Q2
	Conditional Access implementation
	100% privileged accounts protected

	Q3
	CSPM deployment
	100% Cloud visibility

	Q3
	SIEM/XDR implementation
	24/7 Monitoring capabilities

	Q4
	Business Continuity Exercise
	Successful recovery testing

	Q4
	Security Audit & review
	95% compliance score


This roadmap provides a structured approach for improving cyber resilience whilst supporting the Zero Trust principles identified in Task 1. By prioritising identity security, monitoring, cloud security, and resilience, Aegis FinTech can strengthen its security posture, whilst also supporting future business growth and regulatory compliance [1],  [2],  [3].
[bookmark: _Toc236122935]Evaluation
This proposal has demonstrated how Aegis FinTech Ltd. Can improve its cyber security posture through the implementation of a dedicated information Security Unit supported by Zero Trust Architecture and NIST CSF 2.0. The recommendations address key organisational challenges relating to cloud adoption, hybrid working, regulatory compliance, and cyber resilience. 
A key strength of this proposal is the adoption of Zero Trust principles identified within Task 1, Including continuous verification, least-privilege access, and identity-centric security controls [1], [2]. The integration of technologies such as MFA, ZTNA, SIEM/XDR, CSPM and immutable backups provide a layered security approach that reduces organisational risk and supports regulatory compliance.
However, the implementation of these procedures and tools may present challenges which relate to cost, complexity, and user adoption. Additional investment in technology, training, and governance will be required to ensure successful implementation.
Overall, the benefits of the proposed strategy outweigh the associated challenges, providing Aegis FinTech with a strong foundation for secure growth, regulatory compliance, and long-term cyber resilience 
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