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Executive Summary

The use of phones is slowly taking shape in the world, which is coming with a reshaping in the hotel industry too. The use of smartphone applications is slowly becoming central to the guest experience in hotels, where they want to use Shri gadgets for room reservations, room services, and check-in and check-out procedures. To respond to this demand, the technological innovation of the mobile key will enable the hotels to provide maximum guest experiences. The key has additional features that will enable guests to access all amenities provided by the hotel. Adapting this technology will drive positive changes in this industry while enhancing guest and host activities. The essay introduces the design for mobile key technologies using a smartphone that is expected to deliver convenience to the guests. The marketing strategies and the data protection methods are also discussed. In conclusion, the paper states that adopting this technology will drive positive changes in the hotel industry.
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Developing Innovation and Creativity for Business Advantage: Mobile Key App Technology for Hotel Facilities
[bookmark: _Toc134096913]Introduction
The history of keys dates back to the early days when civilisation began. The technologies have changed over time as the need for safety and security increases. Today, another niche is slowly developing convenience and efficiency with the changing trends in the world. Looking back at 4000 B.C., the Assyrians used wooden pins to lock and secure personal items belonging to the royal family at the Palace of Khorsabad. Later in 2000 B.C., the Egyprian evolved the key technology into a pin tumbler that is still a precursor to the locks used today. Ancient Greece, in 600 B.C., invented the rudimentary version of a keyhole while using keys as motifs throughout their art and architecture. Later on in 200 A.D, the Romans improved the keyhole design made by Greece by replacing the wooden parts with metallic parts and springs to operate pins. A series of innovations took place in 1860 when the first patent for the Yale pin tumbler was received. Coincidentally, after Yales' patent, the hotel era began, where Philippe Lesigne, the then-owner of the Grand Hotel in Paris, had secured keys for the hotel rooms, which were secured by metal room keys. They were then attached to a large key ring hung at the concierge office. However, the hotel guests could not leave the premises without them.
The objective of this study will be to develop a mobile key technology that will be safe and convenient for the guest and provide them with easy access to the hotel amenities. The research will contribute to the touchless technologies in the hotel section, especially after the Covid-19 pandemic. The paper is organised as follows, the first section will offer a brief overview of the project, the second section will discuss the e-commerce aspect of the project, the third section will be the marketing section, the fourth section will cover privacy and data protection strategies, and we'll finish with the conclusion and recommendation part.
[bookmark: _Toc134096914]Section 1; The mobile key
According to the worldwide tourism statistics in 2022, 68% of the total tourism sales happened online (Statista Research Department, 2023). It is projected by 2026, nearly 76% of the total tourism revenue will be collected from the travel and hotel industry (Ahla, 2023). The revenue comprises hotel booking fees and payments for additional services like dining and drinks, room upgrades, excursions, spa treatments, transportation, and other amenities. Like any other industry in the current technological era, the hospitality sector should begin to realise and embrace the changes that come with technology while adapting to the changing behaviour of tourists. Almost every guest who arrives on the hotel premises comes carrying a smartphone, according to a report given by ClearBridge (2023). The average time spent on mobile phones is continually increasing daily, with carriers making it easier to use mobile devices across all borders. Therefore, people will stay connected daily and at anytime (Howarth, 2023). It is interesting how these mobile apps can do anything for us these days, including unlocking doors.
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Mobile Phone Usage Statistics (Howarth, 2023)

The mobile app key technology will be designed to allow guests to use their mobile devices to access hotel rooms and all hotel amenities. Unlike the older models that use Bluetooth connections, or near-field communication, this innovation will either require a website login. When the guests arrive at the hotel, they will receive a one-point verification code that will register the device they use and will be used to communicate between the guest and the hotel access systems. The digital key will be received through the OTP or the hotel's website. This means that the hotel guest will no longer need the app installed on their phone but will only require a stable internet connection or wifi. The technology will be faster and more effective than the ther previous technologies. It will offer a seamless experience as the guests will not have to worry about installing an app on their phones.
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Mobile Phone Applications in the Hotel Industry (Ahla, 2023)
The hotel industry is one of the most vulnerable industries, not only to epidemics but also to natural disasters and terrorism. The different types of pandemics have different effects on these industries that prompt the owners and shareholders to take the necessary measures to help combat the barriers caused by these pandemics. Covid-19 specifically affected the hospitality industry to its core, with its impact being unprecedented compared to any other disaster that ever hit the industry. They had to define standards of hygienic practices and contactless payments of their guests from ther check-in to check-out. Since then, scholars have been rooting for the importance of hygiene, cleanliness, social distancing, and safety for the guest. Various innovations have taken place in the industry, a huge achievement being the technology-enabled solutions for hygiene inspection. Contactless services are also rising, especially matter payments (Pillai, Haldorai, Seo, & Kim, 2021). Researchers in the hospitality industry have called for further research on the multiple touchpoints in the consumer journey to ensure maximum touchless services (Pillai, Haldorai, Seo, & Kim, 2021). With the open and huge online market platform created by the pandemic, it will be very easy to advertise and sell the product to online customers around the world (Howarth, 2023).
The future of this industry is increasingly and rapidly moving towards contactless methods and now not only in payments but also mobile keys. In light of the discussion above, besides hygiene, safety, and efficiency, this technology will also play a major role in customer satisfaction on hotel premises.
[bookmark: _Toc134096915]Pestle Analysis
Considering the macro-environment of business, the future impact of the mobile key technology will depend on the political, Economic, social, technological, environmental, and legal factors ( PESTLE). If we happen to run a pestle analysis for the app, its competitive advantage will be analysed in comparison to its potential risks nd market virals.
Political- in this subgroup, let us consider how the political environment will affect the mobile key perspectives. The project is based in a country with a stable government, and the government encourages free trade with no state monopoly on website and app developers; we will assign a middle score for this factor.
Economy- the mobile key technology is a technologically advanced, expensive system. However, it will be more cost beneficial than the regular keys and offer services above the regular competitive solutions.
Society- society and especially giest will be excited about this innovation, especially in convenience.
Technology- with the current technological expansion in the world, mobile key technology will be a progressive solution in the line of technology.
Environment- the automatic system will help in caring for the natural resources and prevent environmental pollution that comes with manufacturing and disposing of key holders and cards for the hotel's keys. The technology will attract eco-friendly tourists, forming a huge part of the sustainable hotel marketing strategy.
Legal- checking the legitimacy of these systems; so far, we do not break any rules. The most interesting part is the intellectual property rules that will ensure our protection.
The factors can be summed up in a table while assigning the individual score for each system as follows (Alex G., 2023),
	Factors
	Point
	Correction Index
	Final score

	Political
	1
	1.54
	1.54

	Economic
	9
	3
	27

	Social
	4
	1
	4

	Technological
	8
	2.6
	20.8

	Environmental
	10
	2
	20

	Legal
	6
	1.9
	11.4

	Sum-up
	
	
	84.74




[bookmark: _Toc134096916]Customer Analysis
Every hotel premise will be a potential customer. Considering the various variables that the hotels consider when purchasing online services, some of them are personal preferences, while most of the key features of the service providence. The mobile key will therefore cater to customers regarding a budget that will be fair enough for everyone. The technology, on the other hand, will be open-developed, meaning we can customise it according to the needs of every customer. For further analysis of our most valuable customers, we will use the STP (The segmentation, targeting, and positioning model), enabling the development and marketing strategies towards them.
Segmentation- it is important to understand that our technology will not be for all hotel businesses. Therefore, dividing our customers into groups with common characteristics and needs is important. We will consider geographic, behavioural, and psychographic segmentation in the segmentation part.
Geographic- taking a closer look at the arabic countries, the mobile key technology is still lagging in most countries. Therefore we will choose to begin our sale here, especially in Petra, Jordan, one of the world's top ten tourist destinations. It is known for its stunning views of the archaeological city of Jordan, where the local people are very welcoming. Several big hotels include the Petra moon hotel, the Petra Marriott Hotel, and the Old village resort.
Psychographic- The city is open to several amenities that can be combined to form one keyless access to all of these services. The mobile key will be a great initiative for the hotels to enhance the giest travelling experiences.
Behavioural- the city is in conflict now and then, and the visitors need safe and convenient measures for their rooms.
Target- in this satge, ill decide on the exact segments to target that will be based on the group with the maximum benefits. The big hotels would be the most practical to invest in terms of their ability to pay; however, ill go for the medium-sized hotels, which have the size and potential to grow. They will offer all the technological and social requirements required to serve the market.
Positioning- the mobile key will have a unique proposition compared to other competitors who require the guests to install the mobile app. In addition to that, our mobile key will offer additional access to amenities that the other developers don't offer.
The issue of sustainability is one of the key customer concerns about buying our product. Mobile system development will not be the end of the innovation. Sustainability measures will follow to ensure that it remains indispensable, especially in the competitive environment. First, it will be designed according to the customer's needs, based on the mindset that mobility is a right. All stages will be tested with minimal updates on a regular schedule. The user experience will be our main target, and a dedicated mobile experience will be conducted.
[bookmark: _Toc134096917]Innovation approach
The innovation being customer-oriented, the main innovation method will be the open innovation method. It would be selfish of us to close the doors to the open exchange of ideas beyond our boundaries, and working with great minds outside our boundaries will be important.

[bookmark: _Toc134096918]Competition
For effective decision making, porters five forces will help in a compelling competitive advantage for the future.
Competitive rivalry- we will face stiff competition from other companies that develop mobile key apps with several resources at their disposal.
Bargaining power of suppliers- the services we will have to outsource are provided by dozens of products that will give us a competitive advantage by diminishing the supplier's leverage.
Bargaining power of customers- our customers will be the end-users of our product. Therefore, we will serve to enjoy our strong brand recognition by our customers.
The threat of new entrants- large capital requirements for this technology limit the entry of new firms into the market. However, the existing firms can enter into the Apple mobile key in the future.
The threat of substitute products- the demand for mobile keys grew. Therefore, this force does not threaten us shortly.
[bookmark: _Toc134096919]Section 2- eCommerce
The online marketplace forms one of the biggest marketplaces for products. Before settling on a common marketplace, the main considerations will be knowing the available marketplaces and the market's business model.
BlueCart has the best marketplace app, built with cutting-edge features that contain industry-leading customization and capabilities. The app will not only allow the developers to find cutting-edge marketing tools but also enable us to make a digital catalogue and place as many ads as we want. It is integrated with leading payment providers, enabling us to collect payments easily from customers. It complies with the PCI platform, allowing maximum peace of mind for the clients. The other top online marketplaces include eBay, amazon, facebook and Offer-Up, but for our case, we will consider eBay.
E-bay- represents one of the most famous apps on the e-commerce website. It is popular for offering direct product-to-customer providence and sale opportunities for the B2B model. It is easy to use and is continually improving over time.
[bookmark: _Toc134096920]Content to include on the site
One of the main benefits of marketing online is that the ads can get to a large group of people who, if they like the product, will keep up with it on several platforms. It is important to respect the context of each platform, and because people do not know us yet, it will be important to grab the user's attention through compelling ads. The ads will further be refined by the geographic location, the languages, and the industry that they are in. The best feature of these platforms is the ability to match audiences, where after one search, the algorithms will find customers like us.
Acquiring new customers will be the hardest part of the deal before earning their attention and trust. The pay-per-click advertising method will be an effective method whereby our ad will appear when the users search for keywords. The best thing with this alternative is that we will pay for the service once a customer clicks on the ad rather than when the ad is displayed. The Google ad platform is unlike the other social media ecommerce platforms whereby we will interrupt customers in their daily social media routine but with the Google ads, people will be searching specifically for what they want.
The website is believed to be the introduction page to the world. The landing page will enable customers to learn more about the app from their devices. Combined with search engine optimization tools like Ahref and Semrush, this will attract new users. Keywords will be used to build a strong and compelling website. The landing page specifically will be designed to offer videos and screenshots of the action of the mobile keys, accompanied by a short and powerful copy. We will provide a clear call to action with a video trailer and proof in the form of ratings, wards and reviews.

It is estimated that more than 80% of the world purchases will be accomplished in a method other than cash (Big Commerce, 2023). In the increasingly cashless world, where most of the payments are made digitally or through credit cards, our main mode of payments will therefore be cashless. Three main payment getways will be applied in this case.
Paypal is a good redirect payment option because of its high reputation. It provides multiple gateway options with a high reputation for its customers. The pay flow for PayPal includes a free checkout payment hosted by pay[Pal in most cases. The service provides additional checkout features that come along with a monthly fee. With PayPal services, fraud protection will be guaranteed, which comes as a free service. It assures that payments are safe and the provider can handle threats as they come along.
Amazon Pay- most app-developing companies have struck big transactions using Amazon Pay. It has more than two hundred million members, making it an ideal payment gateway service option. The site has some considerable levels of customization with the availability of several plugins.
Apple Pay- this payment gateway solution is based on a mobile payment structure that will enable our merchants to handle their payments using a face or a touch ID. Its major focus will be customers who want to use a magnetic wallet to manage their payments. Apple Pay will work hand in hand with PayPal to allow us to receive Apple payments. This will make us receive payments from all apple pay users.

[bookmark: _Toc134096921]Section 3; Marketing Strategy
As a new developer, it is important to understand the importance of having an effective marketing strategy for mobile keys. It will be an overwhelming procedure considering that globally consumers spend more than seven hours a day on the internet, while marketers use the growing channels (Adjust, 2023). Successful campaigns have been known to consider all elements of the communication mix, which comprise every tool developers use to communicate with their customers and potential buyers. The communication mix involves advertising through social media platforms, direct marketing services, exhibitions at events, and websites (Professional Academy, 2023). To achieve maximum successful results, it will be equally important to combine the communication mix with the marketing mix, a strategy used to show brands and their strategies through the utilisation og the factors unique to every business (Professional Academy, 2023).
[bookmark: _Toc134096922]Marketing Mix
The marketing mix contains the four P's of effective marketing: theor the Product, the Products price, pal, ce and finally, Promotion (Yasar, 2023). By paying maximum attention to these four strategies, we can maximise the recognition and purchase of our product.
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Marketing Mix (Big Commerce, 2023)
Product- our product will be tailored to meet the direct need of the consumers.
Price- the price of tge mobile key will be reasonable and within the customer's expectations. Built with quality, it will offer maximum benefits for the customer's money.
Promotion- the communication mix will come in handy in promoting our products to the global society.
Place- with the online sales websites, customers can order from here with their specifications, where it will take just a few waiting days to fully customise the mobile key.
[bookmark: _Toc134096923]Communication mix
The communication promotional mix will be made up of five elements;
Advertising- this will cover all avenues where we will pay for our mobile key to be broadcasted. Television and radio have been the most effective advertising spaces, but on the other hand, they require people with deep pockets. Being grateful for the digital age, we will be able to afford more online tools, especially social media advertising. For our campaign to be successful again, we will model it to be emotive, eye-catching, creative, intentionally annoying anf musical in order to grab the reader's attention.
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Communication Mix (ClearBridge, 2023)
Direct marketing- direct marketing is way cheaper than any other form of marketing. It is a targeted approach method that is one of its major benefits. Based on the findings of the market segmentation and positioning, we will know which customers to tag.
Public relations- this method of marketing will turn out a brand message into stories that will be appealing to the media as well as our target audience. Through partnerships with journalists and other organisations, new strategies and campaigns will create a positive view of the products. A great PR campaign is known to revolve around current issues, and considering the high cost of insecurity worldwide, our mobile key will therefore stand a role in this strategy.
Personal selling- this will employ a face-face strategy and will involve sales through salespeople, influencers and brand ambassadors.
Sales promotion- using our online and offline outlets, promotions will be applied by giving them discounts. However, due to the high cost of development, as well as wiping off one-time purchasers who purchase the product due to discounts, I will not deal with promotions that much and instead, I will invest in a redeemable loyalty card that will allow customer retention and loyalty.
Today, in the development of marketing strategies, the STP mix is slowly becoming a familiar strategy. The STP will help us focus on the commercial effectiveness of the product while selecting the most valuable segments for marketing. With the gradual development of Martech, opportunities for segmentation, targeting and positioning will always come through (Hanlon, 2023).
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STP Strategy (Hanlon, 2023)
As a marketing tool, the model tends to be an audience-focused model rather than product-focused. This enables the delivery of relevant marketing messages to commercially appealing audiences. The STP will be incorporated into the RACE growth system, whereby it will support the marketers in creating a marketing plan using the marketing funnel.
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Race strategy (Yasar, 2023)
Through segmentation, I will identify niches with specific needs and mature markets where I will find customers and deliver effective marketing messages to them. The psychographics variable will be applied here that will link the customer's likelihood to purchase the mobile key based on their attitudes, lifestyle and risk aversion. I will gather data using interviews and surveys that will take it to the target. Based on the size, anticipated profits, and accessibility of the segments, I will therefore position my mobile keys for marketing on these segments, the hotel industry. The positioning will be based on the impact of the value proposition, which refers to the value that the product will bring to our customers once they purchase it.
Every day, new tech-based products are launched in major app stores like the Google play store. The secret to sitting ahead of my competitors will be the effective utilisation of social media platforms ike facebook, Instagram and Twitter. Advertisements on these platforms will be done using native video advertisement methods and effective planning for each platform. Influencer marketing will be applied, which will be required to provide a creative skit for every platform while showcasing the achievements of the mobile key technology. For the purpose of promoting the videos on social media, personal social networks will be used to push them to various platforms.
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Personal Network (The World Bank, 2023)
[bookmark: _Toc134096924]Section 4; Privacy and Data Protection
Non-compliance with the data regulation standards and, subsequently, data breach often leads to monetary losses that can damage the brand authorities. Data protection requires a holistic approach that involves a combination of legal, technical and administrative safeguards (The World Bank, 2023). The data systems should be underpinned by legal frameworks that are known to safeguard individual data, user rights and privacy. Many countries have adopted data laws, and for this case, we'll look at the GDPR rules and the data protection act of 2018.
The general data protection regulation, abbreviated as the (GDPR) is applied by the Data Protection Act of 2018 that is in the UK. It states that every person that is responsible for the usage of personal data should be ready to follow strict rules that are embodied in the data protection principles. The information used must therefore be fair, transparent and lawful. The main purpose of the GDPR is to harmonise the data privacy laws in all its member countries while providing greater protection rights to individuals. On the other hand, it was created to alter the handling of information by businesses and other organisations, with a huge fine in addition to reputational damage for all the companies that are involved in the breach of these rules (Burgess, 2023).
The GDPR has seven main principles at its core that are laid out in article five of the legislation. They act as an overarching framework designed to lay out the purposes of the rules. The principles laid out by the GDPR include lawfulness, transparency and fairness. Purpose limitation, accuracy, minimising data, integrity and security in the form of confidentiality, storage limitation, and accountability.
Data minimisation- the act rules out that organisations or brands shall not collect data in terms of personal information from their clients that they do not require. The clause is more specific to the mobile key development procedure, bearing in mind that hotels, as our main customers have a lot of data that they store, and therefore it will be prudent for me to take up the maximum amount of data that I will require for the development and installation of the keys.
Confidentiality and integrity- the act protects the customers against unlawful and unauthorised processing of data. Data should be as well be protected from damage, destruction, nd accidental loss. This means that the mobile key will have to be developed in a more robust way that will protect the customer's data as compared to other minimal data storage areas like the local retailers. Proper access to information will be considered, with the websites being encrypted and pseudonymisation being promoted.
Accountability- the clause is the newest in the GDPR, and it was added to ensure that companies are in compliance with other principles in the regulation. Accountability for tis case will entail documenting the handling procedures of personal data while setting aside steps that will ensure the private handling of information. The data protection measures shall be evaluated regularly, as well as the process for data handling.
More than any other aspect of system security, the protection of data will require specific behavioural and procedural activities. It requires the proper creation of data files, labelling and storing them, in addition to carefully backing them up. Risk assessments will require to be periodically carried out by policy-maker, with the audit results recommendations carefully being implemented. The team will require a security manager who will be responsible for training the teams on data protection and who will also be responsible for enforcing information security procedures at the different organisational levels. We will offer protection against three main threats, natural events that include ageing and dirty media, as well as natural calamities. Intentional destruction acts like hacking and viruses will be the second clause, and unintentional destructive acts like accidentally downloaded viruses and programming errors will also be considered. Countermeasures will be put in place that will include;
Secure transit of information- emails will be used for routine communication purposes in offices. For sensitive information, they will be sent as an attachment to the email. Pre-arranged transmission time will be set up with trading partners, which will enable us to know if information received out of the trading time is a potential threat. When sending and receiving materials, tight security will be maintained by both parties.
Encryption- all information will be encrypted before they leave the workstation. Passwords will also be encrypted on their way to the network servers. The physical encryption devices and keys will be protected by storing them away from computers. Dial-up communication will be used when necessary and only after the line has been evaluated and termed secure. The caller shall first verify the receiver's authenticity before relaying the message.
Present information to be used in a protected way- this will be done through the practice views and table design applications. The view option selects information from a certain field in a page that is displayed, while the rest is hidden from the user's view and therefore protected.
Proper baking up of data- information and programs and utilities of the operating system will be backed up, which will enable easy access even when the hard drives get down. The backup system will be encrypted and especially for sensitive information. The backup tapes shall be retired after two months of use to ensure that data will be safe. The backup system will be tested frequently to avoid frustrations.
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Disposing of information in a timely and thorough way will be considered, which will follow federal and state laws. A realistic retention policy will be established. Information will not just be deleted but will be overwritten with a binary code to replace the discarded information. Degaussing will be considered a technique that uses magnetic media to erase data. Disks, hard drives and clean tapes with sensitive data shall be cleaned before using them in other ways.
[bookmark: _Toc134096925]Conclusion and Recommendations
In summation, the mobile key technology and its broad adaptation are expected to enter the hotel industry, bringing a positive drive into guest-host activities. It is expected that guests who will experience the whole check-in nd out procedures and access to all amenities in the hotel using the mobile key will likely recommend this experience to their friends, will increase the voice reports to their friends, will increase the hotel booking for both new and repeat customers. It will create new travel experiences that will also tap into a resource for hoteliers to invest in. A technically equipped hotel leads to the satisfaction of a niche market, which means that this innovation is only meant for technologically forward hotels.
The mobile key application will be very effective in Petra if the hotels cooperate and dedicate some of their staff members to take care of and be responsible for the remarks made by the visitors. In cooperation with the mobile marketing channels of these hotels, the eCommerce teams should be fully responsible for the website too. The table below summarises these recommendations for the organisations to take note of;
	Target
	Recommendation

	Improve efficiency
	Hotels will need to train staff to specifically monitor the usage of these keys, with clear responsibility for engaging and controlling the application. The mobile keys should be maintained to work correctly and get to us in case of an issue that will prevent negative impressions from the guests.

	Include the mobile key technology in their marketing campaigns
	These [applications will enhance the hotel's mobile campaigns, and therefore, they should consider adding them to the unique features of their hotels.



· The study recommends that future research should be conducted to gain feedback from the hotels that have already used the mobile keys technology.
· Future research should alos be conducted on visitors who have experienced this technology in order to get their honest feedback from mobile keys.
· We propose that similar research will be conducted in other destinations around the world and keep updating this research as new technologies unfold.
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Figure 2.11 Mobile applications usage in hotel industry
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