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[bookmark: _Toc216847917]1. Introduction
Part 2 will be devoted to ensuring enterprise network security with Check point GAIA appliances, through best practice security configurations which enhance prevention, control and visibility throughout the environment. The task revolves around the deployment and utilisation of a Security Management Server (SMS) with Gaia OS and SmartConsole to operate a centralised policy on managing security policies, event monitoring, and updates as well as instituting firewall rules that limit unauthorised inbound and outbound traffic and finally implementing improvements with other security measures in accordance to established industry standards. 
This report covers installing and setting up A-GW, A-SMS and A-GUI at proper IP addresses, user profiles and successfully connecting Swansea network and A-SMS, granting a license to both Malware and Check Point appliances and more, making firewall rules to the common enterprise services, and setting identity-aware access controls.
[bookmark: _Toc216847918]2. Environment and Assumptions
Part 2 is an extension of the enterprise network topology in Part 1 which has 2 sites, SWANSEA.ACCA and LONDON. SWANSEA.ACCA. The current system comprises DNS Domain Name System, firewalls with default rule sets, Active Directory Domain Controller with a child domain, VPN Site-to-Site connection between the two sites, DHCP, IIS web, and user accounts that can be found in Active Directory. Part 2 security enhancements shall be overlaid on these components which constitute the network services foundation. 
The network setting comprises two physically distant locations that are linked to each other through VPN and on which vital enterprise services are deployed. The major assets are domain controllers that deal with authentication and directory services, IIS web server which deals with external or internal web applications, the DNS servers that deal with name queries and the DHCP servers that deal with the allocation of IP addresses. Management workstations where SmartConsole will be installed and operated place administrative endpoints to which the security infrastructure will be centrally administered. There is a trust boundary on the internet boundary, site-site, and the boundary between management and production segments. 
This implementation will be under a laboratory setup subjected to its inherent limitations such as finite hardware equipment, virtualised operation, and educational licensing provision. Licensed Check Point will have to conform to module requirements and be recorded to give status and expiration facts. Risk trade-offs Risk trade-offs realise that thelab configurations can trade off between demonstration clarity and hardening production grade, and some higher-end enterprise functions can be watered-down or phased. Non-goals involve production deployment readiness, disaster recovery planning and performance optimisation that is not functional requirement based.

[bookmark: _Toc216847919]3. Topology modification: SMS + SmartConsole
[bookmark: _Toc216847920]3.1 Target Topology Changes and Rationale
Part 2, introduces the same topography by introducing a Check point Security Management Server (SMS) with Gaia OS which is used to centralise the security policy control over the enterprise network. This is addition changing the distributed architecture of firewalls to single security management framework. The SMS is the hub of creation, modification, distribution and enforcement of policies and SmartConsole allows the administrator to manage the security infrastructure using a dedicated workstation directed at the management workspread.
There are significant operational and security issues that will require critical management in matters of operation and security that come with management of more than one security gateway in geographically dispersed locations. In the absence of a centralised control, inconsistencies in policy are created because each administrator must carefully tune their individual appliances, thereby raising the chance of error and policy drift, and the occurrence of a security gap. The SMS will reduce these risks, making sure that there is one repository of authoritative policies, allgateways use the same policies, a single view of security event and logs, and facilitating workflows based on updating and change management. This architecture documents enterprise best practices involving administrative overhead reduction, enhanced audit strength and a scalable base of monitoring, compliance reporting and policy enforcement as the network grows. The topology allows now the systematic knowledge of unified security management architecture demanded by the module learning outcomes.
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Figure 1: SmartConsole installer package in Downloads folder
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Figure 2: Accepting license to install SmartConsole
[bookmark: _Toc216847921]3.2 Build and configuration of A-SMS (Security Management Server)
[bookmark: _Toc216847922]3.2.1 Gaia installation steps (high-level) and verification points
Installation of A-SMS appliance was done with Check Point Gaia operating system installation media in a virtual environment. The first step to the installation process was to boot Gaia of the installable image (Gaia 405.1 is used in the example) and accept the license agreement and then configurations of the first system parameters such as the hostname (A-SMS), management interface IP addressing (10.1.1.101 as shown in the topology screenshots), subnet mask (255.255.255.0) and the default gateway. Connection to a network was also confirmed by a check to reachability to Swansea network gateway and a check to confirm the functionality of DNS resolution before moving ahead. After installation, the verification of accessibility of the Gaia web interface via HTTPS and the verification that the system is in good health condition, and the management interface can be accessed in response to administrative connections were the post-installation tests.
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Figure 3: Selecting Gaia installation for A‑SMS
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Figure 4: Configuring A‑SMS Gaia disk partitions
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Figure 5: Saving A‑SMS console timeout configuration
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Figure 6: Unauthorized Gaia portal login attempt denied
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Figure 7: First Time Wizard configuration completed successfully
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Figure 8: A‑SMS Gaia portal system overview
[bookmark: _Toc216847923]3.2.2 First Time Wizard configuration choices 
The first time wizard was activated at first login to Gaia web interface to set the base configuration. The main configuration option involved the critical configuration decision, which is the choice of the appliance role as Primary Security Management, which makes A-SMS the enterprise policy of management of security server. Other wizard options were provision of a strong administrative password to the maintenance mode and the administration with the user name of admin, a one time password to initialise the Secure Internal Communication (SIC) and define a platform specific settings. The wizard was done by initialising the services of the Security Management and setting the system to accept the connections of SmartConsole.
[bookmark: _Toc216847924]3.2.3 Admin access model
The administrative access model uses the least privilege concepts to limit the management plane access. The security policy management privileges were assigned to a dedicated administrator account (cpadmin) with distinct privileges other than the root-level user (admin) account which was used to maintain the system at system-level. The GUI clients can only have the access by the means of IP addresses and only to a particular management workstation; any attempt to interconnect with the SMS cannot occur. This model of tiered access controls policy administration, system configuration and monitoring functions and ensures these functions are segregated based on the need to fulfill the role requirements and minimizes the attack surface, as well as supporting audit accountability.
[bookmark: _Toc216847925]3.3 SmartConsole installation and initial connection to A-SMS
SmartConsole was installed on a special windows management workstation that would not need more hardware or software resources than the minimum requirements of Check point such as compatible windows version, enough memory, and local administrator privileges of the installer. The version of the SmartConsole build that is aligned with the Gaia R81.20 Security Management Server is the version that is compatible with the features and provides the same profile of Threat Prevention and the functionality of all the management functions needed. Also, version alignment makes troubleshooting simpler and preclude policy or database problems which may occur when releases of the client and server do not match.
SmartConsole was set to point to IP address 10.1.1.101 being the A-SMS management IP. Under this initial connection, the client presented the server fingerprint, and the fingerprint presented on the Gaia web interface was closely matched with it to ensure that it was communicating with the legitimate Security Management Server as opposed to a spoofed host. However, authenticating the fingerprint creates cryptographic trust, reduces the risks of man in the middle, as well as the integrity of all the operations of further management.
Once the fingerprint was verified, credentials of the cpadmin were entered so that it could do the authenticate and SmartConsole finished the handshake with the first-time configuration. Validations checks were to ensure that the A-SMS object was visible in the Objects pane, the Gateways and Servers view showed the management server status as "Open server" with Gaia R81.20 and, finally, the management blades were responding. The session banner and notifications were consequently checked to ensure that the environment was ready to onboard the gateway and design policies, all licensing and connectivity state remained as per expectations.
[bookmark: _Toc216847926]3.4 Gateway integration: creating and onboarding A-GW into SmartConsole
[bookmark: _Toc216847927]3.4.1 Creating the gateway object and defining platform/IP/topology discovery
In SmartConsole, the addition of a-gw security gateway is done by clicking New, Gateway and giving it a clear and site specific name according to the current naming policy. The system will go Open Server with R81.20 version of Gaia, consistent with the running operating system and version of the virtual gateway to ensure capabilities and software blades turn out to be adapted appropriately to the underlying appliance. The A-GW management interface is set as the IPv4 address of 10.1.1.1 and this can be used during the installation of Gaia in the A-SMS subnet and also was used previously to check the connection between the A-SMS subnet and the management interface of A-GW. Topology is identified by enabling SmartConsole to access interface data on the gateway followed by audit and categorization of each interface as Internal, External or DMZ based on how it is being used in the Swansea enterprise network such that the anti spoofing is set appropriately to reflect the networks that are being secured behind each interface. 
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Figure 9: Licensing, applying and documenting licenses
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Figure 10: 3.5 Licensing, applying and documenting licenses
[bookmark: _Toc216847928]3.4.2 Secure Internal Communication (SIC): establishing trust and validation
Secure Internal Communication is initialised by typing in the one time password set on the First Time Wizard on A-GW, in which case the management server and the gateway are able to exchange certificates and establish an encrypted channel with it being mutually authenticated. Effective SIC set up alters the certificate status to Trust established, which verifies that A-SMS is able to push the policy securely, retrieve logs and control objects in A-GW without vulnerability to eavesdropping or object manipulation. SIC status dialog is then utilised to confirm that communication is properly functioning by ensuring that the DN information is correct and that the status moves to Communicating on test operations giving a confirmation that further policy installation will occur in a secure and reliable way.
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Figure 11: SIC status shows trusted communication established
[bookmark: _Toc216847929]3.5 Licensing: applying and documenting licenses for SMS and appliances
The Security Management Server and A-GW are licensed by importing the relevant license file in the central license repository and applying it to its target to ensure management and security blades are fully operational. It then records evidence in the licensing view of each component of the type of license (valid and attached), the precise expiry date and any blade rights, such that the configuration is well understood to meet the requirements of the licensing specified in the module as well as within the defined time frame.
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Figure 12: A‑GW device and license status overview

[bookmark: _Toc216847930]4. Enterprise firewall policy: inbound/outbound controls
[bookmark: _Toc216847931]4.1 Security policy design methodology
The security policy is based on a well-organized process, which begins with the identification of the critical assets in the Swansea and London enterprise locations, e.g. domain controllers, DNS and DHCP server, web server and users subnets and maps the main threats to these assets, e.g. unauthorised administrative access, lateral movement, and exposure of management services to the internet, and then the selection of the most suitable network security measures in the form of firewall rules, Threat Prevention profiles and identity based restrictions, both directly reducing these risks but also allowing the needed business traffic
The rulebase is based on a least privilege policy according to which only the traffic directly necessary to fulfill documented business or management requirements is permitted and all the other traffic is denied either by a specific cleaning up rule or by the default implicit drop and all the security-related rules are set to log in details. This framework generally begins with management and infrastructure service protection and high priority rules then user access rules with narrow source and destination scopes, and finally a monitored deny rule that identifies attempted but not authorised activity. Such actions as accept and drop are allowed to be logged where necessary in order to effectively conduct an investigation and comply checks and filter a rule.
The policy is maintained and readable by use of object modelling. Host objects and network objects are single servers, subnets and external networks, and groups are formed between similar objects, e.g., "SwanseaDomainControllers" or "UserNetworks" in order to make policies on networks easier. The service objects are those protocols and ports marked by a specific protocol, eg, HTTPS, DNS, SSH or custom application service and time objects are maintenance or change windows within which particular rules are enforced. These reusable objects, together with other objects, enable the ability to formulate rules using business relevant terms, minimize configuration errors and facilitate future expansion of the enterprise network without necessitating the redesign of the entire policy.
[bookmark: _Toc216847932]4.2 Baseline rulebase (core connectivity)
[bookmark: _Toc216847933]4.2.1 Management plane controls (SMS/SmartConsole/admin access restrictions)
The management plane is set to be secured by the baseline rulebase, where only authorised administrators are allowed access to the Security Management Server and gateway management interfaces. The management traffic including network access via SmartConsole to A-SMS, browser access to Gaia portals and SSH access to maintenance is only permitted to dedicated workstations, and where necessary, selected jump hosts with all remaining sources specifically blocked and captured [1]. This will ensure that users on general sub nets or those on internet will not be allowed to control security devices and minimize the chances of credential brute forcing, configuration messaging or unintentional policy modification.
[bookmark: _Toc216847934]4.2.2 Essential infra services (DNS, NTP, AD dependencies where relevant)
Later protocols make sure that the basic infrastructure services necessary to operate stable domain and resolve names are accessible at the same time that they are controlled. Server queries and user network queries are allowed to be sent by internal DNS servers to approved DNS servers and the approved DNS servers are permitted to send queries to the known upstream resolvers in case internet name resolution is needed [2]. Domain members and security devices are only allowed to send NTP traffic to a limited number of internal or external time sources so that the logs and authentication tickets will have the same value. In an environment that contains an Active Directory, the rulebase is limited to required AD related protocols, including Kerberos, LDAP or secure LDAP, among domain controllers and member systems and strictly defined by source and destination groups.
[bookmark: _Toc216847935]4.2.3 Inter-site/site-to-site traffic baseline (what is permitted and why)
In the case of the VPN site to site between Swansea and London the baseline will only establish those networks and services that are expressly required in the cross site functionality and this could include replication of domain controller services, centralised authentication services, shared application servers or management traffic. These authorised networks are aligned with the encryption domain of each gateway in order to prevent unauthorised subnets taking benefits of automatically using the tunnel. Any inter American traffic falling outside the approved services is discarded and booked at the gateway and can offer insight on the unexpected traffic which can indicate mal-configuring or effort to move laterally. This organized baseline provides a guarantee that the connectivity that is needed by the business and directory services is not lost and additional pathways between sites are not open and traceable.
[bookmark: _Toc216847936]4.3 Inbound traffic controls
[bookmark: _Toc216847937]4.3.1 Internet edge posture: default deny and tightly-scoped published services
The gateway at the edge of the internet applies a default deny posture to all incoming connections and therefore, no unsolicited traffic is accepted unless there is explicit and well justified rule to permit it to pass. This implies that there are a limited number of heavily scoped rulebase publish rules which allow only necessary services to reach certain web servers, with source restriction where practical and an explicit clean up rule to drop and log all other incoming attempts so that they can be monitored and investigated post factum.
[bookmark: _Toc216847938]4.3.2 ICMP inbound: when to block vs allow (diagnostics, monitoring)
Inbound ICMP is handled with care as it may be handy with diagnostics but is also exploited with reconnaissance. In the case of external sources, ICMP echo requests are either blocked entirely or restricted to particular trusted monitoring systems whereas essential ICMP types needed to do path MTU discovery or VPN health checking are selectively permitted between known endpoints. Within the organization, ICMP among management networks and gateway is allowed to facilitate troubleshooting and availability surveilance, although logged to enable identification and investigation of abnormal volumes of patterns.
[bookmark: _Toc216847939]4.3.3 HTTP/HTTPS inbound to web server(s): publishing model and restrictions
In the case of web services, the only inbound HTTP and HTTPS traffic accepted by the internet is through specific designated IIS or application servers on DMZ or dedicated server networks, not by domain controllers or specific user subnets. Publishing of server objects with Destination NAT or Check Point maps and the firewall as the enforcement point redirects the public addresses to the internal web servers. When feasible, the HTTP traffic is redirected to HTTPS in order to encrypt application data during traffic flow, and only necessary paths or virtual hosts are desired to be shown. Other security measures like restricting the management interfaces to internal addresses, use of Threat Prevention profiles also minimise the attack surface of published web applications.
[bookmark: _Toc216847940]4.3.4 SSH inbound: admin-only, source-restricted, logging and MFA considerations
Inbound SSH will not be made publicly accessible to internet; this is as the inbound SSH is the administrative purpose. Only certain workstations or jump hosts of the administration are permitted to contact the management interfaces of the gateways or a subset of Linux servers, and all other sources are unambiguously rejected and registered. Getting access to and operating the host or bastion is done with strong authentication by the use of key based login or, where possible, multi factor authentication at the login point and root or equivalent access is granted to the minimum number of administrators [3]. Expansive logging on SSH rules also enables successful and unsuccessful attempts to make connections visible, and therefore, it is easy to access information about brute force attacks or even privileged account abuse in a short time.
[bookmark: _Toc216847941]4.4 Outbound (egress) traffic controls
[bookmark: _Toc216847942]4.4.1 Outbound web access governance: categories, destinations, and justification
The outbound web traffic is controlled by a crossover of destination restriction and in case it can be, the URL or application preferences instead of the unrestricted internet usage by internal networks. User subnets have access to HTTP and HTTPS to the internet at large to the extent that this is required in business operation, and that high risk groups like malware, anonymisers or new domains are blocked and logged to limit exposure to phishing and command and control infrastructure [4]. Administrative and server networks are configured with less permissibility, such as only allowing updates to trusted vendor repositories, operating system update services, etc. and this means less likelihood of privileged systems being used to browse untrusted sites.
[bookmark: _Toc216847943]4.4.2 FTP outbound: allow vs block decision, secure alternatives, inspection posture
The nature of file transfer protocol is that percentage of insecurity in that user and server credentials and data are sent in the clear, therefore, a default position is to prevent outbound FTP by user and server networks unless there is a certainty and documented requirement of business. Where necessary, file transfer security measures are promoted and explicitly options that use SFTP or HTTPS based upload are taken, which include encryption and enhanced authentication [5]. In case an exception needs FTP, it is limited to specified internal sources and specified external targets with intensive logging and in some cases content checking used to track types and volume of files to help identifiably detect data exfiltration or malware dissemination.
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Figure 13: Outbound web access rule and cleanup
[bookmark: _Toc216847944]4.4.3 Telnet: enforce block, document legacy exception handling model 
Telnet is an outdated protocol which is not encrypted and does not have a strong authentication option, hence the rulebase will block all outbound Telnet taking place on any of the internal networks to any destination [6]. This eliminates the exposure of credentials and administrative commands in clear text at the network or the web. In the event that a legacy device can only be controlled over Telnet, the exception handling model would insist on the access being done over a tightly controlled management network or jump host within the trusted environment, and there be an explicit, time limited rule being enabled but logged in full during the maintenance window and then the rule would be disabled and periodically examined.
[bookmark: _Toc216847945]4.4.4 SSH outbound: limit to admin/jump hosts; block lateral movement paths
Secure Shell is commonly used as an administrative tool, although unbound outbound SSH can be used to support lateral movement and unauthorised remote access, outbound SSH is restricted to specific administration workstations, or jump hosts, which can commit to an approved infrastructure target. SSH is blocked to regular user subnets to the internal and external addresses allowing privileged operations to take place through restricted channels where monitoring and auditing is most effective [7]. Regulations also make sure that SSH does not allow pivoting the user segments or directly between workstations and sensitive servers which minimizes the effect of compromised user accounts. The entire permitted SSH traffic is captured always with special focus to the connections leaving the enterprise to the internet so that warning signs of abnormal remote administration are identified early in advance devoid of the use of malicious codes and/or malicious establishing backdoors.
[bookmark: _Toc216847946]4.5 Logging, monitoring, and verification
The firewall policy would also be set to trace accepted as well as rejected connections on all security relevant rules, including management access, published services, inter site VPN connections as well as high risks outbound traffic like web browsing or an attempt to use any of the banned protocols [8]. This extensive logging makes possible the transparency necessary to identify policy violations, reconnaissance, brute force presence and unusual egress over patterns. Logs are sent on to the Security Management Server to ensure a centralised place of storage and analysis with a retention period to be specified to the module and institutional needs in order to support investigation, assessment marking and possible academic audit without data lapses.
The baseline and service specific sections have a structure of rules that are all checked through a structured test plan which covers positive case scenarios as well as negative cases. Successful tests in approved flows guarantee the success of these flows such as connecting administrators through SmartConsole, allowing users to access allowed web sites, and inter domain services working as intended. The negative tests intentionally attempt blocked traffic, e.g. SSH connection by user networks, Telnet or unauthorised inbound connection, etc. and confirm that it is denied and recorded appropriately with the desired rule identifier. This fact along with the screen shots of the log entries and connectivity testing proves that the applied policy implements the desired security posture in a real life situation.
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Figure 14: Publishing session changes to all gateways
[bookmark: _Toc216847947]5. Additional security features aligned to standards
[bookmark: _Toc216847948]5.1 Standards-driven Control Selection
Recognised industry standards have the actual effect of implementing risk based security controls as they work in a way that is consistent with common frameworks like defence in depth, least privileged, secure configuration baselines, even though the names of individual frameworks are not required in the scenario. The setting of a standards driven policy would therefore give priority to those controls that deal with the most probable or highest effect risks to the enterprise network initially, prior to concentrating on safeguarding the essential assets before concentrating on establishing the administrative routes and lowering the attack surface, adding additional enhancements.
All of the Check Point features are chosen and set with respect to transparent control objectives. Prevention is provided by means of narrowly focused firewall rules, Threat Prevention profiles like IPS and anti malware, and hardening of administration access such that the attacks are prevented as early as possible. It is also supported by the detailed logging of authorized and rejected traffic, as well as monitoring of management and VPN and high risk services against anomalies. Response is also provided through clear visibility of events and rule hits providing rapid tuning, containment and rollback on the identification of problems and attacks. All these objectives revolve around least privilege to ensure that users, administrators and systems have the bare minimal required to carry out their duties.
[bookmark: _Toc216847949]5.2 Threat Prevention enablement (IPS / anti-malware)
[bookmark: _Toc216847950]5.2.1 IPS posture: profile choice, staging (detect → prevent), and tuning approach
The intrusion Prevention System IPS is set on the gateway using a balanced profile which is effective in offering strong protection towards the prevalent vulnerabilities of the server and clients yet is appropriate to a lab setup [9]. The profile is then run in detect only mode on central security rules to ensure that malicious or suspicious traffic is recorded but not blocked, and therefore compared with the normal traffic patterns and false positives. Following a monitored have period, the signature generating frequent benign notices are eliminated or labeled with a reduced severity as well as high assurance safeguarding against critical exploits are changed to prevent mode. Such a gradual practice diminishes the chance of new IPS policies interfering with the lawful service and at the same time placing the posture closer to active blockage of network based attacks.
[bookmark: _Toc216847951]5.2.2 Anti-malware protections: scope, update strategy, and safe rollout
Anti malware is configured on outbound web and email related traffic where available, targeting user networks that are the most exposed to phishing and drive by downloads [10]. The gateway is set to fetch the most recent malware signatures and threat feeds on a regular basis to ensure that new threats are identified as soon as possible and update schedules are also scheduled to prevent times of maximum usage. Implementation begins by tracking and extensive recording of a portion of user traffic to ensure that it is not causing damage to legitimate downloads and business application and rolling out comprehensive blocking measures across all the affected networks.
5.2.3 Operational impact and false positives: how exceptions are governed
Since IPS and anti malware controls have the potential to add latency or block legitimate traffic, their operation is highly monitored by means of gateway performance metrics and the log analysis [11]. An exception is looked into only after establishing that a particular event is indeed benign, with an account of the business rationale when a rule or signature results in the generation of false positives. The exceptions are applied as limited as possible i.e. specific on particular hosts, applications or signatures and are revised periodically to make sure they are still required. This type of governance has a very robust prevention stance although the lab network can be maintained as a teaching facility including demonstrations and assessment activities.
[bookmark: _Toc216847952]5.3 Identity-aware / role-based access controls
Compared to IP based rules, identity aware rules have the benefit of associating access decisions with authenticated users and groups instead of changing or shared addresses that create the risk that policy circumvention may occur via device modification, reassignment of a DHCP or spoofing addresses. They also enable policies to capture organisational role including administrators, standard users and service accounts, and therefore, it is easy to articulate and audit who has access to particular applications or management interfaces [12].

The simplest way would be to tie the gateway to the existing Active Directory to allow the information regarding users and groups to be used during traffic being searched with rules. Subsets of users, such as "WebAdmins," "FinanceUsers" or "Students" can then be explicitly mentioned in the policy to provide certain limited access to particular web resources, application servers or management services, and all other users are then bound to stricter policies. This means that numerous roles can be run on the same subnet without assigning each user the most liberal range of privileges possible to the roles.
Verification is done by the creation or utilization of test accounts in every group in question and controlled access checks are performed. Every user of the test tool will have an opportunity to access the resources that are to be authorized to that role and some others that will be denied, and logs will be used to verify that the gateway matches the traffic with the user identity and uses the rule that is the intended purpose.

[bookmark: _Toc216847953]5.4 Hardening and hygiene features 
Administrative access is further secured through imposition of strong authentication of all management account, limiting the server sources of logins to dedicated workstation of administration or jump host, and shutting of other management services in such a way that only the protocols essential to the administration like SSH or HTTPS are struck with appropriately defined server interfaces [13]. Basic cleanliness through a regular update and fix policy which involves applying Gaia hotfixes, applying operating system patches, security updates on a specified schedule, and updating IPS and anti malware signatures and other threat intelligence feeds are kept in real time to handle newly identified vulnerabilities and attack patterns as soon as they occur.

[bookmark: _Toc216847954]6. Evidence and documentation structure
The organisation of evidence will include a numbered screenshot index where each of the key tasks (such as installing Gaia, steps of the First Time Wizard, SmartConsole links, creating a gateway, SIC status, view of rulebase, Threat Prevention profiles and key log entries) will be captured, the name of the file will also contain the task ID, date and time, and a short description. Exported policy or package descriptions, list of object and network groups, and summarised rule tables will be contained in configuration appendices, to ensure that assessors can be able to crosslink narrative descriptions with actual configuration artefacts and rule implementations.
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