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Chapter 1
Introduction

   IPv6 or “The new frontier’’ is colossal and unexplored before to soar into we need to know very well IPv4. IP address is break down in: the network side and the host side, they complete the subnet mask.
   Below we’ll see a diagram where an Ip address brings with it going crosswise a network:
	Version (4)
	Header Length (4)
	Priority and type of service(8)
	Total length (16)

	Identification (16)
	Flags (3)
	Fragmented offset (13)

	Time to live (8)
	                        Protocol (8)
	Header checksum (16)

	                                                   Source IP address (32)

	                                                   Destination IP address (32)

	                                                   Options (0 or 32 if any)

	                                                   Data (varies if any)


Fig.1 IP header
 Bellow I would like to show an IPv4 address in different formats:
Decimal: 192.168.1.1

Binary: 11000000.10101000.00000001.00000001

Hex: C0:A8:01:01

IPv6 Address is represented in 5 classes “A”, “B”,”C”,” D” and “E” down I’ll add a table to be more easy to describe the classes.
	Class of Address
	The Range
	Default Mask
	Default Number of Host

	               A
	        1-126
	      255.0.0.0
	16,777,216

	               B
	        128-191
	      255.255.0.0
	65.536

	               C
	        192-223
	      255.255.255.0
	256

	               D
	        224-239
	N/A
	N/A

	               E
	         240-255
	N/A
	N/A


Fig. 2 IPv4 Address Classes

     In the final for description of IPv4 I would like to present the smooth definitions of reserved IP addresses that we do not use, however do need to figure out their influence on a network.
Loopback it is used to demonstrate the TCP/IP stack. The actual address used is 127.0.0.1 or take over the IP with the word “Loopback”.
Layer 2 Broadcast are all in hexadecimal format applying all “F’s”, FF:FF:FF:FF:FF:FF. All nodes in LAN segment received this format.

Layer 3 Broadcast is in decimal  format using all 255’s in the address: 255.255.255.255, all nodes received on a network.
Unicast is the specific type of address is one-to-one, a single source that is sent to one destination.
Multicast is one-to-many, from a single source to many destinations.
APIPA or “Automatic Private IP Address” are present when DHCP is enabled and the host is incapable of receiving an IP address, they are not routable.

 (Lazaro J. Diaz “The Only IP book you will ever need!”)

       Now let’s come back to Internet Protocol version 6 (IPv6), the latest version of the Internet Protocol who is provide an identification and location system for computers on networks and routes traffic across the Internet.
      IPv6 was developed of The Internet Engineering Task Force (IETF) to deal the long predictable problem of IPv4 address exhaustion, but now they planned take over IPv4.                     (source:  http://www.historyofdomainnames.com/ipv6/ )
     IPv6 uses 128 bits, it is characterized in hexadecimal and is an IP addressing scheme created to provide a virtually unlimited number of IP addresses, compare with IPv4 which is running on 32 bits and it is represented in dotted decimal format.
This version of Internet Protocol is requiring support built-in for Internet Protocol Se. curity (IPsec), the prevision version is only optional. Internet Protocol Security is used to take care of the integrity and confidentiality of the data contained in a packet. (Troy McMillan, “Cisco Networking Essentials’’, pag.142)

Chapter 2

Understanding the concept of 128-bits

     All of us we know that IPv6 is a 128-bits addressing scheme, but let’s see what these means within the context. Let’s take the transparent interpretation 8 sets x 4 hexadecimal numbers x 4 bits= 128bits. This is means 128-bits of IPv6 addresses, has 8 sets (each is separated by a colon (: ) ), where each set can have a maximum of 4 hexadecimal numbers and each number is the mixt of 4-bits. 
   Below I would like to present a table where we can find all what we need to do conversion from hexadecimal to binary, or vice-versa.

	            Decimal
	                      Binary
	             Hexadecimal

	                    0
	                        0000
	0

	                    1
	                         0001
	1

	                    2
	                         0010
	2

	                    3
	                         0011
	3

	                    4 
	                         0100
	4

	                    5
	                          0101
	5

	                    6
	                          0110
	6

	                    7
	                          0111
	7

	                    8
	                          1000
	8

	                    9
	                          1001
	9

	                   10
	                          1010
	A

	                   11
	                          1011
	B

	                   12
	                          1100
	C

	                   13
	                          1101
	D

	                   14
	                          1110
	E

	                   15
	                          1111
	F


Fig.3 Conversion table
Below I took a random an IPv6 address and I convert into binary:

An example: 2a00: 23c8: a01:  7800: e9009: 1d66: bfa8: f4a2: fdaa: bbcc: ddee: 0: e909: 1d66: bfa8: f4a2 
        Now binary: 0010 1010 0000 0000: 0010 0011 1100 1000: 1010 0000 0001: 0111 1000 0000 0000: 1110 1001 0000 1001: 0001 1101 0110 0110: 1011 1111 1010 1000: 1111 0100 1010 0010: 1111 1101 1010 1010: 1011 1011 1100 1100: 1101 1101 1110 1110: 0000: 1110 1001 0000 1001: 0001 1101 0110 0110: 1011 1111 1010 1000: 1111 0100 1010 0010. 
          Now how simple is this IP address on IPv4, 192.168.1.104, wow, right?

( website: https://luminisindia.com/it-networking-blog/161-a-visual-explanation-of-ipv6-address-types) 

Chapter 3 

Prefix Length of IPv6 vs IPv4
     The bits used for the network portion can be displayed either in prefix or subnet mask for IPv4, but for the “The new frontier” (IPv6) we always show it in the prefix, only. 

                                                                        IPv4

	Network Portion Prefix
	Host Portion


                                                     
                                                                                    IPv6

	Network Portion - Prefix
	Host Portion – Interface ID




Fig.4 Prefix Length of IPv4 vs IPv6
        According to the number of IP addresses we need for our devices on the network we need to know how many bits we should use for the network portion and how many bits we need for the host portion. Also, to minimize the wastage of IP addresses, we have to accomplice the process of subnetting.
( website: https://luminisindia.com/it-networking-blog/161-a-visual-explanation-of-ipv6-address-types) 

Chapter 4

IPv6 Address Types

   Below I would like to draw a table of the addresses which we need to be well-known and their purposes.
	  Link-Local FE80::/10
	This is the latest APIPA and it is not routable, it is all the time being on an interface. It uses Zone ID’s, just in case multiple NICs is present on the device, to delivery the packet out through the correct interface.

	Unique Local FC00::/7
	This is a Unique Local Address, it is comparable to the private IPv4 addresses, it replace the FC00::/10 Site local address in September 2004, there is also an FD00::/8 for a/48 prefix and FC00::/8 still in the performance.

	Multicast FF00::/8
	Is remain the same like in IPv4 multicast address, this address we are finding often between all routing protocols when they send their updates.
RIP:  FF02::/9  

EIGRP: FF02::A

 OSPF: FF02::5

	Anycast address
	Another name of this address is the “one to nearest”, that is means when a data packet is sent, based on the routing protocol, it will search the closest destination specified address and send the packet. Specific for this addresses is the range of the unique local range.
Down I would like to add on example on how one would create it:

 IPv6 address- 2002:0db8:6301::/128 anycast 

To making working the anycast is the command what we have to use.



	                                                            Special Addresses

	0:0:0:0:0:0:0:0
	This could also be stand for as :: It equals the IPv4 address 0.0.0.0

	0:0:0:0:0:0:0:1
	This is the Loopback address in IPv6 and it is the only Loopback address. This is unlike IPv4 which took the entire 127 range. We can express it as - ::1. Done by removing the leading zeros.

	0:0:0:0:0:0:0:0:10.1.1.1
	Diverse environment using IPv6 with IPv4

	2000::/3
	Global unicast address range

	3FFF:FFF:/32
	Reserved for examples and Documentation

	2001 :0D88::/32
	Same as above

	2002::/16
	This range is used for the transition mechanism- 6 to 4 tunneling.


Fig.5 Types of addresses in IPv6 
(Lazaro J. Diaz “The only IP Book you will ever need!”)

         We need to remember three types of IP addresses in IPv6, one of the benefits of IPv6 is that there are no broadcasts in IPv6.

Unicast Addresses is like one to one, a packet is delivered to one interface, we have the same concept as in IPv4.

Multicast Addresses is like one to many, a packet is delivered to multiple interface, same concept as in IPv4.
Anycast Addresses a packet is delivered to the nearest of multiple interfaces, is unique to IPv6 and allows an IPv6 address to be applied to multiple interfaces, with the packet is going to the interface that is closest.

A unicast address can be one of three types and the type decides the purpose of its uniqueness:

· Global Addresses, these are publicly routable addresses, means the prefixes were assigned by an ISP and the address is unique globally. Starting with 2000: is a global address. The MAC address composed the host portion.
· Link-Local Addresses, both the network and host portions of these addresses are automatically generated and are unique only for the LAN or subnet on which they are generated, always is starting with FE80:.
· Unique Local Addresses, the host portion is composed of the MAC address and these addresses have a manually configured network portion (by an administrator). The network portion can be set computer by computer or it can be issued by a DHCPv6 server. They operate more as private addresses in IPv4 in that allow an organization to create LANs and route between the LANs, they are unique only within the organization. FEC0: is the prefix of site-local addresses. The organization would use the section between FEC0 and the MAC address to identify different LANs in the organization. ( ,, Cisco Networking Essentials”, Troy McMillan). 
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2. Problem resolve 

Design an IP addressing scheme for School of Management and Engineering.                                                  
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  As a network administrator, you are asked to design a hierarchical IP addressing scheme for Faculty’s networks. Choose a suitable network address to support more than 2000 users and future growth. 

The requirements are: 

 IP addressing scheme to support: 

a) School of Applied Computing: 20 staff, lab301 – 60 pcs, Lab302 – 30 pcs, Lab303 – 36 pcs, 

Lab 304 – 45 pcs, Lab306 – 40 pcs, Lab308 – 140 pcs, Lab309 – 50 pcs and Lab310 – 18 pcs.  b) School of Automotive Engineering: 25 staff, lab101 – 40 pcs, Lab102 – 25 pcs, Lab103 – 35 

pcs, Lab205 – 40 pcs, Lab206 – 48 pcs, CAD lab – 20 pcs and Lab301 – 50 pcs.  

 c)  School of Engineering: 18 staff, lab201 – 20 pcs, Lab202 – 80 pcs, Lab203 – 65 pcs, Lab205 

– 25 pcs, Lab404 – 45 pcs, Lab408 – 28 pcs, Lab409 – 80 pcs, Lab410 – 45 pcs.
I choose a private B class address, is a big amount of devices and future grow: 177.20.30.1
2.1 VLSM for 3 Buildings and networks:
	Name of the School
	Numbers Pc (real number+ future grow)
	Network address
	First Usable
	Last Usable
	Broadcast Address
	Subnet Mask

	School of Automotive Engineering
	555+467
	177.20.30.0/22
	177.20.30.1
	177.20.33.254
	177.20.33.255
	255.255.252.0

	School of Applied Computing
	439+71
	177.20.34.0/23
	177.20.34.1
	177.20.35.254
	177.20.35.255
	255.255.254.0

	School of Engineering
	406+104
	177.20.36.0/23
	177.20.36.1
	177.20.37.254
	177.20.37.255
	255.255.254.0

	Network 1
	2
	177.20.38.0/30
	177.20.38.1
	177.20.38.2
	177.20.38.3
	255.255.255.252

	Network2 
	2
	177.20.38.4/30
	177.20.38.5
	177.20.38.6
	177.20.38.7
	255.255.255.252


                                2.2 School of Automotive Engineering
	Name 
	First Host
	Last host
	No. of hosts

	Staff
	177.20.30.1
	177.20.30.25
	25

	Lab 101
	177.20.30.26
	177.20.30.65
	40

	Lab 102
	177.20.30.66
	177.20.30.90
	25

	Lab 103
	177.20.30.91
	177.20.30.125
	35

	Lab 205
	177.20.30.126
	177.20.30.165
	40

	Lab 206
	177.20.30.166
	177.20.30.213
	48

	CAD lab
	177.20.30.214
	177.20.30.233
	20

	Lab 301
	177.20.30.234
	177.20.31.28
	50


2.3 IPv6 Addressing scheme for the 6 servers located in the University 

	Name server
	IPv6

	DNS
	fc00::/1

	Email
	fc00::/2

	Registry
	fc00::/3

	Print Server
	fc00::/4

	File Server
	fc00::/5

	Finance
	fc00::/6

	MP
	2002::
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