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Abstract 
 
In the following work with review the global emerging threats that are affecting the business now. I will explain how to attack that cyber-attack and how to create awareness of how important it is to protect data for companies and our own data. By keeping these good practices, we can decrease the chance of being a victim of a cyber-attack. I will asl explain the different tools we can use, their importance, and how helpful they are for business, and what type of benefits they can offer to us daily at any organisation, and where we can find those tools that are going to help us. 
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1. Introduction

Computing security has changed significantly over the years as technology continues to advance in a lot of fields. As new technologies are created, the reality is that cyber threats are changing drastically with it. The more technology humans create, the more opportunities there are for cyberattacks to be performed in different business entities or against regular people. The reality is that no one is exempt from being attacked without taking precautions to prevent cyberattacks, and cyberattacks are becoming more sophisticated and harder to detect.

Now, cybersecurity is a major concern affecting individuals, organisations, and governments. Cyberattacks such as ransomware, data breaches, and social engineering can lead to financial loss, disruption of services, and damage to reputation. One of the biggest challenges is that attackers constantly adapt their techniques and use different technologies to attack specific organisations, using advanced tools such as artificial intelligence to perform those attacks. 

People are no longer just working from one secure office network or their home Wi-Fi; they are using personal devices and accessing cloud services from anywhere. Because of this, organisations now have to protect not just their main systems, but also remote devices and online platforms, which makes security much harder to manage and more expensive. 
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2.1 Identification of Modern Threats

 Ransomware-as-a-Service (RaaS) operates like a regular software subscription, like Netflix or Amazon, but for cybercrime. Developers create and maintain ransomware, then sell or rent it to other hacker affiliates, who use it to carry out attacks constantly.
They make money through different models, such as monthly subscriptions, one-time purchases, affiliate programs, or profit sharing, where operators take a percentage of the revenue.
RaaS services are promoted on dark web forums, and affiliates often receive more than just malware. Many also get technical support, payment tools usually using cryptocurrencies like Bitcoin, and help with tasks like writing ransom notes or negotiating payments.[1]

AI-powered social engineering, The 2025 IBM X-Force report shows that cyberattacks are becoming larger and more efficient because of the use of generative AI. Attackers use AI to quickly create convincing phishing emails, malware, and fake websites that look very professional and convincing, removing common warning signs like poor grammar that make people fail in those attacks because they get convinced it's coming from a secure source, and speeding up the process.
They also gather information online to target victims more precisely. With the rise of AI agents, experts worry that entire cyberattacks could soon be automated, making them harder to detect and more widespread.[2]

A supply chain attack is a type of cyberattack where hackers don’t target a company directly; instead, they break into a trusted third-party service tool or software that the company uses. Once inside they use that connection to reach the real target; it’s basically used as a bridge between two companies to get inside the system they want to attack.
These attacks are indirect. For example, attackers might insert malware into a software update from a trusted vendor they used. When customers install the update, the vendor gives the attacker access to their systems. A well-known case is the SolarWinds attack, which affected thousands of organisations.[3]


2.2 Modern Security Policies

Controlled Access Policy
· Grant users only the permissions they need for their roles.
· Regularly review and adjust access rights to prevent misuse.
· Continuously check and validate user access to reinforce Zero Trust.
· Verification and Authentication Policy, such used of ID cards all the time to grant access to the premises. 
· Require Multi-Factor Authentication (MFA) to access to the system.
· Remote access to the computer to check, like mirroring, to check what employees are doing on the screen. 
Data Handling and Protection Policy
· Encrypt sensitive data.
· Ensure that private information remains confidential.
· Secure data by restricting access and granting permission to users with higher roles only.
          Device Management Policy
· Only allow access from approved, secure devices, and not negotiable.
· Monitor and enforce endpoint security, which is critical for remote and hybrid work setups with mirroring to advance checks.
· Prevent the use and connect personal devices to the equipment or systems. 

Incident Management Policy
· Clearly outline steps for detecting, containing, and resolving security incidents.
· Ensure that staff have been trained adequately following the correct procedures 
            Third-Party  Policy
· Evaluate the security practices of all vendors and external partners.
· Continuously monitoring third-party systems at all times.
· Evaluate continuity with Third party that do not comply with security schemas. 
NIST CSF: Identify, Protect, Detect, Respond, and Recover.[4]
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ISO 27001: Policies follow a structured, risk-based approach to managing information security.[5]
CIA Triad:Confidentiality: Keep information private through encryption and access controls.[6]

2.3 Technical Mitigation Measures

Security Awareness Training – Short training sessions help reduce everyday mistakes that attackers perform trying to focus on people who do not know much about it.

MFA: Adding a second verification. To access any part of the work tools or systems using tools like Microsoft Authenticator, because it has a feature to increase protection, like used of biometrics to access the systems.[7]

EDR: Regularly checks for laptops and servers for signs of malware or ransomware.  Use of different software to protect devices, such as Microsoft Defender.[8]

RBAC: Limit access to employees depending on the role they perform and actively check on those who have greater access. 

Backups: Creation of backups that cannot be deleted or change for any circumstances, this avoids or decreases the chance of being a victim of a ransomware attack. 

CSPM: Perform scans on the systems to look for unusual activity and help fix them before they affect other systems.[9]

Incident Response Plan (IRP): Create an action plan to be taken under any cyberattack and ensure staff are well prepared to react and consider a cyberattack like any other emergency like fire alarm. This ensures your team can respond quickly and effectively and remain calm when something goes wrong.
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2.4 Proactive Monitoring and Incident Response

Monitoring & Incident Response Plan

To stay ahead of modern threats like ransomware and social engineering, this plan uses continuous monitoring and response to any attack using tools that are going to help to protect the data and systems of companies 

Monitoring & Detection
· Azure offers a dedicated team of more than 10,000 security experts who continuously monitor systems. This helps to a first detection in early stages, detect vulnerabilities, and track breach patterns and bad actors. Monitoring runs 24/7, with alerts sent to analysts or automated systems for review.[10]
· Common triggers include failed login attempts, privilege escalation, unrecognised IP or suspicious file activity.

Threat Analysis & Response
    
· The immediate response team requires acting quickly to identify and quarantine affected systems.
· Use of Palo Alto or other SOAR to run checks that trigger tasks such as blocking IPs or disabling accounts when needed.[11]
· Each alarm should be considered important

Ransomware-Specific Procedures
· If ransomware is detected:
· Infected systems are disconnected immediately.
· Data is restored from immutable backups that cannot be altered or deleted AZURE can also be considered to this step. 


Track all events and use it for training to create awareness
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2.5 Continuous Training and Awareness

Program Overview

· Monthly simulation or examples of fake emails to help employees to recognized explain what to do next and how to respond.
· Flyers and reminders in the premises and emails explaining how to identify cyberthreats 
· Disciplinary or verbal actions towards employees who fail to click on links or email where they did not have to, but based on the actions towards learning, unless repetitive behaviour 
· Everyone in the organisation must take the training when scheduled, especially management needs to be present talking same courses with other employees. 
· Activation and constant recognition to employees who comply with training and daily activities. 
























3 Conclusion 

Cybersecurity needs to be part of everyone's daily activity because something really small, like a click, could be dangerous for an organisation, so it’s important to create awareness and train employees at any part of the organisation to comply with rules and regulations, and the company need to take part in updating and having tools to secure and prevent any cyberattacks and how to respond in case of cyberattacks, but it’s only possible with everyone in the organization is involved, taking part and learning about new and emerging threats and how they are affecting business in a daily bases. 
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                  Ransomware - as - a - Service (RaaS)    Operates like a subscription model for cybercrime.  Developers create ransomware and rent it to affiliates.  Revenue models: subscriptions, one - time fees, affiliate profit - sharing.  Promoted on dark web; includes support, payment tools, negotiation help.
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                  AI - Powered Social Engineering     Generative AI increases scale and efficiency of attacks.  AI creates convincing phishing emails, malware, and fake websites.  Removes common warning signs like poor grammar.  AI agents may automate full cyberattacks.
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                  Supply Chain Attacks         Hackers target trusted third - party vendors, not the company directly.      Compromise software updates or tools to reach final target.            Example: SolarWinds attack.
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                  Modern Security Policies (Overview)       Controlled Access Policy     Data Handling & Protection Policy     Device Management Policy             Incident Management Policy     Third - Party Policy
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                  Controlled Access & Data Protection    Least - privilege access; regular reviews.  MFA required; verification controls.  Encrypt sensitive data; restrict access to high - role users.  Remote monitoring for compliance.
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                  Device, Incident & Third - Party Policies    Only approved devices allowed.  Endpoint monitoring and security enforcement.  Clear incident response steps; trained staff.  Evaluate and monitor vendor security practices. 
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                  Technical Mitigation Measures    Security awareness training.  MFA with biometrics.  EDR tools like Microsoft Defender.  RBAC, immutable backups, CSPM scans.  Incident Response Plan (IRP). 
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                  Proactive Monitoring & Incident Response    Azure 24/7 monitoring by 10,000+ security experts.  Alerts for failed logins, privilege escalation, suspicious activity.  SOAR tools (e.g., Palo Alto) automate blocking and containment.  Ransomware response: isolate systems, restore from immutable backups. 


image24.png
Conclusion

G Cybersecurity is a shared responsibility.





image25.svg
                  Conclusion        Cybersecurity is a shared responsibility.      Small mistakes can cause major breaches.        Continuous training, awareness, and updated tools are essential.      Organisations must stay proactive against evolving threats.
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