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Abstract
The report recommends guidelines on a comprehensive data security policy for Hyper-fort, a global consultancy company. It examines the need for device management software due to a growing pressure to allow employees to use their own devices for work purposes. The risks of allowing this are examined alongside the advantages for both the employee and the company. The author researches the range of mobile device management software currently on the market and selects Intune to recommend to the company as it provides the best solutions for mitigating against the risks of BYOD. It allows for different brands of devices to be used and different operating platforms. It also allows blended personal and work use and can block employee actions that would threaten security. The author recognises that device management software is not a standalone solution and provides policies for users, device management and security. In conclusion the need for staff training is highlighted and the need for measures to mitigate against breaches in data security being cost effective.
Introduction
In the following report the author is tasked with recommending guidelines on a comprehensive security policy for the network of Hyper-fort, a global consultancy company specializing in the energy sector. The author intends to produce his research and findings in this report by providing information on what mobile management software is on the market for end users and recommending the best software to meet Hyper-fort’s requirements. Hyper-fort has come under pressure to allow staff to use their personal devices for work purposes and so the pros and cons of using Bring Your Own Device ( BYOD) in a commercial environment are also examined in this report. 

Related Work
The author has researched the increasing use of BYOD and the reasons behind this and also the security risks this poses and the systems that can be put in place to mitigate this.
In an article by Baillette et al, "Bring your own device in organizations: Extending the reversed IT adoption logic to security paradoxes for CEOs and end users”   the argument is put forward that employers prefer to use their own devices for ease but this can also have benefits for the company “End users who are willing to use their personal tools to work opt for a “chosen adoption”, leading to a voluntary use of the tools they have selected and acquired with their own financial resources. This use of personal tools, both for employees’ personal life and for work, leads to an easier assimilation and, consequently, more efficient use.” [1]
This article by Theo Tryfonas et al explains how BYOD users try to use jail broken and rooted devices. “There are many different types of mobile device users, but most of them do not seek to expand the functionality of their smartphones and prefer to interact with them using predefined user profiles and settings. However, “power users” are always seeking opportunities to gain absolute control of their devices and expand their capabilities. For this reason, power users attempt to obtain “super user” privileges (root) or jailbreak their devices.” [2] 
The conference of the IEEE Yong Wang et al discussed security flaws “ Security tools such as firewalls, anti-virus software, and anti-spam software have been widely used to protect corporate networks. Similar tools are also desired to protect BYODs. BYODs have many advantages, such as reducing companies' cost and increasing users' productivity. However, they also raise many security issues and challenges due to their unique security requirements. This paper summarizes threats and attacks on BYODs and reveals their security issues and challenges” [3]
In a IEEE Conference Shigeaki Tanimotos et al produces the following points “More and more companies are introducing Bring Your Own Device (BYOD), in which employees utilize their own smart phones and tablets for business. However, using private terminals for business presents risks, such as leakage of business information or an employee's personal information. This paper discusses a risk assessment of BYOD in an enterprise. Specifically, it analyzes and evaluates with the method of risk management, such as Risk Breakdown Structure (RBS) and risk matrix. This will contribute to the safe and secure spread and promotion of BYOD in an enterprise. [4]



Problem Formulation
There are many advantages both for the employee and the company to BYOD: 
· Employees prefer to use their own devices. This means that the company can keep an employee happy by allowing them to use their chosen device be it I-phone or Android.
· There is no need for training for the device which reduces the cost to the employer. 
· This in turn creates an increase in productivity as no time is wasted on navigating an unknown operating system, finding folders or programmes.
· Individuals may take more care not to lose their own devices as these can include personal photos, videos, other media of sentimental value and of course their personal as well as work contacts. There is also the cost of replacement if they have to pay this rather than the company.
However, the disadvantages to BYOD outlined below need to be mitigated against:
· Security of data may be put at risk and measures need to be put in place to guard data integrity and prevent leakage such as using anti-virus, antimalware, 2 factor Authorisation 2fa, encryption, passcodes and remote wiping This may restrict the end users’ activities.
· Exit procedures are a disadvantage if an employee’s contract is terminated their device will need to be wiped. This inconvenience will be stated to the employee in their contract and they will have to back up any personal data.
In the following section the author looks at the most suitable mobile device management software to mitigate against these risks and also outlines security policies in order to give Hyper-fort a complete framework for data security.


Implementation
The mobile device management software proposed for BYOT at Hyper-fort will be Microsoft’s Intune which uses Mobile Application Management (MAM). When researching into which software to use the choice was narrowed down to 3. The other two software solutions being proposed are: IBM’s MaaS360 and Cisco’s Merekai. The decision to use Microsoft’s Intune was made as it incorporates use of Office 365 across IOS and android and incorporates access to Microsoft Azure which is a cloud service. This is ideal for Hyper-fort as the company uses cloud services to offer services to its clients and staff. The Intune software allows an end user to access both personal and business data and segregate work from personal data by keeping company assets only available through the cloud. Where twitter may not be protected apps such as Microsoft would require 2 form authentication 2FA. This means there would be another form of identification other than the original of just a single password - this is usually sent as a text message or generated from google. Intune provides a secure single sign on to the network using a Virtual Private Network VPN. Intune provides Hyper-fort with device management. This means the company can choose which apps are allowed to be installed on an end users device or install them remotely. It also offers features such as being able to block the use of a camera whilst in Hyper-fort premises and can also restrict the user from being able to use the print screen features. Using the Intune software Hyper-fort is also able to wipe a device back to factory setting remotely or selective wipe if a device is infected with malware, a virus or if an employee leaves the company.
User Policy:
· Users must switch Wi-Fi and Bluetooth capabilities off when outside of the workplace or in their place of residence. The use of public Wi-Fi is prohibited.
· Users of the Hyper-fort network need to keep all software, apps, operating systems and firmware/drivers up to date - this is critical as these updates often contain security patches.
· Devices may not be used at any time to view, store or transfer anything of an illegal nature, access pornography, acts of harassment or engagement in outside business activity unrelated to Hyper-Fort.
· No apps outside the Google play store and Apple app store are permitted to be downloaded by any user of the Hyper-fort network.
Device Management Policy
· Hyper-fort allows the use of Android phones of Nougat 7.0-7.12 and a list of compatible handsets is available from Intune. The use of IOS Apple I-phones are also permitted at IOS version 11 and above. Handsets must not be any older than 3 years. 
· Android and iPad tablets will be allowed and a list of permitted devices will be available for Intune from Hyper-fort I.T department.
· Windows 7 or 10 will be permitted on the Hyper fort-network whilst long term support is still available from Microsoft and Mac OS version 10.13 High Sierra and 10.14 Mojave are also permitted.	Comment by Carlene Campbell: 
Write abbreviations out in full on first use.
Security Policy
· Hydra-fort operates a strong password policy this means that users of the network must ensure they use a password of 10 characters including letters numbers and symbols. Passwords must be changed every 6 weeks.
· Any device on the Hydra-fort network must be password protected or use a pin using the features of the device and automatically lock itself if idle for more than 5 minutes.
· The use of rooted android handsets or jailbroken I-phone handsets is not permitted by Hyper-fort and will be blocked from accessing the network.


Results findings and discussions
The author found that the limitations in mobile management software were that only certain brands were supported by Intune software as well as competitors’ products that were also on the market this means that employees would have to chose from a list of supported devices, they could be of use for both personal and business. Mobile device management providers have a hard time when new operating systems are released providing support.

Conclusion
Intune has been recommended because it addresses the majority of needs of Hyper-fort. It addresses the blending of personal and business usage when devices are in the office by allowing segregation. It allows for different brands of devices to be used and also different operating platforms. 
Even with the best of security policies in place and the use of antivirus, antimalware and vpn’s alongside the mobile management software this still does not protect the company from such thing as a disgruntled employee leaking company documents and trade secrets. 
Whilst mobile device management is a major factor in securing data it has to work hand in hand with strict security policies. There is a need for ongoing staff training and staff must be aware of the implications of data leakage.
In the future the author will look at ways to increase levels of data security via mobile device management software that still allows flexibility for employees at a cost that is effective for companies – can you find an article that touches on this?
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                 MARKING CRITERIA AND STUDENT FEEDBACK


This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

Common Assessment Criteria Applied  (Assignment 1)	Marks available	Marks 	awarded
1. Research-informed Literature 	Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.		
The use of credible references consistently used though more could be consulted. Key concept discuss in your related work. (Grade mark: 70.00%)	15	10.5
		
2. Knowledge and Understanding of Subject	Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.		
Excellent knowledge and understanding of the basic concepts and principles of the subject. (Grade mark: 73.33%)	15	11
		
3. Analysis	Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence		
You have critically discuss and analyse your findings. All the required areas were covered excellently for this level. (Grade mark: 77.50%)	40	31
		
4. Practical Application and Deployment	Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.		
No Packet Tracer design submitted (Grade mark: 0.00%)	20	0
		
5. Skills for Professional Practice 	Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.		
A well written report that flows well. just few minor errors. (Grade mark: 80.00%)	10	8
		


Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )	Late Submission Penalties (tick if appropriate)	60.5%
	Up to four weeks late		
	First Attempt?		



