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Sunrise Care Home aims o
set a high quality standard.
Providing staff and residents
protection when using
digital systems, devices,
and online services.




Infroduction

Sunrise Care Home Digital Safety Checklist

» Data Protection & Privacy

» Device & Network Security

Staff Responsibilities

» Resident Safety & Education

» Communication & Social Media

®» |ncident Response & Reporting

= Training & Continues Improvement

Digital Care Hub (2024, 24 September)



Sunrise Care Home Digital Safety Advantages

. Protects Residents ‘Personal and Medical Information’
. Enhances Quality of Care

. Supports Compliance and Legal Protection

. Improves Operational Efficiency

. Build Confidence in Digital Transformation

. Protects the Organisation’s Reputation

. Safeguards Staff and Promotes Accountability

. Ensures Business Continuity

. Promotes Resident Independence and Safety Online
. Encourages Continuous Improvement

\ Richard Hearn. (2024, August 19)




Sunrise Care Home Challenges on Digital Safety

. Increased Workload and Adminisirative Burden

. Staff Training and Competency Gaps

. High Implementation and Maintenance Costs

. Technical Failures and Downtime

. Risk of Over-reliance on Technology | o

. Complexity of Managing Data Access and Consent | ==
Cybersecurity Threats Still Exist T

. Reduced Accessibility for some Residents or Staff

. Potential Privacy Tensions

. Ongoing Need for Policy Updates and Monitoring




Summary Statement

Digital safety in Sunrise Care
Home protects residents
ivacy, ensures safe and
reliable care and keeps the
setting compliant and
trustworthy.




References

1. Care England. (2024, July 29). Internet security measures in care homes.
Retrieved from https://www.careengland.org.uk/internet-security-measures-in-
care-homes/

2. Depariment of Health and Social Care. (2025, March 24). The state of cyber
security in adult social care. London: DHSC. Retfrieved from
https://www.gov.uk/government/publications/the-state-of-cyber-security-in-
adult-social-care

3. Institute of Public Care (Oxford Brookes University). (2020,May). Adult social care
data and cyber security programme report 2019-20. Oxford Brookes University.
Available at: https://ipc.brookes.ac.uk/publications/adult-social-care-data-and
cyber-security-programme-report-2019-20/

4. Digital Care Hub (2024, 24 September). New Care Services Checklist: Data
Protection & Cyber Security. Available at
https://www.digitalcarehub.co.uk/resource/new-care-services-checklist/

5. Richard Hearn. (2024, August 19). Embracing technology in care homes -
balancing innovation and cybersecurity. Howden Group. Retrieved from
hitps://www.howdengroup.com/uk-en/embracing-technology-in-care-homes



https://www.careengland.org.uk/internet-security-measures-in-care-homes/
https://www.careengland.org.uk/internet-security-measures-in-care-homes/
https://www.careengland.org.uk/internet-security-measures-in-care-homes/
https://www.careengland.org.uk/internet-security-measures-in-care-homes/
https://www.careengland.org.uk/internet-security-measures-in-care-homes/
https://www.careengland.org.uk/internet-security-measures-in-care-homes/
https://www.careengland.org.uk/internet-security-measures-in-care-homes/
https://www.careengland.org.uk/internet-security-measures-in-care-homes/
https://www.careengland.org.uk/internet-security-measures-in-care-homes/
https://www.careengland.org.uk/internet-security-measures-in-care-homes/
https://www.careengland.org.uk/internet-security-measures-in-care-homes/
https://www.careengland.org.uk/internet-security-measures-in-care-homes/
https://www.careengland.org.uk/internet-security-measures-in-care-homes/
https://www.gov.uk/government/publications/the-state-of-cyber-security-in-adult-social-care
https://www.gov.uk/government/publications/the-state-of-cyber-security-in-adult-social-care
https://www.gov.uk/government/publications/the-state-of-cyber-security-in-adult-social-care
https://www.gov.uk/government/publications/the-state-of-cyber-security-in-adult-social-care
https://www.gov.uk/government/publications/the-state-of-cyber-security-in-adult-social-care
https://www.gov.uk/government/publications/the-state-of-cyber-security-in-adult-social-care
https://www.gov.uk/government/publications/the-state-of-cyber-security-in-adult-social-care
https://www.gov.uk/government/publications/the-state-of-cyber-security-in-adult-social-care
https://www.gov.uk/government/publications/the-state-of-cyber-security-in-adult-social-care
https://www.gov.uk/government/publications/the-state-of-cyber-security-in-adult-social-care
https://www.gov.uk/government/publications/the-state-of-cyber-security-in-adult-social-care
https://www.gov.uk/government/publications/the-state-of-cyber-security-in-adult-social-care
https://www.gov.uk/government/publications/the-state-of-cyber-security-in-adult-social-care
https://www.gov.uk/government/publications/the-state-of-cyber-security-in-adult-social-care
https://www.gov.uk/government/publications/the-state-of-cyber-security-in-adult-social-care
https://www.gov.uk/government/publications/the-state-of-cyber-security-in-adult-social-care
https://www.gov.uk/government/publications/the-state-of-cyber-security-in-adult-social-care
https://ipc.brookes.ac.uk/publications/adult-social-care-data-and%20cyber-security-programme-report-2019-20/
https://ipc.brookes.ac.uk/publications/adult-social-care-data-and%20cyber-security-programme-report-2019-20/
https://ipc.brookes.ac.uk/publications/adult-social-care-data-and%20cyber-security-programme-report-2019-20/
https://ipc.brookes.ac.uk/publications/adult-social-care-data-and%20cyber-security-programme-report-2019-20/
https://ipc.brookes.ac.uk/publications/adult-social-care-data-and%20cyber-security-programme-report-2019-20/
https://ipc.brookes.ac.uk/publications/adult-social-care-data-and%20cyber-security-programme-report-2019-20/
https://ipc.brookes.ac.uk/publications/adult-social-care-data-and%20cyber-security-programme-report-2019-20/
https://ipc.brookes.ac.uk/publications/adult-social-care-data-and%20cyber-security-programme-report-2019-20/
https://ipc.brookes.ac.uk/publications/adult-social-care-data-and%20cyber-security-programme-report-2019-20/
https://ipc.brookes.ac.uk/publications/adult-social-care-data-and%20cyber-security-programme-report-2019-20/
https://ipc.brookes.ac.uk/publications/adult-social-care-data-and%20cyber-security-programme-report-2019-20/
https://ipc.brookes.ac.uk/publications/adult-social-care-data-and%20cyber-security-programme-report-2019-20/
https://ipc.brookes.ac.uk/publications/adult-social-care-data-and%20cyber-security-programme-report-2019-20/
https://ipc.brookes.ac.uk/publications/adult-social-care-data-and%20cyber-security-programme-report-2019-20/
https://ipc.brookes.ac.uk/publications/adult-social-care-data-and%20cyber-security-programme-report-2019-20/
https://ipc.brookes.ac.uk/publications/adult-social-care-data-and%20cyber-security-programme-report-2019-20/
https://ipc.brookes.ac.uk/publications/adult-social-care-data-and%20cyber-security-programme-report-2019-20/
https://ipc.brookes.ac.uk/publications/adult-social-care-data-and%20cyber-security-programme-report-2019-20/
https://ipc.brookes.ac.uk/publications/adult-social-care-data-and%20cyber-security-programme-report-2019-20/
https://ipc.brookes.ac.uk/publications/adult-social-care-data-and%20cyber-security-programme-report-2019-20/
https://ipc.brookes.ac.uk/publications/adult-social-care-data-and%20cyber-security-programme-report-2019-20/
https://ipc.brookes.ac.uk/publications/adult-social-care-data-and%20cyber-security-programme-report-2019-20/
https://www.digitalcarehub.co.uk/resource/new-care-services-checklist/
https://www.digitalcarehub.co.uk/resource/new-care-services-checklist/
https://www.digitalcarehub.co.uk/resource/new-care-services-checklist/
https://www.digitalcarehub.co.uk/resource/new-care-services-checklist/
https://www.digitalcarehub.co.uk/resource/new-care-services-checklist/
https://www.digitalcarehub.co.uk/resource/new-care-services-checklist/
https://www.digitalcarehub.co.uk/resource/new-care-services-checklist/
https://www.digitalcarehub.co.uk/resource/new-care-services-checklist/
https://www.digitalcarehub.co.uk/resource/new-care-services-checklist/
https://www.howdengroup.com/uk-en/embracing-technology-in-care-homes
https://www.howdengroup.com/uk-en/embracing-technology-in-care-homes
https://www.howdengroup.com/uk-en/embracing-technology-in-care-homes
https://www.howdengroup.com/uk-en/embracing-technology-in-care-homes
https://www.howdengroup.com/uk-en/embracing-technology-in-care-homes
https://www.howdengroup.com/uk-en/embracing-technology-in-care-homes
https://www.howdengroup.com/uk-en/embracing-technology-in-care-homes
https://www.howdengroup.com/uk-en/embracing-technology-in-care-homes
https://www.howdengroup.com/uk-en/embracing-technology-in-care-homes
https://www.howdengroup.com/uk-en/embracing-technology-in-care-homes
https://www.howdengroup.com/uk-en/embracing-technology-in-care-homes
https://www.howdengroup.com/uk-en/embracing-technology-in-care-homes
https://www.howdengroup.com/uk-en/embracing-technology-in-care-homes

	Slide 1: Sunrise Care Home Digital Safety 
	Slide 2
	Slide 3: Introduction
	Slide 4:           
	Slide 5
	Slide 6
	Slide 7

