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[bookmark: _Toc66447822]Introduction
In this worksheet two private networks were created and 1 server and client installed in each network. The set up starts from basic configurations in Virtual Box all the way to being able to ping each device on the network. The second part of this worksheet is questions based on different aspects of the implementation, looking at hypervisors, subnetting, cloud computing and the terminologies of different networking aspects.

[bookmark: _Toc66447823]Part 1: Practical Work

[bookmark: _Toc66447824]Server 1 and 2 creation
The first task was creating the server virtual machines. This was done using a Windows Server 2019 ISO. In this task there were some settings changed to optimise the performance. The PAE/NX option was enabled in the Processor tab. PAE/NX is explained in terminologies. The RAM was lowered from the initial 4gb to 2gb in order for two VMs to run side by side. The laptop used only had 8gb RAM so running two caused it to crash. The storage was set to 25gb per server to provide enough room for the OS and applications inside.
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The video memory was also checked in the display category and ensured it was at a minimum of 128MB.
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A secure administrator password was set, the password used complexity of minimum 8 characters, 1 upper case letter, 1 lower case letter, 1 number and 1 special character.


Once the installation was complete the virtual network was configured. The network adapters were created, internal network was selected and the correct IPs and subnet mask were then assigned to each adapter in the network settings of Server 1 and Server 2 VMs. The screenshots below show the correct IPs.
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Public Net (Server 1)
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Public Net (Server 2)
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Private Net 1
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Private Net 2
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To complete the set-up of Server 1 and 2 the firewall profiles were disabled in system and security in control panel. This was disabled to allow ping commands to verify connectivity.
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[bookmark: _Toc66447825]Client 1 and 2 creation

The Clients were installed using a Windows 10 ISO. They were set up identical to the servers except the storage was lowered to 20gb from 25gb. The passwords were set up with the same complexity and the RAM again was lowered from 4gb to 2gb so that two VMs could run at the same time.

PAE/NX was enabled and the video was set to minimum 128gb in line with the server set ups.

Once the OS was installed the network adapter settings were configured appropriately. 
PrivateNet1 was configured for Client 1 and PrivateNet2 was configured for Client 2. These were configured to communicate with each of the servers in the VM manager, set as InternalNetwork. They were then renamed in the Virtual Machines and the correct IP settings were added.
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Once the IPs were added the firewall was disabled on both client machines in order for the ping command to verify connectivity with Server 1 and 2.
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The one issue faced in this was the inability in getting any of the devices to be able to ping each other. Basic troubleshooting was performed in this area. The IP addresses of each device and network adapters were checked and all were okay. The issue was found in the settings of VM manager of each Virtual Machine.

The Promiscuous mode on each VM was set to deny. This was changed to “Allow All” and each device was able to ping successfully.
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[bookmark: _Toc66447828]Understanding Hypervisors

In order to set up a virtual environment a hypervisor must be used. A Hypervisor, formally known as a virtual machine monitor (VMM) enables the host hardware to operate multiple Virtual Machines independently and share the resources and create a virtual environment. [1]

There are two different types of Hypervisors which can be used to set up virtual machines, these are known as Type 1 and Type 2 Hypervisors, both hypervisors can virtualise elements like memory, CPU and networking. [1] The main difference between the two is that a Type 1 runs on the bare metal and a Type 2 runs on top of an operating system. In this case we have used a Type 2 Hypervisor as Virtual Box is running on top of Windows 10. One of the main benefits of using virtualisation is to mitigate the risks of attacks, an attack on a guest VM is logically isolated and cannot spread to others running on the same hardware. [1]

A Type 1 hypervisor doesn’t have to load an underlying Operating System, it has direct access to underlying hardware and no other software such as device drivers. Type 1 hypervisors are regarded as the most efficient and best performing hypervisor out of the two for enterprise computing. [1]

A Type 2 hypervisor runs over an existing OS. It relies on the hosts pre-existing OS to manage calls to the CPU, memory, storage and network resources. The purpose of the two types are identical although any security flaws or vulnerabilities in the host OS could potentially compromise all of the VMs running above it. Type 2 hypervisors are not usually used for data centre computing  due to performance and security concerns. Type 2 hypervisors are less expensive than Type 1 and are an ideal platform to test virtualised environments. [1]

There some other advantages and disadvantages in relation to comparing Type 1 and Type 2 visors. Type 1 offers scalability, giving the ability to assign resources to each VM. Type 1 visors also allow optimisation of physical resources meaning optimising a single server hardware frees up data costs and cuts down energy usage. The third advantage is it allows better resource allocation, this gives the administrator the ability to set resource allocation manually, resource management is a dynamic and customised option in Type 1 hypervisors.[2]

For Type 2 hypervisors the first advantage is easier setup compared to type 1. It is easier to set up and manage as there is an underlying OS to work with, this also allows easier management as compared to a Type 1 hypervisor, Type 2 does not require a dedicated administrator to manage them. The third advantage is compatibility as they use a wider range of hardware as they run on top of an operating system, as compared to Type 1 visors which need specific hardware machines.[2]

[bookmark: _Toc66447829]Benefits
There are some benefits of using hypervisors and virtualisation in general and these include:
· Data Replication – hypervisors allow easy cloning and replication of virtual machines
· Consolidating Servers – Hypervisors have an inbuilt graphical dashboard to consolidate and manage servers centrally even if they are running on different operation systems
· Desktop Virtualisation -The use of hypervisors can essentially allow employees access their workstations over the internet allowing them to work remotely, this is a great benefit in current circumstances where a lot of people are working from home due to Covid. [2]

[bookmark: _Toc66447830]Drawbacks
The biggest drawback of hypervisors are the upfront costs. In an organisation you can be prepared to spend upwards of £10000 for the servers and software licenses  to transition to a virtualised environment.[3]

Another drawback is that not all hardware and software can be virtualised. Typically the main reason for this I the application vendor may not support virtualised environments yet or they may not recommend using a certain application in a virtual machine.[3]

[bookmark: _Toc66447831]Vendors
Below is a table of different vendors for both type 1 and 2 hypervisors. The table also provides the cost for each product. 

	Name
	Type
	Cost

	VMware vSphere[4]
	1
	£602.14-£5060.92

	Microsoft Hyper-V[5]
	1
	Free (Windows Server 2019 required £501-£6155)

	Xen Hypervisor[6]
	1
	Quote Based

	Oracle VM Virtual Box [7]
	2
	Free

	VMware WorkstationPro and VMware Fusion [8]
	2
	£199



The Vendor a business/person uses solely depends on the need for virtual machines, in big organisational environments they are likely to use Type 1 hypervisors, but for people who are just testing or personal use it may be worth using Type 2 as they are much cheaper and can run on less expensive equipment.


[bookmark: _Toc66447832]Significance of using a subnet mask in IPv4 Addressing

A subnet is a 32-bit number created by setting host bits to all 0s and setting networks bits to all 1s. In this, the subnet ask separates the IP into two separate parts which are the network and host addresses. In subnetting the 0 address is always assigned to a network address and the 255 address is always set to the broadcast address, these two addresses are reserved for special purposes. 

Subnetting is used to divide the host elements of IP address further to create additional subnetworks. The phrase “mask” is applied because the subnet mask essentially uses its own 32-bit number to mask the IP address.[9]

Subnetting is a technique to logically partition a single physical network into multiple smaller subnetworks (subnets). Subnetting allows an organisation to hide network complexity and reduce traffic by adding subnets. [9]

Some benefits of using subnetting include:
· Reduce broadcast volume and traffic on network
· Enable work from home
· Surpass LAN constraints (maximum number of hosts). [9]
· Organisation of a network[10]


[bookmark: _Toc66447833]Cloud Computing

Cloud computing is the delivery of services such as servers, storage, databases, networking, software, analytics and intelligence over the internet. This method offers faster innovation, flexible resources and economies of scale. [11]

There are three types of cloud computing, the organisation would need to determine the type of cloud deployment or the architecture that the services will be implemented on. The three deployment types are on a public cloud, private cloud or hybrid cloud. 

A public cloud delivers servers and storage over the internet. The cloud provider owns all hardware, software and infrastructure and the organisation would access their account and services through a web browser.[11]


A private cloud can be located on the company’s onsite-datacentre or the company can pay third-party service providers to host their private cloud. In this situation services and infrastructure are maintained on a private network. [11]

The final option is a hybrid cloud which combines a public and private cloud. This option allows the business to data and applications to move between public and private, a hybrid cloud gives a business greater flexibility, more deployment options and also helps optimise existing infrastructure, security and compliance.[11]

[bookmark: _Toc66447834]Uses of Cloud computing
There are multiple uses of cloud computing that can be useful for an organisations. Some of the uses are:
· Create cloud-native applications
· Store, back up and recover data
· Stream audio and video
· Deliver software on demand
· Analyse Data
· Embed intelligence [azure]

[bookmark: _Toc66447835]Benefits 
There are a number of benefits of cloud computing. These include:

· Cost – Cloud computing is known to eliminate the capital expense of buying hardware and software and the setting up and running of on-site datacentres. There is also a reduced need for server racks, 24/7 electricity for power and for the IT experts to manage onsite infrastructure. [11]
· Speed – Most cloud computing services and provided self service and on demand. This means even vast amounts of computing resources can be provisioned in minutes, giving the business flexibility and taking pressure off capacity planning. [11]
· Productivity – IT teams can spend time achieving more important business goals with Cloud Computing as there is no need to set up hardware, patch software and other IT management chores as they normally would with onsite datacentres. [11]
· Security – Cloud providers offer a broad set of policies, technologies and controls to strengthen a business’s security posture overall. This can help protect data, apps and infrastructure from potential threats. [11]


[bookmark: _Toc66447836]Drawbacks
One drawback in using Cloud computing is its network connection dependency. In order to benefit from cloud computing the business must always have an internet connection. If the business loses connection there may be some downtime.

Another drawback is not all cloud providers are created equally. When using cloud computing for storage and backup the business should realistically look for a provider that offers the value of unlimited bandwidth. Some may start with a free package but charge the business for premium offerings and extra space. The question is can the business afford the extra costs as the business needs grow.

Another drawback is down to technical issues. If the business has any issues they have no choice but to ring the hosted providers technical support. This can be time consuming or others may not offer around-the-clock technical support. As compared to an onsite service, IT professional can look at the issue themselves.[12]

[bookmark: _Toc66447837]Vendors
There are a number of Vendors available for a business to choose from. It depends on the business needs and the price of each depends on what services are required for the business. The businesses below are in order of market leaders down to businesses who are niche[13]:
· Amazon Web Services (AWS)
· Microsoft Azure
· Google Cloud Platform
· Alibaba Cloud
· Oracle
· IBM
· Tencent
There are many other businesses that offer Cloud services but as explained above these are a variety of businesses with different services to provide.



[bookmark: _Toc66447838]Understanding Terminologies

[bookmark: _Toc66447839]VDI
VDI stands for Virtual Desktop Infrastructure and is defined as the hosting of desktop environments on a central server. It is a form of desktop virtualisation. The specific desktop images are run within VMs and are delivered to end clients over a network. [14] VDI is the format used by VirtualBox, other formats include VMDK used by VMWare products and VHD used by Microsoft products. [15]

An alternative solution to for remote access can be using RDS or using a VPN. VPN technology allows devices to securely connect to a network from remote locations with an internet connection. This is usually accessed through an application that would be installed on the end device.

Another option is Remote Desktop Services. This is the latest evolution of Microsoft’s remote access solution. It allows users to connect to a centralised server via the internet from almost any device. [16]










Below is a table of comparisons between the 3 different versions that could be implemented.
	VDI
	RDS
	VPN

	Users have dedicated station
	Users log into same server
	Application on devices establishes secure connection

	Resources are defined and dedicated 
	Resources are shared
	Processing is done on client machine

	
	
	Encrypted tunnel sends data securely

	Expensive cost
	Low cost
	Medium cost

	Best performance
	Slightly worse than VDI
	Client device/connection speed dependant [16]
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PAE stands for Physical Address Extension and is a processor feature that enables x86 processors to access more then 4GB of physical memory on capable versions of Windows. The processor must be running in PAE mode to use the NX processor feature. [17]

NX is known as No-eXecute and is a feature that allows memory pages to be marked as non-executable. This feature enables the CPU to help guard the system from attacks by malicious software. It prevents executable malicious software code from being put in accessible regions of memory.[17]

[bookmark: _Toc66447841]TCP/IP
TCP and IP are two protocols used in computer networks. They are very often used together in transferring data from one device to another. Internet Protocol (IP) is the part that obtains the address to which data is sent. Transmission Control Protocol (TCP) is responsible for delivering the date to the address destination [18] 

TCP/IP is a datalink protocol, it has a model that is split into 4 layers. These layers are:
· Datalink – handles sending/receiving data using a cable, wireless network, network card or device driver in the computer. (physical) [18]
· Internet – controls the movement of the packets around the network[18]
· Transport – provides reliable data connection between the two devices, it acknowledges the packets that it has received from the sender and makes sure that the destination has received the packets.[18]
· Application – This is where the end user interacts which the application, this can be an email or messaging. It is where the data is displayed in readable format.[18]

[bookmark: _Toc66447842]IMCP
Internet Control Message Protocol is a network layer protocol used by devices to diagnose communication issues. It is mainly used to determine whether or not data is reaching its intended destination in a timely manner.[19]

Its primary use is for error reporting, the ICMP generates errors to share with the sending device if the data sent is not received at the intended destination. Another use of ICMP is network diagnostics, this is used in the commonly known traceroute and ping commands. The traceroute command is used to display the route between the two devices, this is useful for determining sources of network delay.[19]


[bookmark: _Toc66447843]Ping
Ping is a universal command through Linux, Mac and Windows, the command verifies IP-level connectivity to another TCP/IP computer by sending ICMP echo request messages. It is the primary TCP/IP command used to troubleshoot connectivity, reachability and name resolution. [20]

The command requires a destination which can either be a computer name or the IP address of the computer. If the IP address ping is successful but the computer name isn’t there may be a name resolution problem. This command is available only if the Internet Protocol is installed as a component in the properties of the network adapter in Network connections. [20]

[bookmark: _Toc66447844]Server Management
Server management is best described as the process of monitoring and maintaining server to operate at peak performance. This also includes management of hardware, software, security and backups. If a server is managed correctly it helps minimise or reduce server slowdowns and downtime. It also helps build secure server environments and ensures that the server continues to meet the needs of the organisation as it evolves.[21]

[bookmark: _Toc66447845]Firewalls
A firewall is a network security device that monitors incoming and outgoing network traffic and permits or blocks data packets based on a set of security rules. Its main purpose is to protect the internal network from malicious traffic such as viruses and hackers, it establishes a barrier between the internal network and incoming traffic from external sources. [22]

In this work Windows Server 2019 Firewall is used. One of the main features of this version of firewall is the improvements in security. Microsoft has continued to include built-in security functionality to help organisations address an ‘expect breach’ model of security management. Windows Server 2019 includes Windows Defender Advanced Threat protection that assess common vectors for security breaches, and automatically blocks and alerts about potential malicious attacks [23]

This firewall as it is built into the server. Other options that could be implemented into a network could be a CISCO ASA which is a security device that combines firewall, antivirus, IPS and VPN capabilities.


[bookmark: _Toc66447846]Out-Of-Box Experience (OOBE)
OOBE or Out-of-Box Experience is a phase of Windows setup that allows the user to customise their Windows 10 experience. This includes defining personalised settings, creating user accounts, joining a business network, joining a network and define privacy settings.[24] It is what everyone is greeted on a first use of a device.

In comparison to other vendors, everyone has their own OOBE in one way or another. Whenever a device is first initiated it allows the user to set up the device with their preferences.


[bookmark: _Toc66447847]Domains and Domain Controllers
Another feature of Windows Server is Active Directory and Services. With this feature installed the server can be promoted to a domain Controller and a domain can be created. 

Domains are a way to organise users and computers to work on the same network, the domain controller then responds to authentication requests and verifies users on the network. The domain controller is important to a network as it contains the data to determine and validate access, it includes all group policies and computer names. [25]

There are other alternatives to the Active Directory available on Windows Servers. Some of these include:
· Zentyal – Native Microsoft Active Directory implantation for Linux
· Samba – Open source Windows interoperability suite for Linux/Mac

Although there are different options they are compatible with Active directory and cause no disruption to users.[26]

[bookmark: _Toc66447848]Summary

In summary the task was run successfully. The 4 VMs were created in order to start the creation of the virtualised network for the organisation. The issues were documented and resolved and everything was tested successfully. In the observational tasks each area was researched thoroughly and explanations, benefits and drawbacks were detailed correctly. An detailed overview of virtualisation is created in general.
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