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The growth of digitalisation and the amalgamation of technology into our everyday lives coincides with increased cyber security attacks.  Advances and improvements in every household item we use are mainly linked to technological and digital innovations, engineering or reengineering digital technology.  This aspect has meant we are prone to a continuous potential increase of cyber security threats as the digital footprint exponentially increases year by year.  Digital forensics is the reactive practice or methodology we use to investigate cyber security attacks on multiple devices which include Mobile Phones, hard drives and the Cloud.  Even though digital Forensics is reactive by nature it can have a proactive element. Forensics analysts start to learn patterns or methodologies of hackers and can anticipate what parts of the network or vulnerabilities they will try to compromise.  By communicating this information to cybersecurity analysts, they can put in place proactive measures to lower the probability of successful attacks.

This literature will explore the key questions outlined below in order to gain a better understanding of Digital Forensics.
· What is the Current state of the Digital Forensics field?
· Compare and analyse the Intersection of digital forensics and cybersecurity.
· What are the Key Challenges in the Digital Forensics field?
· What does the National and International Job Market look like?



[bookmark: _Toc194613210]Introduction: Current state of the field
Digital forensics is the field of forensic science that focuses on the identification, preservation, analysis, and presentation of digital evidence from electronic devices. It involves investigating digital data and systems, such as computers, smartphones, networks, and storage devices, to uncover information related to criminal activity, security breaches, or other incidents [1].
The UK Cybersecurity Market is predicted to increase in 2024 from USD 15.72 billion and reach USD 25.81 billion by 2029[1].  The 2024 UK Security Breach Survey states the following [2]. Half of businesses (50%) and around a third of charities (32%) report having experienced some form of cyber security breach or attack in the last 12 months. This is much higher for medium businesses (70%), large businesses (74%) and high-income charities with £500,000 or more in annual income (66%). 
 
Cellebrite 2024 Industry Trends Survey which included over 2000 investigators, prosecutors, agency managers and digital forensic examiners reported the following. Three out of four practitioners believe digital evidence increases case solvability.  Six out of 10 agree that it is more important than DNA [3]. 
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Digital Forensic domains


	Computer Forensics
	Database Forensics

	Mobile Device Forensics
	EMAIL FORENSICS

	Network Forensics
	VIDEO FORENSICS

	Cloud Forensics
	DRONE FORENSICS

	Memory Forensics
	

	Malware Forensics
	

	IOT Forensics
	




The amplification of digitisation and the dramatic rise of digital media and components—such as multi-vendor mobile phone models, IoT devices, and the increased remote working requirements in our everyday lives—have led to an unprecedented demand for forensic analysis. The rapid pace of technological evolution and the complexity of modern infrastructures, including platforms like Cloud/Azure, Google Drive, DropBox, hybrid clouds, mobile devices, and intent-based networking, are closely linked to digital forensics, which has become an integral part of business processes. Enterprises now face significant security challenges, particularly around the potential loss of control over sensitive data. The most critical top 10 risks perceived by IT experts were found to be caused by current legal and technical complexity and deficiencies associated with cloud computing, as well as by a lack of preparation and planning of user companies.[4]


The correlation emerges from the critical need for a thorough understanding required to effectively develop methodologies for capturing, analysing, and reporting digital artefacts with integrity in a rapidly evolving environment. The various types of forensic analysis can evolve alongside technological advancements, enabling professionals to better assess the design and artefacts related to the functionality of diverse technologies 

New and emerging technologies require continuous investigation to determine the methodologies that allow digital forensic analysts to extract and analyse information efficiently and accurately without compromising the investigation. 
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[bookmark: _Toc194613214]Incident Response 

Cybersecurity professionals are responsible for detecting and mitigating active cyber threats, such as malware infections, unauthorized access, and data exfiltration [6] [7], using cyber security controls. 
 
Digital forensics is a process that comes into play after a cyber-incident occurs. Forensics experts work to analyse the digital traces\artefacts left behind (logs, file changes, network traffic) to understand the scope of the breach, identify the attacker, and gather evidence that can be used for legal or regulatory purposes [8]. Together, they integrate and correlate to form a systematic cycle to counteract or respond to a spectrum of cyber-attacks, as shown in Figure 1.  Cybersecurity is proactive, it detects and responds trying to guard against the attack.  Forensics is reactive, investigates the attack, gathers evidence, and helps understand how it happened. 
 


[bookmark: _Toc194613215]Data Collection and Preservation 

Forensics requires careful collection, preservation, and analysis of digital evidence, such as hard drives, network traffic logs, or cloud data, in a way that maintains the integrity of the evidence for potential legal proceedings [9].
 
Cybersecurity teams also need to collect data, but their focus is often more on real-time monitoring and preventing further damage rather than legal preservation.  A key intersection point is when cybersecurity teams must ensure that the evidence collected during an incident does not interfere with forensic analysis. This might involve isolating affected systems or imaging drives in a forensically sound manner i.e. write blocking, hashing and to ensure that the chain of custody documentation is maintained. 

[bookmark: _Toc194613216]Threat Intelligence and Attribution

Cybersecurity relies heavily on threat intelligence to predict, detect, and mitigate threats. This includes understanding the tactics, techniques, and procedures (TTPs) of threat actors [10] [11]. Forensics contributes to threat intelligence by providing detailed information about the tools, methods, and behaviour of attackers, especially in post-incident investigations.

Attribution, or identifying the specific attacker behind an attack, often relies on forensics to link the evidence found on compromised systems to specific threat actors or groups [12]. The combination of cybersecurity monitoring like intrusion detection and the forensics process of detailed examination of artefacts [13], is often used to create a comprehensive picture of an attacker's motives, methods, and targets.

[bookmark: _Toc194613217]Compliance and Legal Considerations

Cybersecurity ensures that an organization's systems are secure and compliant with industry standards and regulations.  Some of the key regulations are stated below.

[bookmark: _Toc194613218]Figure 2- Key regulations

	GDPR
	General Data Protection Regulation, is a regulation enacted by the European Union (EU) to protect the privacy and personal data of its citizens [14],

	HIPPA
	Health Insurance Portability and Accountability Act, designed to protect the privacy and security of individuals' health information, particularly in the context of healthcare providers, insurance companies, and other entities that handle medical data [14].

	PCI-DSS
	Payment Card Industry Data Security Standard, Is a set of security standards designed to ensure that organizations handling credit card information protect it against theft and fraud [14].




Using frameworks such as NIST (National Institute of Standards and Technology) 800-53 and 800-171.  CSA (Cloud Security Alliance) framework, Cloud Control Matrix (CCM) and the National Cyber Security Centre, Cyber Essentials helps to achieve these goals.


Digital forensics is essential when dealing with the aftermath of a security incident, as it can help ensure compliance with legal requirements, regulatory reporting, and data breach notification laws. Together, they help organizations navigate the legal landscape following a breach or attack, ensuring that evidence is collected properly and that proper notifications are made to authorities and affected parties.  ISO/IEC 27037:2012 and NIST SP 800-86 guidelines help to conform to accurate data collection and integrity principles [16]. 
Cybersecurity involves proactive measures to prevent or lower the probability of breaches.  Implements frameworks like Nist Cybersecurity Framework, CIS Controls (Center for Internet Security), COBIT (Control frameworks for the two disciplines show they differ but also have close relationships because one cannot function efficiently without the other and provide an effective level of security. See Figure 1.


[bookmark: _Toc194613219]Evidence Management and Chain of Custody

Forensics is heavily concerned with maintaining the integrity of digital evidence. Digital evidence must be handled and documented with great care to maintain its admissibility in court [17].
 
Cybersecurity also involves evidence gathering, but often in a more reactive, real-time strict accurate process-driven investigation during or immediately after a security incident. Ensuring that this evidence is also forensically sound is critical.  A breach investigation may involve cybersecurity analysts detecting unusual behaviour, while forensics teams ensure that data from compromised systems is collected in a way that preserves its integrity for legal proceedings i.e. Hashing, chain-of-custody.  The British Ransom ware library attack in March 2024 with NCSC (National Cyber Security Centre) assistance re-enforces these points [18].
 
[bookmark: _Toc194613220]Security Posture Improvement

After a cybersecurity incident is resolved and forensic analysis is complete, the insights gained can lead to improved security posture. Forensics can provide detailed information about vulnerabilities exploited during the attack, allowing cybersecurity professionals to patch systems, update defences, and adjust security policies [18]. Cybersecurity teams might then implement stronger detection mechanisms or update incident response procedures based on the forensic analysis.

Intersection Lifecycle: How Cyber Security and Digital Forensics integrate proactively to protect our network and reactively investigate to identify and lower the probability of future exposure.

In a cybersecurity breach, such as a data breach or ransom-ware attack, the process or case study often unfolds as follows:

1. Detection: Cybersecurity tools (e.g., SIEM, IDS/IPS) detect suspicious activity.
2. Containment: The cybersecurity team contains the threat, preventing further damage (e.g., disconnecting systems from the network).
3. Analysis: Digital forensics experts analyse the compromised systems to understand how the breach occurred, what was affected, and how attackers gained access. This may involve examining file metadata, analysing network traffic logs, and performing memory dumps.
4. Attribution: Based on forensic evidence, threat intelligence is gathered to attribute the attack to specific threat actors, such as a nation-state or cybercriminal group.
5. Recovery and Remediation: Cybersecurity experts work on remediating vulnerabilities, restoring systems, and reinforcing defences.
6. Post-Incident Reporting: Digital forensics plays a role in reporting the breach and ensuring the integrity of the evidence for legal or regulatory purposes.
 

[bookmark: _Toc194613221]Key Challenges in the field

Due to the ever-changing technological market and the explosion of digital usage in our everyday life.  The demand for Digital forensics investigation is consistently rising. 

[bookmark: _Toc194613222][image: ]Figure 3: Smartphone data [19]



Channel 4 News investigation revealed Police forces have more than 20,000 digital devices waiting to be examined – raising fears over the impact of the backlog on the entire criminal justice system[19].

The information was amalgamated through Freedom of Information requests submitted to the 45 police forces across the UK. It found that a total of 21,022 devices, which included mobile phones, tablets, and computers, were waiting for examination. However, the scale of the backlog is likely to be far greater, with two of the biggest forces, the Metropolitan Police and Greater Manchester Police, refusing to disclose data [19]. An inspection carried out by the Criminal Justice Inspectorate (HMICFRS) re-enforces the accuracy of the backlog.  They are an independent inspectorate defined under statute and responsible for inspecting fire and rescue services’ efficiency and effectiveness and the way they look after their people.  The investigation concluded that, nationally, over 25,000 devices were waiting for a digital forensic examination [20]. [image: ]
Figure 3.1 illustrates the investigative challenges faced as gathered from the 2025 State of Enterprise DFIR Report. This is the third consecutive report in which evolving cyber-attack techniques emerged as the largest challenge. [21].
Cybersecurity and digital forensics encounter significant challenges driven by the rapid evolution of technology and the growing complexity of cyber threats. Below are some of the key challenges they continuously face.
[bookmark: _Toc194613223]Figure 3.1 Investigative challenges [21]
[bookmark: _Toc194613224]Increased Volume of Digital Evidence
Digital Forensic appliance storage capacity is rapidly increasing - In 2013, a smartphone, stored on average 16GB of data, is equivalent to about 15 books. Today’s smartphones can retain up to 1TB of internal data and possibly a further 1TB of added storage using a microSD card [22].  1TB would be equivalent to 720 metres of bookshelves. Investigators experience overwhelming and laborious tasks when investigating large and complex data from IOT devices (Ahmad et al, 2022). The rapid increase in ownership of digital devices, such as smartphones, computers, cloud storage, IoT devices, and social media accounts, can be seen in Figures 4 and 5, which depict age ownership and overall online purchases.  

Law enforcement are challenged with the capacity to store humongous heterogeneous data, especially for later use. Every device can store terabytes of data, and each investigation may require examining multiple devices or accounts. The sheer volume of evidence slows down the process of analysis.















[23] Figure 4: Age group mobile phone ownership
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[24]  Figure 5: Most popular UK online digital purchases in 2023[image: A graph with numbers and text
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[bookmark: _Toc194613225]Complexity of Modern Devices
Devices today are more advanced and complex, with higher encryption standards and more intricate software. This makes it more time-consuming to extract data, decrypt it, and analyse it. Devices may have multiple layers of security including password protection, and full disk encryption. Requiring specialised tools and expertise which can lead to longer wait times for analysis [25]. According to the Magnet Forensics 2025 report ‘ 32% of respondents indicated the growing number of mobile devices will make digital forensics more challenging in the future—up from 26% in last year’s report.’ [26] The objective of mobile forensics is the extraction and examination of digital evidence from mobile devices including phone records, text messages, emails, GPS locations, app data and other relevant data. This information provides an insight into a range of investigations such as fraud, theft, criminal conducts, and cyber-incidents. [27].


[bookmark: _Toc194613226]Lack of Resources
Many law enforcement agencies, especially in smaller jurisdictions, have limited resources dedicated to digital forensics. They may not have enough qualified forensic experts, technology, or tools to handle the volume of cases efficiently. This can lead to long backlogs, as cases pile up without enough personnel to manage them. Evidentially, the rapid rise in the use of digital technologies presents new challenges to the policing and forensic fields. In traditional forensics, the roles of fingerprinting and Crime Scene Investigators (CSIs) are clearly defined, creating a smooth integration between these two fields. However, Digital Forensics (DF) is less familiar to many law enforcement officers, even though it is becoming a more frequent part of their investigative work. Due to the different ways law enforcement agencies adapt to digital challenges, it is crucial to document these arrangements. [28]

[bookmark: _Toc194613227]Technical Limitations
Digital forensics involves using specific tools and techniques to extract and analyse data. However, some of these tools are slow or may require manual intervention, which can further delay investigations.  One example is the performance and technological capabilities between Opensource and Commercial Forensic tools i.e. Cellebrite compared to FTK for mobile phone forensics.  A mix of technologies like FTK, Autopsy, and Cellebrite allows forensic investigators to cover a wide range of needs, from thorough data analysis to specialised mobile forensics. No single tool can solve all the issues provided by digital evidence. There are also technical limitations to how fast forensic investigators can process and interpret large datasets or data from new or obscure technologies. [29]

[bookmark: _Toc194613228]Case Prioritization
Law enforcement agencies do not prioritize cases uniformly. They allocate resources to those with immediate public safety concerns or high profiles, leading to delays for lower-priority cases and contributing to backlog issues. This situation is closely related to resource constraints and reflects a cause-and-effect relationship. When cases proceed to court with unprocessed evidential information or when procedural standards are not properly followed, the potential for miscarriages of justice increases. Furthermore, inadequate training and the absence of appropriate investigative tools can adversely impact both victims and the reputation of the organization. [30]
[bookmark: _Toc194613229]Data Storage and Preservation
Storing and preserving digital evidence is also a challenge. Evidence often needs to be kept in multiple secure locations, and the amount of storage required is vast. Ensuring that data is not corrupted or lost during storage can add to the time spent on each case. Cloud computing technology is rapidly becoming essential. While it offers benefits like scalability and cost savings, it also exposes organizations to various potential threats. Many remain cautious about moving their data and applications to the cloud due to concerns about data breaches and security risks.[31] This hesitation stems from fears that vulnerabilities in cloud security could lead to significant data loss or exposure. Balancing these advantages and concerns is crucial for organizations considering cloud adoption. 
[bookmark: _Toc194613230]Legal and Procedural Delays
 Legal and procedural challenges can contribute to backlog issues in investigations. Obtaining search warrants, complying with data privacy regulations, and waiting for court orders can prolong the process. Internet of Things Forensics (IoTF) investigations must clarify legal authority over access to relevant data. Unlike traditional forensics, which is localized, IoT data can traverse geographical and legal boundaries, particularly in cloud services. [32] Additionally, legislation often fails to keep pace with technological advancements, hindering the execution of legally compliant IoT forensic investigations. 
[bookmark: _Toc194613231]Inconsistent Processes
 Different jurisdictions and organizations may adopt varying approaches to digital forensics, resulting in inconsistent workflows and delays. While standardized procedures and tools can enhance efficiency, the absence of universally accepted practices contributes to the existing backlog. Organizations seeking to adopt or integrate standards, or to obtain certification from an institution, must align their internal processes with the respective guidelines of the standardization approach. This adjustment often involves considerations such as financial resources, time, and the requisite team for effective implementation. Depending on the size and financial capacity of an enterprise, these factors can impede the integration of standards.[32]
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Figure 4: [3] Cellebrite 2024 Industry Trends Survey


Figure 4 illustrates the biggest challenges faced by examiners. The backlog in digital forensics has become a critical issue, impeding the timely resolution of criminal cases. Solutions such as increasing funding, improving training for investigators, and developing faster and more efficient forensic tools are being explored to help address the growing demand.  Large proportions of the industry strongly believe major technological efficiencies can be implemented that will improve workflows and dramatically reduce the size of the backlog.

Market leaders like Cellebrite, MSAB, Magnet Forensics are collaborating with law enforcement agencies to design platforms to improve workflow efficiencies.  They have multiple tools that can forensically analyse and streamline the workflow processes and information gathering by creating management Investigation platforms that allow full integration and have Artificial Intelligence incorporated into the solution.

These investigation platforms allow; 

1) Ability to analyse multiple and diverse data sources for comprehensive case understanding e.g. hard drives, mobile phones, Camera and Cloud storage.
2) Large language models (LLM): AI-driven processing, contextual recognition, and algorithms.  Fast processing of big data identifies relevant patterns miles faster than manual efforts. 
3) AI automates repetitive data sorting and extracting tasks, leaving the investigator to focus on analysis that needs their experience and knowledge.
4) AI can rapidly analysis digital evidence, detect alterations and reconstruct events
5) Interoperability and Collaboration: Secure data sharing, real-time communication and role-based access for seamless teamwork.
6) Scalability and flexibility: Capacity to handle growing data volumes with on premise or cloud deployment options.

Currently, human expertise procedures are time-consuming, error-prone, and incapable of handling the vast quantities of forensic data that modern digital devices generate. The introduction of AI technology in digital forensics is a welcoming strategy that has the potential to resolve these obstacles and enhance the efficiency of the investigative process. As AI is automated it can create networks that give criminal investigators access to added resources regardless of location. It is a more accurate, and streamlined system, as algorithms will be able to swiftly scan through vast amounts of data, including previously closed cases. [33] A 2025 survey conducted by ‘Magnetic Forensics’ measuring the state of enterprise for DFIR professionals, concluded 51% of respondents regard advances in AI capabilities as being beneficial for corporate DFIR.[34]



[bookmark: _Toc194613232]International and National Job market
In 2025, the Digital Forensics Market size is expected to reach USD 7.51 billion with a continuous increase to 13.79 billion by 2030 as illustrated by Motor Intelligence industry report 2025. [35] In the most recent financial year, annual UK cyber security revenue within the sector is estimated at £10,462 million. This reflects a marginal increase of 3% from last year’s study (£10.1 billion). [36]

[bookmark: _Toc194613233]Industry Trends
These following trends are defining the industry's direction and influencing how organizations tackle cybersecurity challenges;
- Cloud & IoT Forensics: More data stored in the cloud and growing IoT leads to increased demand.
- AI & Automation: Use of AI tools for faster analysis.
- Cross-border Investigations: Increasing need for understanding international law and data privacy.
As the cybersecurity industry grows, the demand for advanced tools increases, creating job opportunities and highlighting the need for ongoing skill development among professionals. 

[bookmark: _Toc194613234]Digital Forensics Roles
[bookmark: _Toc194613235]Figure 5: The types of Forensic roles [37].
	 Digital Forensics Examiner/Analyst
	 Collects and analyses digital evidence.

	Incident Responder
	Responds to and investigates cyber-attacks.

	Mobile Device Forensics Specialist
	Focuses on smartphones and tablets.

	 Network Forensics Analyst
	Investigates network traffic.

	Cloud Forensic Investigator
	Specializes in cloud-based environments.

	Malware Analyst/Reverse Engineer
	Analyses malicious software.


 
[bookmark: _Toc194613236]Industry Breakdown
[bookmark: _Toc194613237][image: ]Figure 6 Breakdown of Digital Forensic Industry [35]


[bookmark: _Toc194613238]Regional differences
North America accounts for a significant portion of the global digital forensics market, primarily driven by law enforcement and government agencies. Organizations like the FBI and State Police use digital forensics to track criminals and online terrorists. Similarly, the private sector utilizes these tools for internal investigations. [35]


[bookmark: _Toc194613239]Skills & Recruitment UK
[image: ]Around 289,000 (20%) have a skills gap in forensic analysis – a significant decrease from the previous year (26% last year). A little under half (47%) of cyber sector businesses have tried to recruit someone into a cyber-role since the beginning of 2022.[38]

[bookmark: _Toc194613240]Figure 7: Employability by region [39].

[bookmark: _Toc194613241]
Employment Summary
Digital forensics plays a crucial role in modern investigations, providing a structured and reliable method for uncovering and preserving digital evidence. As cybercrimes continue to progress, the demand for forensic experts who can efficiently gather, analyse, and present digital evidence has become increasingly vital. The integration of advanced forensic tools, along with a deep understanding of legal and ethical principles, ensures that the integrity of evidence is maintained throughout the investigative process. This approach not only    enhances the accuracy of investigations but also upholds the standards necessary for legal proceedings, ultimately supporting justice and accountability. Digital Forensics is becoming increasingly challenging due to constantly evolving digital devices. Digital forensics not only assists in solving crimes but helps to uphold justice by ensuring that cybercriminals are held accountable for their actions in a court of law.

[bookmark: _Toc194613242]Conclusion
In summary, cybersecurity and digital forensics are essential elements of today's digital environment. As cyber threats evolve and increase in complexity, implementing strong cybersecurity practices is crucial for safeguarding data, systems, and networks against breaches and attacks. Digital forensics is vital for investigating and collecting evidence following security incidents, allowing organizations to comprehend the nature of the attack, identify those responsible, and reinforce their defences for the future.
These two fields are interconnected—while cybersecurity focuses on preventing incidents, digital forensics equips organizations with the necessary tools and expertise to respond effectively when preventive measures fall short. The digital forensics market is on a growth trajectory, with experts forecasting it will reach $25.81 billion by 2029. As technology becomes more embedded in our daily lives, the digital landscape expands with ongoing innovations aimed at enhancing modern society. Digital forensics plays a critical role in two primary areas: corporate security and criminal investigations carried out by law enforcement.
Digital forensics plays a crucial role in combating cybercrimes, but it faces several challenges. Rapid technological advancements bring new platforms and encryption methods that can outpace investigators. Moreover, the sheer volume of data complicates collection and analysis, often necessitating sophisticated tools. Preserving digital evidence is essential, as improper handling can lead to data corruption or legal complications. Additionally, legal issues arise when data is stored across borders, complicating international investigations. Privacy concerns also present a significant challenge; investigators must strike a balance between accessing necessary evidence and respecting individual rights. Furthermore, encryption technologies can obstruct access to vital information. To address these obstacles, digital forensics professionals must continuously adapt, invest in advanced tools, and collaborate with legal authorities to ensure that investigations are both effective and compliant with current laws.
Other challenges, such as a lack of resources and technical limitations, also hinder the process of digital forensics. Insufficient funding can restrict access to the latest tools and training, while technical constraints may impede the ability to analyse complex data or navigate emerging technologies effectively. Addressing these issues is essential for enhancing the overall effectiveness of digital forensics in tackling cyber threats.
Emerging technologies like AI, machine learning, automation, and block-chain are changing how we defend against cyber-attacks and collect digital evidence. Organizations must stay vigilant, adaptable, and proactive to combat evolving cyber threats effectively.
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DF-Tools
	
Primary Function
	

Platform
	
Supported
Files
	
Features
	
Pros
	

Cons

	

Use Case
	Cost
	Free Trial/Demo

	Encase Forensic Software
	Digital forensics investigation & analysis
	Windows, MacOS, Linux
	1. NTFS
2. FAT
3. exFAT
4. HFS+
5. EXT
6. APFS

	1. File carving
2. Metadata analysis 
3. Data Acquisition
4. Acquisition Analysis Reporting
5. Timeline Analysis 
5. Keyword Search – Advanced index searching, Comprehensive language support
6. Easy Reporting with Customised Templates[22]
7. Workflow automation: EnScripts, which are automated code commands that streamline and automate tasks. Allows deep inspection of hidden, deleted, or encrypted files[3].
8. Advanced Encryption support: encryption support for Microsoft® Windows® 10 Microsoft® Bitlocker® XTS-AES, Dell™ Data Protection 8.17, and Symantec™ PGP® v10.3 investigators can acquire encrypted evidence without worrying about data corruption or unnecessary delays.


	High Speed Performance Bench Mark.  Tested by external consultant Team TAG [3].
Comprehensive Support: Capable of analysing a wide range of devices including computers, servers, Networked systems and mobile phones[23] [24].
Industry-proven track record with user-friendly Interface: an intuitive interface that allows investigators to easily navigate through data[25].
Strong Analysis Features: Provides advanced search features, keyword analysis, and file carving.
Legal Compliance: Well established Market leader, accepted in courtrooms globally due to its proven reliability and thorough documentation of forensic processes.
The suite of applications carryout different functions integrate seamlessly as the tools were designed and customised for efficient streamlined workflows and performance.
Well established reputable market leading company, established in 1997.  Has won SC Magazine Best Computer Forensic Solutions for 10 Years[25].
	Cost: EnCase can be expensive, making it less accessible for small or budget-constrained organizations[26].
Heavy Resource Usage: Requires significant system resources, especially during large-scale investigations.
Powerful with a wide range of advanced features i.e. Multi-tool suite: Beginners may find it difficult to use without adequate training.
Expert Knowledge is needed for initial setup[27].

	[28]


	Expensive, Market leader.
	No

	
	
	
	
	
	
	
	
	
	

	

DF-Tools
	
Primary Function
	

Platform
	
Supported
Files
	
Features
	Pros
	

Cons

	

Use Case
	Cost
	Free Trial/Demo

	
Cellebrite


	Mobile Digital forensics investigation & analysis
	
	
	1. Mobile data extraction App analysis, 
2. Timeline-analysis
3. Key Word Search using advanced indexing.
4. Good reporting capabilities
5. Free Shared Reader application so anyone authorised can view content and reports.
6. Copy from multiple phones simultaneously.
7. Integrated solution that is similar to Software-as-a-service (SaaS) and works like one application.  One graphical Pane controlling all forensic needs.

Cellebrite Inseyets is an integrated digital forensic suite that includes multi capabilities to close cases efficiently e.g. AI, Cloud storage, fast and accurate analysis of big data[29].

Cellebrite Tools:
Guardian – Secure and Scalable Could-based Solution.

Pathfinder: An analytics solution that efficiently analyses multiple mobile data sources, quickly identifying crucial insights for investigations[30]


	Mobile Device Specialisation: Offers Extensive support for mobile device extraction similar to enCase, including encrypted data and deleted files[30].
Extensive Device Compatibility Capable: Supports a broad range of mobile devices across different operating systems (Android, iOS, and others)[31].
Advanced Features: Includes support for physical, logical, and file system extractions, as well as decryption and password bypassing[32].
Extensive support because it is a commercial paid for product.




	One of the Market leaders for mobile Forensics which makes Cellebrite one of the most expensive tools.
Mobile Phone Specialist Software: While excellent for mobile forensics, it’s not as extensive for general computer or network forensics as some of the other commercial products.
Learning Curve: The suite of tools can be complex to use effectively without adequate training.

	
	Commercial and expensive.
	

	

DF-Tools
	
Primary Function
	

Platform
	
Supported
Files
	
Main Features
	
Pros
	

Cons

	

Use Case
	

Cost
	Free Trial/Demo

	6. FTK Imager and FTK Suite (Developed by exterro)
	
	Windows and Linux
	
	1. Rigorous cloning capabilities ensuring accurate replications[33] [27, p. 24].
2. Ability to examine  Windows Registry
3. Easy to Use Interface
4. Free version has excellent imaging but Minimal analysing capabilities[27].
5. Paid for version/suite is feature rich with advanced analysis capabilities like Gen-AI-Based  and Workflow assistant[34].

6. FTK Tool Kit:
FTK Forensic Toolkit
FTK Lab
FTK Imager
FTK Enterprise
FTK Connect
FTK Central[34]

7. Full Volume BitLocker Decryption
8. Parse all major browsers with URL categorization
9. Recover deleted data with data carvers
10. Investigate mobile phone data - FTK supports native, unprocessed extractions from mobile devices provided by tools like Cellebrite and Oxygen.

11. Image Identification & Categorization using Artificial Intelligent 

12. Automate processes with Python— Invoke and utilize the capabilities of Python scripting directly from within the FTK interface, which keeps all the data in one location and reduces the risk of Corruption and chain of custody errors. 

	1.Advanced Disk imaging and analysis. Opensource version has limitations compare to Commercial suite but still a very good[35].

2. Fast Data Processing, speedy indexing and searching large volumes.

3. Good Integrated case management which improves collaboration[35].

4. Support for Disk Imaging – Create images in a closed secure forensic environment[23].

5. AI integration to improve search efficiencies.

6. Extensive support for paid for suite of products.
	1. Paid version can be costly. Depending on add-ons and tools integration

2. Limited Mobile Forensics capabilities in relation to other Commercial products.

3. Can be resource intensive, especially during big data processing.

4. Minimal support for the Free version.

5. The number of features could be overwhelming.  Especially with the paid suite[22] [24].

7. In-depth training will be needed to appreciate the full capabilities.
	
	




	Free   (Limited Functionality) and Commercial version/suite feature rich.
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Use Case
	Cost
	Free Trial/Demo

	





Magnet Forensics 
Axiom


	Digital forensics investigation & analysis
	Windows
macOS
	
	Imaging Files and Devices: Create bit-by-bit forensic images of multiple devices like mobiles, Hard Drives, Cloud Storage and other storage. 



Mobile Device Acquisition: Support for extracting data from a wide range of mobile devices, including iOS, Android, and feature phone i.e. Magnet Verakey[36].

Advanced Cloud Data Extraction: Tools to retrieve data from cloud storage services such as Google Drive, iCloud, and Dropbox[37].

Remote Data Collection: Ability to perform remote acquisitions over the network, reducing the need for physical device access.
	1. Integrates well with Cloud Platforms.

2. Well-established in Mobile and Cloud forensics

3. Proficient in retrieving internet history from various devices, especially mobile phones.
4.Detailed timeline analysis ensures comprehensive insight.

5. Large suite of tools with an abundance of Forensic capabilities.

6. Streamlines workflow well because the tools are built to work together.

7. Automation and AI functionality to improve the time efficiency of analysing data and repetitive tasks.


	Reliance on continuous updates to support the latest mobile OS versions.
Some advanced features could be overwhelming.
The steeper learning curve for beginners compared to some open-source Tools.  Due to the advanced Suite of tools capabilities between commercial and Opensource tools.
 

	[38]

[39]

[36]
	
	

	

DF-Tools
	
Primary Function
	

Platform
	
Supported
Files
	
Features
	
Pros
	

Cons

	

Use Case
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	Sleuth Kit (+Autopsy)
	Digital forensics investigation & analysis
	Windows macOS, and Linux
	
(ISO9660, HFS+, NTFS, Yaffs2 and UFS, FAT32/12/16/exf AT, Ext2/Ext3 /Ext4, CD-rom) [24] 





	1. File system analysis
2. Keyword search
3. File carving
4. Metadata analysis
5.Disk Imaging
6.Data Recovery
7. Email Analysis
[23] [24] [33] [22] 

	1.Comprehensive filesystem analysis.
Sleuth Kit is open-source and available for free.
Good at recovering deleted files even when there is Meta -Data corruption/errors.





	Command Line Interface: Sleuth Kit's command-line interface may be challenging for users unfamiliar with such environments.
Limited GUI: Although Sleuth Kit can be integrated with Autopsy for a GUI, some of the cores are command-line-based.
Not as User-Friendly: Lacks the polished interface and ease of use that some commercial tools offer.
No AI integration capabilities without integration with other commercial tools.
No built in Cloud storage functionality like the Commercial products that can auto scale to cater for large forensic data imaging evidence requirements.

	
	Free
	N/A
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Features
	
Pros
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Use Case
	Cost
	Free Trial/Demo

	Autopsy
	Digital forensics investigation & analysis
	Windows and Linux
	


	1. Post-mortem examination - 
2. Forensic pathology
3. External examination
4. Internal examination
5. Provides a graphical interface for Sleuth Kit's functionalities.
6. Provides additional features like timeline generation, keyword searching, and media analysis[23]

7.Can add-on Cyber-Triage tool at a cost.  It integrates with Autopsy to improve investigation by integrating Analytics, Threat |Intelligence and Past incident data. Developed by the same team that created Autopsy and Sleuth Kit[40], [41].

	Advanced graphical user interface.

Good Case Management – GUI Wizard\Template.

Makes several Sleuth kit CLI tools easier to use.

Integrates well with other tools like Cyber-triage, Project VIC (Victim first) and C4A, tools for Investigating Internet crimes against children for Law enforcement agencies[42] [43].

Good Reputation: Has been used in the industry for a long time so proven track record.


	Limited Support unless the company pays a subscription.  However, renowned industry tools so lots available.


	[44]
	Free Tool.  Subscription-based support.
	Free

	Caine
	Digital forensics investigation & analysis
	Linux

Has to use a hypervisor to run on Windows as a VM.
	NTFS, 
FAT,
HFS+
Ext
	1.Linux-based OS
2. Forensic tools
3. Live analysis
4. Data imaging
5. File carving Recovery
5. Can boot from USB and un the platform without altering the host disk integrity.
	
Live forensic analysis environment.

Integrates with Forensic tools like Autopsy, Sleuth Kit and Volatile, amongst other.

GUI - Ability to Write-block, ensuring disk cannot be accidentally changed.

Integrated desktop with multiple Forensic utilities like Kalli Linux. 

The Platform experiences all the advantages that the individual tools experience like:
A. File Carving
B. Imaging and evidence collection.
C. Memory analysis
E. Report Generation 
F. Log Analysis
G. Network Forensics
H. Incident Response
I. Encryption Support
	
1. Will not have the integrated AI and automation ready to be used in a well-designed way to help improve workflows. 
It takes more work, and the analyst will need to devise a plan to use multiple tools.  

2.It’s an Opensource platform with multiple applications. Each individual tool will require the analyst to create a methodology or process that is much more labour intensive.  Not as integrated, streamlined and easy to use as the commercial tools.


	
	Free
	N/A

	Forensic Investigator
	
	
	
	1. Scientific Knowledge
2. Attention to Detail
3. Analytical Skills
4. Communication Skills
	Customizable evidence collection
	
	
	
	

	 X-Ways Forensics
	
	
	
	1. Images and copies of disks
2. Examining the File System
3. Searching for Keywords
4. Analysis of the Registry and Artifacts
5. A look at the timeline [45]
	Multi-platform forensic investigation.
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	7. Dumpzilla
	
	Windows
MacOS

Linux
	
	1.Data extraction
2. Forensic analysis
3. Web browser artifacts
4. Internet history
5. Write protection
6.Report Generation
	Browser artifact recovery.

Performs with multiple platforms including Windows macOS and Linux.  

Excellent capabilities extracting and analyses data from Firefox and Seawea.sel and Seamonkey 

Extracts multiple artefacts, Including cookies, bookmarks, cache, history, logins, addons, saved passwords and download[22].

Graphical user interface, ease to use intuitive interface.

Good data recovery or evidence retrieval capabilities fort lost or deleted browser data/artifacts.

Cli capable of scripting and forensic flow automation.




	Doesn’t support some of the Market leading browses like Edge, Chrome and Safari.  Only supports Firefox, Iceweasel and Seamonkey clients.

No real-time analysis capabilities, only offline forensic analysis.  This could be seen as an advantage as well, in-relation to write-blocker functionality integrity.

CLI for scripting and automation can be hard to familiarise and learn for some users.

Support not as extensive as commercial grade forensic tools.
	
	Free
	N/A

	8. ExifTool
	File-Specific Meta-Data Extraction and Analysis.
	
	JPEG, TIFF, PNG, MP3, WAV, AVI, MOV, and PDF
	1. Different Output Options
2. Help with Geotagging
3. Remove Embedded Thumbnails
4. Changes to the date and time
5. Cross-Platform Support

	Metadata extraction and manipulation.

Wide range of Digital camera compatibility including; Canon, Casio, DJI, FLIR, FujiFilm, GE, GoPro, HP, JVC/Victor, Kodak, Leaf, Minolta/Konica-Minolta, Motorola, Nikon, Nintendo, Ricoh, Sanyo, Sigma/Foveon, and Sony.[23]
	No graphical interface, command which makes it harder to use.

No as intuitive as some of the graphical user interface tools.
	
	Free
	N/A

	9. Toolsley
	
	
	
	1. Images and copies of disks
2. Examining the File System
3. Searching for Keywords
4. Examining the Registry
5. A look at the timeline
	Automated forensic analysis
	
	
	
	

	10. Browser History
	
	
	
	1. Looking at Session Information
2. History Leaving
3. Different ways to search and sort
4. Length of Visit
5. Details about the last visit
	Web browsing history examination.
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	Wireshark
	NetworkProtocol Analyser
And Network Forensics
	Windows, Linux, macOS,  FreeBSD, NetBSD, and OpenBSD.

	
	1. Packet Capture and Analysis: Live capture and offline analysis
[bookmark: _Toc194590496][bookmark: _Toc194613076][bookmark: _Toc194613244]2. Protocol Decoding - 
3. A wide array of display and capture filters.
[bookmark: _Toc194590497][bookmark: _Toc194613077][bookmark: _Toc194613245]4. Packet Colouring
[bookmark: _Toc194590498][bookmark: _Toc194613078][bookmark: _Toc194613246]5. Packet Reassembly (Fragmented packets).
[bookmark: _Toc194590499][bookmark: _Toc194613079][bookmark: _Toc194613247]6. Statistics and Analysis Tools[46]
[bookmark: _Toc194590500][bookmark: _Toc194613080][bookmark: _Toc194613248]7. Packet Reassembly (Fragmented packets).
[bookmark: _Toc194590501][bookmark: _Toc194613081][bookmark: _Toc194613249]8. Customizable Interfaces
[bookmark: _Toc194590502][bookmark: _Toc194613082][bookmark: _Toc194613250]9. Security and Encryption Analysis
10. Decrypt specific  and analyse secure communication for protocols like SSL and TLS[47].




	Wireshark can be used during the post-incident analysis to reconstruct 
timeline of the attack, identify affected systems, and trace the attacker’s movements.

It’s open-source and free for everyone

Packed with powerful features.

Good graphical user front-end

Highly reputable and proven track record.  
Has been used in the industry for way over a decade for multiple uses i.e. trouble shooting as well as digital forensics.





	Steep learning curve: Broad spectrum of capture and analytical capabilities.  Some technical knowledge needed to grasp the full potential. 

Basic Forum support, nothing like the commercial paid for products.  However, this a market leading tool that has been around a long time so many organisations offer paid-for in-depth training and support.
	
	Free
	N/A

	
	
	
	
	
	
	
	
	
	

	Volatile
	Memory Forensics
	
	
	Single, cohesive framework analyzes RAM dumps from 32- and 64-bit windows, linux, mac, and android systems. Volatility’s modular design allows it to easily support new operating systems and architectures as they are released.
Data Carving.
Command histories.
Console input/output buffers.
USER objects (GUI memory).
Network related data structures.
Extensible and scriptable API.
Fast and efficient algorithms let you analyze RAM dumps from large systems without unnecessary overhead or memory consumption.

	
	
	[44]
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	Cyber Triage
	memory analysis and integrating threat intelligence















	Windows
	
	1.Memory Analysis
2.Mobile Forensic
3.Real time Data collection
4.Automated incident response.
5. Queue multiple file-based collection
6. Automation capabilities
7.Custom reporting
	Strong integration with Microsoft and various open-source tools.
The mobile forensics feature provides broader applicability.
Has four versions, Basic version has limited functionality and the remaining three increase in price for added features.
In-depth memory analysis facilitates a deeper understanding of incidents.

Integrates well other tools and sits

	Expensive tool to run[48]

Reliance on third-party integrations for some functionalities.
Not all features might be intuitive for novice users.
Lite version misses several important functions to carryout efficient Digital forensic analysis e.g. network collection, File analysis using YARA rules.[49] and correlation analysis[50].
May require specialized training for full utility.



	
	1 free version and 4 paid for versions
	7 Day Trial
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systematically enhance detection
capabilities and expedite root
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It's not especially shocking, then,
that respondents indicated evolving
cyberattack techniques continue
as the trend that poses the greatest
challenge to their investigations
(Figure 6).

Of course, what adversaries do is
beyond an organization’s control;
however, DFIR practitioners also
report several common challenges
that can be addressed directly.

Leadership needs to recognize
DFIR capabilities must continually
evolve to keep up with investigative
needs, and policies must permit
practitioners to do their jobs,
otherwise effectiveness and
efficiency will decline.

Investigation challenges (largest to smallest)

Evolving cyberattack techniaues [IFSAGII 305%
Budgetary constraints [NIASHINN  265%

Increasing volume of investigations and data |05 291%
Time-consuming repetitive tasks [T210%1 276%
Growth of the remote/hybrid workforce [1010%1 279%

Shortage of expertise [B5H1 2m1%

Do not have right access of permissions to acquire data [J8i3%1 2%

Too many tools that are not integrated with each other BB 254%
iculty acquiring from remote and/or off-network endpoints [iOB%N  22.8%
Sharing my findings with stakeholders B 177%

0% 10% 20% 30% 40% 50%

I Exveme problem [ Large problem

Figure 6: Please indicate to what degree the following potential challenges are problematic for

Your investigations, overall.
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With over 2,000 responses from law enforcement
professionals in nearly 100 countries, including
forensics examiners, investigators, agency
managers and prosecutors, the 2024 Industry
Trends Survey uncovers how agencies are
implementing digital intelligence strategies to
combat the challenges of an ever-increasing
amount of digital evidence.

The survey respondents represented a range of
agency types and sizes globally, including federal
or national law enforcement agencies, military
and intelligence organizations, state, city and
local agencies to include large metropolitan
cities, small departments and sherif’s offices.

,

8%

APAC

10%

LATAM

Respondents

1 7% By Region

EMEA

65%





image7.png
The survey found the biggest challenges examiners face are:

o)

Accessing Encrypted
Devices Apps

1
=)

=25
==y

Extraction
Time

What are the biggest challenges you face when

performing digital examinations?

73% mmes
580 e
38% sz

0 Theamointoissa tatneeisto
29 / b exracted
0 e

25% ==
24% ==
23% ==
23% =
13% =

1
&
LJ
Not getting
Volume enough data
of Data from a device

liull extractions]

Not getting enough data from the device.

Inabiltyto decode artifacts

The volume of phones-

Devices that have been damaged

Sharing the report andfor evidence fles
within and outsde of the agency




image8.png
ByComponent

ByType

By End-user Vertical

By Geography

Service

Mobile Forensics.
Computer Forensics.
Network Forensics
OtherTypes.
Government and Law Enforcement Agencies
BFSI

ITandTelecom

Other Enduser Verticals
North America

Europe

AsiarPacific

Latin America

Middle Eastand Afrca




image9.png
A Type here to search

Contents

Foreword: Viscount Camrose
Executive summary

1. Introduction

2. Profile of the UK cyber
security sector

Location of cyber security
firms (UK)

Economic contribution of
the UK cyber security
sector

Investment in the UK cyber
security sector

Supporting the growth of
the sector

Regional snapshots
Report authors
Appendices

Ourstandards and
accreditations

& Print this page

Figure 4.4: Estimated Cyber Security Employment by Region

Change to table and accessible view

. Estimated Regional Employment
. Registered Employment

R
reater London

South East

[10%
North West
South West B

6%

Scotland

East of England

West Midlands

Yorkshire and the Humber IE

Northern Ireland

[

Wales ©

| KA

East Midlands 1%

North East ll':’%

16:17
11/02/2025

=





image1.png
Digital Forensics and Cyber Security Tools

R5

Cybersecurity Vs Cyber Forensics





image2.png
Number of smartphones sold to end users worldwide from 2007 to 2023

(in million units)

Vs B 088 .

1223239207238

S

© sédtonsnformaton Showsource ©

DOWNLORD

srorfl usfl el (e ]

Source
~ Show sources nformation

= Show publisher information

~+ Use Ask tatisa Research Senvice
Release date

January 2023

Region

Worldwide

Survey time period

2007102022

Supplementary notes.
*rorecast

‘Open this statistic in..
W french




