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“There are only two types of companies: those that have been hacked and those that will be.”

	
[image: ]  Managing digital identities




	MANAGING DIGITAL IDENTITIES


	[image: ]  ASSIGNMENT TWO
Up until television broadcasting, businesses formerly advertised themselves tangibly, such as in newspapers, phonebooks, leaflets/ flyers, sponsorships and posters. However, following the titan birth of the world wide web (www), businesses have been able to cannonball their viral marketing and digital presence to audiences and target masses across the world with their website/s, saving time, capital and efforts in business development, recognition and branding.
The internet facilitates websites, social media platforms and data collation. Due to most individuals having access to the internet, primarily from handheld devices such as their phones, by having information accessible on a website or online, internet users can quickly acquire information. Online information and websites are instrumental to sustainability as they house all information, from locations to services and contact details. This prevents the user having to contact a company directly. Furthermore, the user can make executive decisions based on the information websites provide, in example price comparison, or online holiday booking – it enables people to be organized and plan, from menus to availability of products. Due to how heavily accessed the internet is, it is crucial that as much information is showcased on a company’s website as possible, it can be detrimental to profits if a prospective consumer can gain information of a competitor elsewhere quicker.
One very proficient tool that is heavily utilized by companies is data collection. As insipid as it may seem sometimes, many websites automate a pop-up box asking for your name and email address with the incentive of future discounts. Although this takes very little time to complete and mostly involves the odd marketing newsletter every so often, the company has now attained your data. Externally, if you create an account on a website it promotes a sense of invested engagement with the website that is unique to you. However internally, the company has now received your details, meaning you are easily contactable. By digitally analyzing your search, purchase history and patterns, websites can then market automatically filtered, tailored specifically - to -you products and services in similarity to your search criteria. Should you add items to the website’s cart and terminate the transaction before payment, most of the time you shall receive a discount code to complete the transaction. From a company’s market research, they can record patterns enabling them to [image: ]forecast future profits, patterns and trends. 


Synergizing is highly beneficial for companies with multiple businesses. In example, Whitbread Plc parent outfits such as Premier Inn and Costa Coffee. Having easy, visible logos and websites links to one another paves an easy, free trail of marketing. 


[image: ]It could be argued that the collection of your data is exchanged for better discounts and vouchers, like a business transaction and this builds a relationship between the prosumer and the company. Nevertheless, when companies collate users’ data, it is stored internally. Companies are notorious for selling customers’ information to outcall sales companies such as utility and insurance companies. Since websites began to monitor and accumulate our data, it could be mirrored to the Wild West with minimal policing, whereby data was simply sold to the highest corporate bidder third party and deals were made. Nevertheless, in the more preset day due to GDPR, rules and regulations have become monumentally stricter, with more militantly managed ethical data collection via cookies. ASOS, the retail goliath is a prime example. They have millions of customers and sell over 2 billion items annually; they are proficient in their amazing relationships with their customers via viral marketing following tracking your activity, this also assists companies in being competitive in pricing with their competitors. Progressive proofing enables companies to retrieve as much information as they can on you. By retrieving your feedback they then can improve and forecast.


[image: ]Of course data analysis doesn’t stop at websites. For example, at Disneyland customers who wear the Disneyland watches are tracked systemically so park users can be marketed to directly, in example suggestions of where to go and what to do. Furthermore, Centre Parks recognize what activities you have participated in so they can offer you future discounts to repeat your experiences. EU Rail engage with their customers via their app. They ask you where you are situated on trains to attain research, and send discount offers via email on a weekly basis.  Bounty, Boots and Moonpig store your data and market to you either the following year, throughout your pregnancy gestation and for reminders of prescriptions. These are highly effective marketing strategies for account members who have subscribed, and are able to make purchases should they have forgotten a Birthday or to write a date down, etc.










[image: ]Internally, customers’ binary data forms a company’s database. Although the customer uniquely authenticates their accounts, the company is analyzing the activity. Each of the planet’s individuals have unique DNA in which cannot be manipulated. Their information can be derived from their DNA. Once you upload documents such as driving licenses, passports and NI cards, an organization, such as the DVLA or Direct Gov can confirm your identity. When you contact a bank, or login to a website you are asked security questions. However, companies can take their data and be underhanded. Mecca Bingo is tarnished for attaining members’ details and then using the data to create ‘users’ in online bingo halls, meaning genuine users are playing against bogus accounts.
Factually, peter.r.whealer99@hotmail.co.uk became fake member: peter.r.whealer99. This was only discovered when the user saw Congratulations peter.r.whealer99 and realized it was a Mecca generated ‘account.’
When a user creates their account, they should make their login details as different to other accounts of theirs as possible. This is because internal and external espionages can try other sites and applications, marrying up patterns, codes and names using the same login details they have acquired from the database/s they have hacked.  Furthermore, when you purchase a handset, either on contract or sim-less, what is to say the manufacturer/s aren’t monitoring you around the clock?
[image: ]There are many security hurdles people can put in place to prevent hackers, such as two-step verification; additional passwords; syncing to another device or fingerprinting, but organizations such as banks and credit companies are not all watertight. Equifax’s internal databases were infiltrated by hackers in 2017 and 146 million accounts were copied, meaning all bank details and credit histories were stolen. Equifax settled with regulators for $700 million over its industry-shaking 2017 breach. This resulted in ample ID theft and Equifax being fined. 
Companies need to weigh up the probability of a hacker infiltrating their umbrella of information with the mitigation cost of doing so. The cost of mitigation should be less than the risk value. Threats includes breach of confidentiality, impacts of brands, loss of sales or investment, with the cost of putting preventative measures in place. Their world is a matrix of individuals’ data.



	COMPANY
	THREAT
	COST
	HOW TO MANAGE
	ACTION

	Etsy
	Tweet accidentally sent from Etsy account instead of employee’s own account
	0.7 (not all customers on Twitter) x £300,000=£210,000
	· Limit users
· Full staff training
· One password
· Two-step authentication to Etsy CEO
	Mitigate



If a company has a social media account, they need to be mindful of who manages it. Employees who manage domains can infiltrate accounts and create chaos, intentionally and unintentionally. If there has been hostility between a company/ manager/ CEO and an account administrator, the administrator could utilize their power over the account and send messages to the market base and public. Furthermore, the administrator needs to be trustworthy in their practice of confidentiality and professionalism. Each employee and associate of an organization represents their company. If someone were to publicize anything that linked to their employer, it could pose threats to the company, therefore they should always be mindful of that. 
In addition, if there are multiple administrators it would be difficult to attain who was responsible for post which incident. That’s why it is best for all users to have an ID and a password, only known by them so there can be a trail. To further bullet proof the image of a brand, only one or very few trusted individuals should be tasks with managing any pr. By accepting, mitigating and controlling potential and current risks, companies can implement strategies and lower the risk of threats. From vigilant training programs and outsourced firewalls, companies can strengthen their people managed cyber security and digital presence, promoting acknowledgement of the risks of blurring the personal and professional lines.
[image: ]Whether permeated by internal or external hacker/s, organization can then hold the cards. No company wants the bad press of having its data breached – it would have immense ripple effects. They could lose their investors, customers, reputation and shareholders. For customers it could mean fraud, loss of trust, vast inconvenience… etc. Without a flow of investment, companies can fall into the financial red and potentially face liquidation. Customers could opt for a competitor’s services instead on the basis their information was not secure, and so they may have lost faith in the company, especially if they were not aware their data had been stored initially. Most security experts today believe it's almost impossible to keep all attackers at bay all the time. 

In 2018, The Marriott, the top hotel provider for the U.S. government and military, was targeted by hackers and it could have affected 500 million guests. The hackers successfully stole the information of 383 million guests, some of which duplicate records. In November 2019, Marriott said that hackers gained access to the Starwood Hotels reservation system.

When one of Marriott’s reservation systems were compromised, the attackers exfiltrated guests’ payment and personal information. This created a real overview of the Marriott’s threat landscape. The hackers had managed to decrypt Starwood’s customers’ records pertaining to individual guests.

[image: ]   Marriott first became aware that they had been hacked when a security tool that their outsourced IT infrastructure company,  Accenture (also employed by Starwood) flagged up following receiving an unusual database query. 
[image: ] However, loitering behind these specific attack vectors lay a series of cultural and business factors that we might label the root cause of the breach. The data breach had occurred in the Starwood system and was undetected for four years. It begs the question – was there no audit? Further to this attack, another had successfully hacked the system in 2015, and that had failed to be detected for over eight months. Following the acquisition of the Starwood resorts by Marriott I September 2016, most of the original staff, including corporate and managers of IT security were laid off, as part of the synergizing and saving on payroll. Due to the vast amount of hotels Marriott acquired, they were ill prepared to establish a new booing system, therefore continued with perineal system from Starwood. By this point the system limped on, zombie like, infected with malware for two years until it was revealed. 
[image: ][image: ]As potentially catastrophic as the hacking could have been, it should be noted that hundreds of millions of people had their passport and credit card numbers stolen, yet none been marketed on the dark web, perhaps an indication this was a government attack as opposed to mere cybercriminals.

 




[image: ]As a result of this data breach, Marriott incurred $28 million in (-but that only decreased the company's profit by $3 million). Cyberinsurance, which covered much of the initial costs associated with the crisis enabled the company to remain in the financial green. Insurance against cyberattacks is a relatively new subscription, but it seems to have been instrumental for Marriott’s sustainability. 




	[bookmark: _GoBack]“Passwords are like underwear: don't let people see it, change it very often, and you shouldn't share it with strangers” 
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outfits such as Premier Inn and Costa Coffee. Having easy, visible logos and websites links to one another
paving an easy, free trail of marketing.

Data breaches can still happen even in the middle of a pandemic. Hackers can take advantage of any vulnerabilty, like a health
crisis, loopholes in institutions' servers, or flawed security protections to steal your most personal and sensitive information: credit
and debit card numbers, Social Security data, your birth date and maybe even where you live.

It could be argued that the collection of your data is exchanged for better discounts and vouchers, like a
business transaction and this builds a relationship between the prosumer and the company. Nevertheless,
when companies collate users’ data, it is stored internally. Companies are notorious for selling customers’
information to outcall sales companies such as utility and insurance companies. Since websites began to
monitor and accumulate our data, it could be mirrored to the Wild West with minimal policing, whereby
data was simply sold to the highest corporate bidder third party and deals were made. Nevertheless, in the
more preset day due to GDPR, rules and regulations have become monumentally more strict, with more
militantly managed ethical data collection via cookies. ASOS, the retail goliath is a prime example. They
have millions of customers and sell over 2 billion items annually; they are proficient in their amazing
relationships with their customers via viral marketing following tracking your activity, this also assists
companies in being competitive in pricing with their competitors. Progresive proofing enables companies
to retrieve as much information as they can on you. By retrieving your feedback they then can

Of course data analysis doesn't stop at websites. For example at Disneyland customers who wear the
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Oh, Capital One. It feels like a million years ago, doesn't it? Hard to believe it was
only about five months ago that the bank exposed 100 million credit card
applications, 140,000 social security numbers and 80,000 bank account numbers --
including such personalized data as names, addresses, ZIP codes, phone numbers

and birth dates.
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l lu l l When one of Marriott's reservation

systems were compromised, the
attackers exfiltrated quests’ payment and
personal information. This created a real
overview of the Marriott's threat
landscape.

On September 8, 2018, an internal security tool flagged as suspicious an attempt to access the internal guest reservation
database for Marriott's Starwood brands, which include the Westin, Sheraton, St. Regis, and W hotels. This prompted an
internal investigation that determined, through a forensics process that Marriott has not discussed in detail, that the
Starwood network had been compromised sometime in 2014 — back when Starwood had been a separate company. Marriott
purchased Starwood in 2016, but nearly two years later, the former Starwood hotels hadn't been migrated to Marriott's own
reservation system and were still using IT infrastructure inherited from Starwood. When business’ merge or change, they
should ensure a new system is implemented to prevent previous users' entree and knowledge of former databases and
access logins.

PageGors 20s4words [} T Focus B
O Type here to search o]

o
(]
¥
D

k)
(=}
&

~Ama g

1% Share

Dictate.

Voice

© Comments.

Sensitivity

' + T

1207
! ooy N




image22.png
AutoSave Assignment Two B Jessica Elis (1807462)

Fle  Home Insert Design  Llayout  References  Mailings  Review  View  Help  Table Design  Layout ¢ Share 5 Comments
X cut - - = A - | OFind ~ N
fﬁ[a( Hetetica  «[135 <|AT A" Aav Ao @ 2L | aamocer| AABBC AAA QA AABE & Renh 8
opy AABBC ) Replace
b - A 2 A~ “ . TNormal | Heading1 Heading2  Title Subtitle E Dictate | Sensitivity
T S Fomatpainter TU-®xx A-2-A o~ 9 9 B select~ | .
@z 5 Font s Faragaph s sy 5 cating | voice | sensituy &

Format Text Effects ~ %

On September 8, 2018, an internal security tool flagged as suspicious an attempt to access the intemal guest reservation A IS
database for Marrott's Starwood brands, which include the Westin, Sheraton, St. Regis, and W hotels. This prompted an =
intemal investigation that etermined, through a forensics process that Marriott has not discussed in detail, that the

Starwood network had been compromised someime in 2014 — back when Starwood had been a separate company. Marriott 5
purchased Starwood in 2016, but nearly two years later, the former Starwood hotels hadn't been migrated to Marriotts own Shadow
reservation system and were still using IT infrastructure inherited from Starwood. When business’ merge or change, they. b Reflection
should ensure a new system is implemented to prevent previous users' entree and knowledge of former databases and
access logins. b &

b Soft Edges

Marriott first became aware that they had been hacked when a security tool that their outsourced IT b o
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And indeed, in July of 2019 a much harsher biow landed on the company. The UK’ Information Commissioners Offce

(ICO) levied a fine of £99 million — more than $120 million — for violating British citizens' privacy rights under the GDPR.

(The GDPR is an EU law, but still applies to Britain as Brexit has yet to go through.)

Indictment Marriott failed to follow the most important cybersecurity rule: assume you are compromised and act accordingly.
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