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Background

When a patient accesses healthcare services, they almost certainly will receive diagnostic tests and medication or other treatment for the identified illness or injury. These tests and treatments require consent in some form from the patient in order to be legal and ethical (Ferreres, 2019, p. 204). Dickey (2006, p. 25), explains the emergence in classical Greece of the ethical basis for informed consent, drawing on the principles of autonomy and well-being. The underlying principles on which laws and regulations regarding consent are based come from deeply embedded cultural values (Grady, 2015, p. 855).
MacLean (2009, p. 143) describes consent as the communication of a patient’s mental attitude towards a healthcare professional’s proposal. However, it can be argued that consent is a process that is not restricted to healthcare professionals, as non-registered staff can be involved in procedures, tests or treatments that require consent, even if this is not in the form of written consent (Cole, 2012, p. 550).
Obtaining valid consent is of legal importance to healthcare staff, as without this, giving medical treatment could amount to criminal law assault (Cave, 2017, p. 141). Whilst the development of case law surrounding medical consent is beyond the scope of this paper, it is important to note the shift towards shared decision making with patients following the 2015 ruling of the High Court in the case which is often now referred to simply as ‘Montgomery’ (‘Montgomery v. Lanarkshire Health Board’, 2015).
For many diagnostic and therapeutic healthcare procedures, the patient will be asked to sign a consent form following an exchange of information between the healthcare staff member and the patient, showing their agreement to the proposed procedure (Asarbakhsh et al. 2020, p. 277). Despite the medico-legal importance of this document, St John et al. (2015) found suboptimal completion of hand-written consent forms in a study of two NHS Trusts.
Paper consent forms suffer from many of the same issues as other paper medical records, such as difficulties in storage, becoming lost or being in a poor physical state (Waterson, Glenn and Eason, 2011, p. 121).
This paper considers the implementation of an electronic solution to recording of consent to treatment within a healthcare setting.

Literature review
A structured search method was used to identify potentially relevant literature. The ProQuest Central database was used as it is the largest single resource available which includes Health and Medical literature. Search terms were developed iteratively to include potentially relevant material. The final search query used was:

	“noft(("electronic consent" OR "eConsent" OR "e-consent" OR "digital consent") AND (healthcare OR surgery OR hospital OR procedure)) AND la.exact("English") AND (stype.exact("Scholarly Journals") AND pd(20160101-20211103) AND PEER(yes))”
The search returned 32 results, which were manually reviewed by title and abstract. Inclusion criteria used were:
INC_A) articles that involved electronic consent to healthcare diagnostics or treatment 
INC_B) articles involving electronic consent to medical trials and studies, where the consent method was the primary focus of the article

Exclusion criteria were: 

EXC_A) articles where electronic consent was incidentally mentioned, for example, as part of a trial protocol
EXC_B) articles relating to non-healthcare consent
EXC_C) articles relating to data sharing consent

Following title and abstract review, 22 articles were excluded. The breakdown by exclusion criteria was:
EXC_A) n=16
EXC_B) n=1
EXC_C) n=5
Total excluded	n=22

10 articles were included. The breakdown by inclusion criteria was:

INC_A) n=6
INC_B) n=4
Total included n=10
The full text of the 10 included articles was reviewed in order to produce the following literature summary.

Literature summary

Four articles were identified that explored the use of electronic consent for medical trial participants. In general, electronic consent was found to be well received by participants but did not have a significant positive impact on consent rates.
Abujarad et al. (2021) reported increased satisfaction and comprehension among a group who used virtual multimedia interactive informed consent when compared to traditional paper-based trial consent. The study was limited as an inclusion criterion was that the participant had an existing email address. This requirement may have inadvertently excluded participants who are technologically excluded and could affect the generalisability of the findings to a wider population. 
A study reviewing a pilot of electronic trial consent for patient’s legal representatives in an acute stroke trial found that 22% (n=12) of participants would have preferred paper consent (Haussen et al. 2020). The authors found that lower educational status was associated with a preference for paper consenting. This study did not have the same requirement for existing email addresses as Abujarad et al. (2021), so is likely to be more representative of the wider population’s attitude to electronic consent in a clinical trial scenario.
Bardach et al. (2020) found interactive patient care systems could be successfully used to provide information and capture electronic signatures as part of medical trial recruitment, although when used alone, recruitment levels were less than those achieved by in-person discussions.
Despite the limited impact on recruitment, Delente (2018, p. 22) quotes from an unreferenced 2014 study which found that over 66% of top 50 pharmaceutical companies had trialled electronic consent at the time of the study, although the original study could not be identified to assess the data or the collection methods. However, the acceptance of electronic consenting within pharmaceutical companies is also commented on by Vanaken (2016, p. 12) and more recently by Sather (2017, p. 18), who states that eConsent strategies are in place within all the top 10 pharmaceutical companies and whose survey found that 82% of respondents expected to adopt eConsent by 2020.
The relevance of these studies findings to treatment consent is uncertain. In general, the choice given to potential trial participants is binary – the individual can consent or decline to join a particular trial. Consent to treatment is likely involve a patient considering a number of treatment options and their relative risks and benefits (Ferreres, 2019). Naeim et al. (2021) studied a video consent process for retaining samples in a biobank. While the video consent was found to be easy and informative, it would be unlikely that the same approach could be taken with consent to treatment as this involves a discussion of treatment options and associated risks, which is not necessary for a simple opt-in/opt-out choice of whether samples can be retained.
Within the literature, there is no clear consensus on a definition of what is considered ‘electronic consent’. Some refer to an electronic version of a consent form, such as Haussen et al. (2020). Others describe electronic consent (or e-consent) as providing patient information leaflets in an electronic format (Bethune et al. 2018). 
Chantler et al (2020) evaluated an electronic consent pilot in a school-based human papilloma virus vaccine programme. The evaluation found that there was no statistically significant difference in vaccine uptake between schools using electronic consent and schools using paper-based consent, although the paper does identify some issues with the implementation phase that may have negatively impacted on staff and young people’s use of the system. The authors commented on tight deadlines which limited the time available to train staff in the use of the system. 
The impact of the COVID-19 pandemic on consent was explored by Mukherjee and Raza (2020), who identified that electronic consent could address problems in obtaining a hand-signed consent form when many pre-surgery consultations were taking place via video calls due to the social distancing restrictions.
In summary, there is more literature exploring electronic consent from a medical trial perspective than with consent to treatment. Some of the knowledge from electronic clinical trial consent is transferrable to treatment consent, however the complexity of the consent process and the implications are different between these two applications. The literature demonstrates that introduction of an electronic consent system does not, in itself, improve the process for patients. There is likely to be more focus on electronic consent to treatment over the next few years, as face-to-face appointments are reduced and more pre-surgery consultations are carried out virtually, due to the ongoing impact of the COVID-19 pandemic.


Aims and objectives

Project aim

The overall business aim of the project is to improve the legibility, completeness, security and retrievability of consent forms relating to patient treatment.

Benefits

As with the wider medical record, implementation of electronic recording of consent aligns with the government strategy set out in Informed Health and Care. Many of the general benefits of electronic patient records also apply to consent, including improved data sharing and access, reducing errors and avoidable harm and learning from data (Welsh Government, 2016, p. 17).
As with any paper-based record system, traditional handwritten consent forms are open to tampering, such as altering the content after a patient has signed the document (Dyer, 2018). This vulnerability would be eliminated with the use of an electronic record system.
Electronic, or even simply printed consent forms are likely to be more legible. A small study by Wong, Von Arx and Paterson (2015) found a patient preference for printed consent forms over hand-written consent forms. 
Although an electronic system for recording consent does not automatically improve consistency between healthcare professionals regarding the information given to patients, it does allow for individual practices to be compared without manual review of paper consent forms. This is particularly important as the literature demonstrates that key risks are sometimes not recorded by healthcare professionals (St John et al. 2015).

Objectives
To achieve the business aim, the following objectives are included within the scope of the project
A)	Identify a suitable clinical speciality within secondary care to be an initial 			adopter of electronically recorded consent.
B) 	Assess current practices regarding consent within the speciality, including 		scoping any current electronic record systems to which interfaces would be 	required.
C)	Engage with stakeholders to establish requirements for electronically recorded 	consent.
D)	Develop an electronically recorded consent system.
E)	Test electronically recorded consent system and ensure it meets both regulatory 	and user requirements.
F)	Assess and develop a training plan for clinicians and any required patient 			education materials.
G)	Deploy system within speciality and engage with users to identify any critical 	fixes or enhancements.
H)	Continue development cycles to maximise the system benefits.
I)	Measure the impact of the system.
J)	Collate learning to inform future implementations in other clinical specialties.

Methodology
Project methodology
Although the literature search did not identify any published literature specifically regarding project management of electronic consent system implementations, it can reasonably be argued that experiences with electronic medical record projects are likely to be transferrable. In a review of literature on electronic medical record projects in primary care, Ludwick and Doucette (2009) found that the risk of failed implementation can be minimised through the use of project management processes. This is echoed by a more recent, but smaller, study of electronic health record implementations in Saudi Arabia, in which the author concluded that project management practices can help accomplish successful projects (Aldosari, 2017).
There are numerous project management methodologies in the literature, with many being created, adapted and combined. Broadly, these fall into one of two types. Traditional project management, where requirements are clearly planned and delivery to the client takes place near the end of the project. This approach is often referred to as ‘waterfall’ (Bentley, 2000) and includes methodologies such as PRINCE2®. The second type of methodology is focused on collaboration with clients and delivery takes place at an earlier stage in the project, followed by iterative development cycles. Many of these type of methodology were based on the principles of agile software development, which has developed into an approach to non-software projects (Project Management Institute, 2017, p. 5).
Unless there is an organisational mandate to use a particular project management methodology, the choice is likely to be determined on the best fit for the project. Allan (2017) suggests criteria for choosing between three approaches: traditional, PRINCE2® or similar, and agile or similar. Allan (2017) proposes a traditional or PRINCE2® approach for projects that involve strategic change, but indicates that an agile approach is particularly suited to projects involving rapid technological change.
Methodologies based on an agile approach are becoming prevalent in digital services, with organisations such as the UK Government mandating the use of the agile approach to project management for government digital services (UK Government, 2021). Although a more technically focussed project than electronic consent, the use of a non-agile project management approach was highlighted as a concern in a National Audit Office report into the failure of the General Practice Extraction Service (National Audit Office, 2015).
One of the key advantages to using a methodology based on an agile approach is its adaptability to changing requirements (Allan, 2017). This would be beneficial for an electronic consent project as the developed system may need to be altered to meet the changing needs of updated legal requirements, new medical treatments, or speciality-specific issues. It is proposed to use the Adaptable Project Management methodology developed by Bentley (2020), which combines the structured approach of Project Management for All with the agile principles for software development. 
An example of the need for rapid adaptability of systems has been demonstrated by the additional risk factors that need to be considered as part of consent to elective surgery, due to the ongoing Covid-19 pandemic. These risks vary by region and even down to individual healthcare settings. The consent conversation between patient and professional has also been affected with personal protective equipment being a potential impediment to understanding of non-verbal expression (Jose & Joy, 2020).

Implementation and change management
Implementation of new systems in a complex healthcare environment can be problematic, especially where this involves digital technology. Ross et al. (2018) explains some of the factors that can contribute to a difficult implementation, including interoperability and disruption to the interactions between healthcare professionals and patients. The latter is a particularly significant factor for electronic consent as the informed consent process is a complex interaction, which has been required to become more in-depth since the Montgomery ruling (McKinnon et al. 2018).
As well as being a complex patient-professional interaction, there is also significant variation between specialities. Hall et al. (2020) surveyed staff from across a broad range of surgical specialities to establish current practices regarding consent. Significant variation in practice was found, despite best practice guidance being available from overarching organisations, such as the General Medical Council. The survey also highlighted variation in the information given to patients during the consent process, with around a 1/3 to 2/3 split between respondents who routinely gave patients risk percentages and those who did not (Hall et al. 2020).
There are a number of change management models that have been used in healthcare settings, with some of the most used being Kotter’s 8-Stage Model and Lewin’s 3-Stage Model of Change. A systematic review of the application of change management models in healthcare by Harrison et al. (2021) found that the models were primarily used as a guiding framework rather than a management process. The authors also proposed that this fitted with the idea of healthcare as a complex system. 
A change management model can help to deliver a successful project. Although the different change models vary in their structure and terminology, the ultimate goal for all models is achieving successful and sustainable change. Using the 8-Stage framework set out by Kotter (2012), a change management approach for the introduction of electronically recorded consent is explored in the following section.



Change management framework

Establishing a sense of urgency

Obtaining patient consent is, in terms of time taken, a relatively small part of a patient’s overall diagnosis and treatment. McKinnon et al. (2018) found through a survey of 550 surgical staff that 49% of respondents reported consent discussions were completed in less than 11 minutes. Healthcare professionals taking informed consent from patients may not be aware of the potential significant legal and financial implications of a missing, illegible or poorly completed consent form.
In order to establish the sense of urgency described by Kotter (2012), the project team can use published claims information to demonstrate to healthcare professionals the importance of accurate and complete consent documentation which is securely stored for later use, such as the overview of cerebral palsy claims in Magro (2017). Conversely, every consent discussion which is recorded on a paper form is vulnerable to loss and damage, which can lead to indefensible legal claims and a negative impact on the healthcare organisations finances.

Creating the guiding coalition
Kotter (2012) describes the need to have the right team composition to bring about change in a fast-changing business environment, and this is also true in a fast-changing healthcare setting. Involvement of clinicians within a project team was identified by Harrison et al (2021) as a success factor, particularly when a project is clinician-led.

Developing a vision and strategy
A clear vision helps to overcome individuals' reluctance to take the necessary steps to achieve a goal, when those steps may go against those individuals’ self-interest (Kotter, 2012). In the implementation of an electronic consent record, those steps may be things such as taking time to undergo training, or a temporary lengthening of the time taken to complete informed consent while the healthcare professionals become familiar with the new system. If those involved understand and align with the project’s vision, they are more likely to embrace the changes and efforts needed to achieve this.

Communicating the change vision
A change vision can only be effective if it is communicated to those who need to participate in reaching the vision in an understandable way. Kotter (2012) urges organisations to write visions in simple and direct language. ‘We want to eliminate lost, damaged or illegible paper consent forms by switching to an electronic system’ is likely to be better understood that ‘we want to implement a web-based application to gather and store consent-related data and virtual signatures, integrated with our existing patient management system’.

Empowering employees for broad-based action
Although this step is geared towards larger organisational changes, it still has relevance to the implementation of electronic consent recording. Kotter (2012) describes how organisations and the structures within them can create barriers to employees working towards the vision. Of particular relevance to the project described in this paper, the importance of training is highlighted. Not only technical training, but also training on skills and attitudes. 

This step is also about removing barriers that prevent staff from achieving the vision. Removing these barriers requires an understanding of existing processes and how proposed changes may impact on these processes. For example, an individual healthcare professional may want to use an electronic consent system, but no computer is available in the room where the consent conversation takes place.

Generating short-term wins
Kotter (2012) sets out the importance of short-term wins in keeping staff engaged with a vision and build momentum. This aligns with an advantage of selecting an agile-based project management methodology as this approach gives delivery of an initial system earlier in the project timeframe that with a traditional waterfall methodology (Bentley, 2000). 

Consolidating gains and producing more change
A successful system implementation gives an opportunity for additional improvements to be explored. Kotter (2012) describes how the project team (or ‘guiding coalition’) can leverage the credibility gained to take on bigger change projects. In an electronic consent implementation, the initial introduction of a system could allow the speciality to explore other opportunities to improve the consent process through better availability of information on the content and quality of consent documentation.

Anchoring new approaches in the culture
Kotter (2012) states that changes will only sink into an organisation’s culture if the changes work, and new systems are better than previous ones. A successful implementation of an electronic consent process contributes to the emerging culture change within healthcare away from traditional paper-based records towards more digitally enabled care.



Measures

Interventions

As outlined in the ‘Objectives’ section of the paper, there are ten identified objectives requiring intervention as part of the project. These interventions and the associated evaluation of impact are explored in the following section, through the application of the principles of Adaptable Project Management (APM) (Bentley, 2020 p. 38).
The first principle of APM is to focus on the business need (Bentley, 2020 p. 38). This is particularly prudent in healthcare IT implementations as focus can easily drift away from the overall project goal and towards the technical system itself. 
This focus can be aided by careful selection of the initial speciality to engage with the project. This involves considering two main factors – ease of implementation and expected benefits.
Ease of implementation is likely to be affected by the speciality’s existing level of digitisation, which in turn contributes to staff members’ levels of digital literacy. With a project such as electronic recording of consent, where patients will be required to interact with the system, the expected digital literacy and specific needs of the specialty’s patient cohort will need to be taken into consideration. With an implementation in a maternity setting for example, the patient cohort is naturally limited to child-bearing age. This can be used to assist an initial implementation by selecting a speciality with a patient cohort aligned with the demographics where there is good digital literacy in the wider population (Office for National Statistics, 2019). However, caution must be applied when moving on to implement in a speciality without a narrow cohort as this is likely to introduce other factors which may not have presented during the initial implementation.
Expected benefits to patients, healthcare professionals and the wider organisation must also be considered. The patient and professional benefits can be expected to be similar regardless to the speciality, however the organisational benefits may vary widely. The most significant organisational benefit could be argued to be a financial one, through a reduction of undefendable clinical negligence claims related to missing, poor or illegible paper-based consent documentation. A prudent approach would be to select a speciality where the expected financial benefit is greatest. Individual healthcare organisations will hold their own internal claims data, but national data for England points towards maternity as the area with the highest proportion of all claims by value (NHS Resolution, 2021).
Considering the two factors discussed above and subject to local considerations, an initial implementation within maternity would represent a positive combination of ease of implementation and expected benefits.
The second principle of APM is to deliver on time. While delivery can be affected by many technical and non-technical risks, APM draws on the strong approach to risk management used in Project Management for All to mitigate issues which cause delay (Bentley, 2020, p. 78).
APM focuses on uncompromised quality, which requires a detailed understanding of the needs of the client. Many healthcare IT implementation failures have been caused, at least in part, by a lack of focus on the needs of clinicians and over-emphasis on other administrative needs (Wacher, 2016 p. 21). It is essential that the current clinical practice is understood, so that an effective electronic record system can be designed to fit this, rather than forcing unwanted changes to practice in order to fit with the system. This is especially important as changes to care processes can lead to errors and delays, as well healthcare staff reverting to paper-based workflows (Kim, Coiera and Magrabi, 2017, p. 256).
In addition to understanding existing processes, considering the practicalities of planned interventions is important. Implementation of electronic consent recording is likely to fail if the clinicians do not have access to the required technology in the location where the consent discussion takes place. 
User-centred design is widely accepted as a preferred process and is a certification requirement for electronic health record systems in the United States, due to its positive impact on usability, safety and adoption (Ratwani et al. 2015 p. 1179). Much of user-centred design aligns with the APM principle of collaboration between stakeholders and developers (Bentley, 2020, p. 40).
Eliciting and prioritising clinicians' requirements are vital steps in the design phase of user-centred electronic records. Although the primary focus of the study by Kabukye, de Keizer and Cornet (2020) was specifically on oncology electronic records in low- and middle-income countries, the concept mapping method used would be transferrable to a consent scenario. As identified by Hall et al (2020) there is considerable variation in practice between clinicians' approaches to consent, so involving a cross-section of clinicians from the speciality in the design process is important to ensure that these varying needs are met. Consideration must be given to all users of the existing consent form, and not just those clinicians directly involved in the consent process. For example, a paper consent form will be reviewed by operating theatre staff as part of the safer surgery checklist (World Health Organisation, 2009, p. 98).
At its most simple, an electronic consent recording system is a replica of an existing paper form, with fields to capture written information about the patient, procedure, potential side-effects, and some form of signature or verification by the patient and the clinician. The most complex aspect of the system is likely to be the patient’s signature, due to the complexity of the law surrounding electronic signatures, as comprehensively explored by Mason (2016, pp. 167-179). Adaptable Project Management advocates an incremental development process, which delivers early business benefits that can be enhanced in later development cycles (Bentley, 2020, p. 40).


Measurement
As clearly set out the literature review carried out by Sligo et al. (2016, p. 90), use or non-use of a system is not a measure of success as a system can be used, but without achieving the intended benefits. While the number of users or the number of completed electronic consent forms can provide insight on adoption of the system, this does not measure whether the overarching business aims have been achieved. For example, Pace et al. (2020) comment on the additional time and cost burden of the electronic consent process which was implemented within their hospital, as well as the negative impact on their interaction with patients during the taking of consent.
Considering the original business aim of improving the legibility, completeness, security and retrievability of consent forms, measuring the project success depends on achieving these improvements. This could be demonstrated using pre- and post- intervention audits. Supplementing these with feedback from clinicians would help demonstrate the causality of interventions on improvements in the measures.
Longer term measurements could include the number of undefendable legal cases due to illegible, incomplete or missing consent forms, although an effect on this is likely to be significantly delayed due to the length of time that legal cases can take to reach conclusion.

Improvements
Using electronic methods to record consent leads to a potential to expand the format in which consent discussions are stored. While written consent forms can provide some evidence on the content of informed consent discussions, there can still be differing recollections between the patient and healthcare professional. This can give rise to difficulties in the event of future legal claims as the success of a claim can rest on the risks that were explained to the patient prior to surgery or treatment. The potential settlements in this type of claim can run into many millions, especially in claims relating to the need for lifelong care (Magro, 2017, p. 9). A natural progression from written-only records is likely to be towards audio recording of consent discussions, such as that which was explored in the maternity context by Ivermee and Yentis (2019). As well as providing strong evidence of the content of discussions that may assist if there is a later legal claim, this approach could also assist patients as they could receive a copy of the recording for later review. This may alleviate some of the difficulties experienced by patients in retaining information following preoperative discussion, which was explored by Feiner and Rayan (2015), who found only 15% of the patients in their study remembered what type of anaesthesia they were due to be having when asked at the second preoperative appointment. 
As well as addressing the business aims of improved legibility, completeness, security and retrievability of consent forms, an electronic system allows for easier review of the content of the forms. This in turn allows variation between clinicians or procedure types, such as that identified by Hall et al. (2020), to be examined and addressed as necessary. Auditing of consent against applicable guidance, such as that from royal colleges or other professional bodies is also made less labour intensive. If required by clinicians, electronic consent recording allows for easier introduction of procedure-specific consent forms, such as that developed by Asarbakhsh et al. (2020) for complex abdominal wall reconstruction.
Integration with other electronic systems gives rise to the possibility of further benefits, particularly from a patient safety perspective. Using data from an electronic consent form and automatically comparing this with laterality data from a barcoded implant scanned in the operating theatre could be a strong barrier to wrong-sided operations. Similarly, the consent data could be fed into theatre management systems to flag any differences between the procedure to which the patient has consented, and the procedure recorded on the theatre list.

Conclusion
Electronic recording of consent to treatment is a topic which isn’t widely covered in current literature. Its use in clinical trial consent is well established, and some of the lessons learned are transferrable to treatment consent, although the process and clinician-patient interaction is more complex.
The twin drivers of the Montgomery ruling casting a closer scrutiny on the consent process, and the move to more virtual consultations in light of the COVID-19 pandemic, electronic recording of consent is likely to be an area of future growth.
As with all healthcare IT implementations, good project management is required and the use of a suitable methodology can be a factor in success. If delivered well, electronic recording of consent to treatment will lead to financial, operational and patient experience benefits, as well as building a foundation for future improvements.
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