

	
	
	



[image: ]                      BSc Professional investigation
Module BMPI6000 - Project Proposal
Student Name:  Darren Williams 
Supervisor Name: Alison Cooke

Research Question 
An analysis of the challenges of digital forensic examinations of mobile phones in the investigation of online grooming offences, and how these challenges impact on a police investigation.
Literature Review 
As digital capabilities develop, criminals are increasingly exploiting these developments to target vulnerable people within their criminality. An example of such exploitation is online grooming offences. One tactic exploited by perpetrators is by using social networks and chat sites such as snapchat and Chat Avenue to identify their targets. These platforms can be accessed through internet access on a computer or applications on a mobile device such as a smartphone.
 
The Statista (2018) website suggests that in 2007, the number of mobile phones sold worldwide was in the millions, whereas in 2021, the figures rose to 1.43 billion. As a result, the increase in the use of mobile phones worldwide would provide more opportunities of perpetrators to identify children and target them for their criminal activity. 

When researching online sexual grooming, Villacampa, Jesus and Gomez (2016), note that a higher number of children were victimised when they used a mobile phone compared to other devices such as a laptop or desk computer. A reason for this could be that mobile devices are harder to monitor by parents due to their ability to be carried and concealed compared to laptops and desktop computers.
 
Online grooming offences have increased over the years, which has had an impact on how police investigate this crime type. NSPCC (2022) published an article suggesting that data gathered from 41 UK police forces showed an 84% rise in this offence since 2017/18. This is an alarming increase in victim of crime.

A tactic utilised by police to deal with this increase is by way of a forensic examination of a perpetrator’s devices, however, “research will show that forensic science has been present for years; but digital forensics is still in its infancy” (Sammons, 2014, p. 2). As a result, the challenges of obtaining evidential data from device can have a negative impact on a police investigation. 
 
 
Whilst the Forensic challenges can be an exhaustive list, The research will concentrate on the following four challenges: 
 
Unlocking the mobile phone: 

Occasionally, a suspect will not provide a pin code to a mobile phone which can be problematic in an investigation. Forensic companies are developing tactics to avoid such challenges, such as Cellebrite premium, where Before First Unlocking (BFU) and After First Unlocking (AFU) can be deployed. (Cellebrite, 2023). This research will discuss the strengths and weaknesses of these tactics. 
 
Examination Software Limitations: 

Current mobile phone examination software is limited when attempting to examine new handsets. This software is a reactive tool that requires research and development to adapt to the latest changes made by mobile phone manufacturers, "making it difficult for law enforcement agencies to remain current with new technologies" (Bennett, 2012, p.161). 
 
Third-party applications: 

One of the most impactive challenges of digital examinations, is extracting chat from third-party applications. Levinson, Stackpole, and Johnson (2011) noted that Mobile forensic software tools extract typical data such as call logs, SMS, and internet history but overlook the data contained in third-party applications. The extraction tools used by police to obtain third-party material are limited to grey key and Cellebrite. This research will discuss the strengths and weaknesses of the current tactics.  
 
The demand for mobile phone Examination in investigations: 

The use of mobile handsets within the public arena has drastically increased. A report completed by the HMICFRS (2022) highlighted that over 25,000 devices have been seized and are still awaiting to be examined; therefore, one of the challenges faced by Digital forensic Examiners is to try to reduce the backlog of devices.
 
The research will also discuss how these challenges impact or delay investigation and make recommendations on how to minimise these challenges.  An example of a recommendation is Section 49 (2) Regulation of Investigatory Powers Act 2000 (Home Office, 2018) which gives an incentive to suspects to provide a pin when requested by police. 
 
The rationale behind this research is that whilst there is a lot material on digital forensics, it is suspected that there is a significant gap in knowledge between the Digital Forensic Investigator and the investigating officer when trying to negate the challenges within digital forensics, which in turn, has a negative impact on an investigation. 

Method:

(Aim(s):
This research aims to identify the challenges of examining mobile phones when dealing with online grooming offences, the impact these challenges have on an investigation, and highlight any recommendations to minimise the challenges in future investigations. 

Objective(s): 
· Identify the tactics adopted by online perpetrators concerning online child grooming offences and the necessity of digital examination of mobile phones to investigate this type of offence. 

· Review the tactics of digital forensic examinations of mobile phones and the challenges both examiners and Detective Constables face by completing this line of enquiry. 

· Explore the impact these challenges have on an investigation and how investigating officers can help minimise them. 

· Purpose recommendations on how to improve police tactics when dealing with digital forensic examinations of mobile phones and minimise the impact the challenges have on police investigations.  

Design: 
This project will rely on secondary data, which will be sought by accessing appropriate academic literature such as academic Journals, books, and online material, it will identify and highlight the necessity for forensic examinations of mobile phones when investigating child grooming offences.  
 
This project will also rely on primary data recovered from a questionnaire; these questionnaires will be provided to participants within the field of Digital Forensics Investigators (DFI) and Detective Constables within the Criminal Investigation Department (CID). Goodwin and Goodwin (1996) note that qualitative and quantitative research can be beneficial separately on their own and can provide considerable knowledge and insight for the researcher; however, it also suggests that both methods should be combined during a single study as this will provide a balanced and in-depth understanding of the research and its outcomes. Therefore, this project will rely on both qualitative and quantitative questions within the questionnaire. 

Sample: 
The research will aim to have a minimum of 20 participants in total from two specialist units (Digital forensic Unit and Criminal Investigation Unit). A minimum of 10 participants from each unit. It is hoped that 50 participants will take part in total.

The questionnaire will combine open-ended and closed questions to allow quantitative and qualitative analysis, which will be created and sent via 'teams forms' software.  
 
Each participant will have 14 days to complete the questionnaire, the date to be determined. 
 
The aim of having a variety of research methods over a variety of participants is to ensure a balanced and unbiased view across the project.  
 

Ethics: 
The research will follow the five core ethical research principles “Transparency, confidentiality, voluntary, do no harm, and impartiality “(Biggam, 2021, p.29).  

The purpose of the research will be fully explained to the participants in a briefing document at the start of questionnaire; it will highlight what is expected from them and will cover the consent, highlighting that participation is voluntary, they are free to leave at any time and not all questions need to be answered.  

There will be no age requirements as they will be targeted on their qualifications only. Each participant will, however, be required to be over 18. 

Although the researcher is a serving officer for Dyfed Powys Police, the researcher will have no influence on how the participants manage the challenges mentioned in this research. Each investigation is conducted/ managed differently and is influenced by the persons knowledge and experience. Any working relationships will be fully explained in the dissertation. 

The questionnaire will be anonymised to read participant 1, participant 2, etc.; the only detail of the participant will be the unit they work in. This will allow the researcher to analyse the data and identify the challenges from the perspective of both specialisms. By completing the questionnaire, this will imply that consent has been given. 
 
Due to the nature of this project, the research does not deal with any controversial issues, involve any venerable people, and will not cause harm to the participants.
  
All the data recovered within this project will be electronically stored in a secure folder (password protected), only known to the researcher
 
  
Analysis: 
The data will be collated and analysed as a whole. The researcher will seek out any patterns in responses, outline the challenges and look for any similarities and differences between the group. This will help to identify the challenges and examine whether there is a gap in knowledge between the 2 groups. 

Proposed Timeline 
[image: ]

The Gant chart uses two colours. Blue signifies the time allocated to that task; Red signifies the week of the final deadline.  

Anticipated Outcomes 
I anticipate that this project will identify an increase in use of mobile phones by children and the current strategies used by suspects in the criminality.  

It will show that digital forensic capabilities are still in its infancy and highlight some of the challenges that the DFI’s face whilst completing an examination. It will discuss the positives and negatives of digital forensics to an investigation and make recommendations that can
help educate Investigation officers on how to minimise the impact these challenges have on their future investigations.  
 
This can be achieved by online training that can be created and made available to all officers within the police. Completing this training is expected to significantly reduce the challenges highlighted in this project, decrease the demand on the digital forensic unit during an examination, and help decrease the current backlog of devices waiting to be examined.  

References: 
Bennett, D. (2012) 'A Global Perspective: The challenges facing computer forensic investigators in obtaining information from mobile devices for the use in criminal investigations’, Information Security Journal: A Global Perspective, 21(3), pp. 159 –16. DOI: 10.1080/19393555.2011.65431717. 
  
Biggam, J. (2021) Succeeding with your master's dissertation, a step-by-step handbook. 5th edn. London: Open University Press.  

Cellebrite (2023) Cellebrite Certified Premium Operator (CCPO) Available at: https://www.cellebritelearningcenter.com/mod/page/view.php?id=99088 (Accessed: 20 January 2023).  

Goodwin, W.L and Goodwin, L.D (1996) Understanding Quantitative and Qualitative Research in Early Childhood Education. London: Teachers College Press.

HMICFRS (2022) An Inspection into How well the police and other agencies use digital forensics in their investigations. Available at: An inspection into how well the police and other agencies use digital forensics in their investigations - HMICFRS (justiceinspectorates.gov.uk) (Accessed: 04 February 2023).    

Home office (2018) Investigation of protected Electronic Information, Revised Code of Practice: Available at: CHIS Code draft formatted (publishing.service.gov.uk (Accessed 4 February 2023).
  
Laricchia, F (2022) Number of smartphones sold to end users worldwide from 2021 to 2021. Available at: Smartphone sales worldwide 2007-2022.  (Accessed: 19 January 2023).
  
Levinson. A, Stackpole. B, Johnson. D (2011) Third Party Application Forensics on Apple Mobile Devices: Available at: https://ieeexplore.ieee.org/document/5719010 (Accessed 19 January 2023).
  
NSPCC (2022) Online grooming crimes have risen by more than 80% in four years. Available at https://www.nspcc.org.uk/about-us/news-opinion/2022/online-grooming-crimes-rise/. (Accessed: 19 January 2023).
  
Sammons, J (2014) The Basics of Digital Forensics: The Primer for Getting Started in Digital Forensics. Waltham: Elsevier inc.  

Villacampa. C, Jesus Gomez. M (2016) Online child sexual grooming: Empirical findings on victimisation and perspectives on legal requirements: SAGE Publications 
 
(Total Words – 1594)


	Adapted from UCLAN.ac.uk
	
	



image1.png
Prifysgol Cymru
Y Drindod Dewi Sant
University of Wales
Trinity Saint David





image2.emf
Month 

Week 12341234123412341234123412341234123412341234

Milestones Task 

Outline Propsal  Choose a Subject/Tiltle 

Literature Review 

Method 

Anticipated outcome

Fomal Disposal Dealine (27th February 2023) Make changes based on Feedback

Research in more detail my area of study

Writing Dissertation Research and gather references 

Abstract 

Introduction Overview

Scope 

Aims and Objectives 

Methology 

Structure 

Chapter Overview 

Refine 

Questionnaire  Write 

Refine 

Review questionnaire results and analyse  Write 

Refine 

Write analysis of result  Write 

Refine 

Recommendations Write 

Refine 

Conlusion  Write 

Refine 

Final Review - Grammer - Referencing etc 

Submit Draft (to be determined)

Review and Correct 

Submit Dissertation (3rd November 2023)

June July Aug Sept Oct Nov



Jan Feb  Mar  Apr May 


