Some more advanced Bat commands
with optional switch parameters
Here are some bat commands with some more advanced / options included. And while this module is not specifically a networking module, here are some more advanced Network commands for you to try and maybe incorporate into your Bat scripts. Many of these commands are useful for system analysis and reporting purposes.
Some of these commands need to be run in CMD Administrator mode. To run cmd in Admin mode: Press the Win + R on the keyboard. In the Run dialog box, type ‘cmd’ and then press Ctrl + Shift + Enter.
Note: | clip: To copy the output of any command to the clipboard for further analysis and reporting.
· Ping -t google.com: We can use ping to see if a networked device is up and to see if there are any latency, routing, or congestion issues between the two devices. We can use ping to see if servers and websites are up. It tells us 4 times/4 tests. Use ping -t to continually ping the domain. CTRL C to exit.
· netstat: displays network connections. It tells us what is connected to our computer and what our computer is connecting to. It displays active TCP connections and IP statistics.
· netstat -af: tells us what ports we have open.
· Netstat -o: using the -o switch, netstat can show us the PID for all of our connections. So we can kill/remove/end anything dangerous that is connected to us by using the taskkill command.
· Netstat -e -t 5: Gives us send and receive statistics every 5 seconds.
· netstat -s -p tcp -f: This will us protocol specific statistics -s for TCP stats [-p tcp] and -f foreign addresses. For further information about netstat click-here and here.
· tracert domain.com: The tracert command/utility identifies the route a packet takes between your computer and the destination computer. It tells you the route and how long it takes to get to each router. It provides a map of how a packet travels from your computer to a destination computer. (Same as ‘traceroute’ in Bash).
· route print: this shows the routes the computer will take to get to certain networks, what gateways it will use. It displays the routing table of the computer.
· route add: we can use ‘route add’ to specify the network we want to reach and how to get there. For further information, please click-here and here
· route print | clip: To copy the output to the clipboard for further analysis and reporting.
· ipconfig /all | findstr IPv4: Use ipconfig to find your computer’s IP address. To view more information including your MAC address and DNS Server use /all. Next use a pipe | then findstr IPv4 to filter the result and only see the IP address.
· netsh interface ip show address | findstr "IP Address": The Netsh command utility allows us to monitor and configure our network interfaces. Using these options with the netsh command will only display our system’s IP addresses.
· netsh wlan show wlanreport: This command will generate a report that shows general system information, wireless network information that is saved as an HTML file, which we can open in a web browser.  Run CMD in as Admin/in Admin mode to use this command. Again this command is very useful for system analysis and reporting purposes.
· To learn how to manage networks with the netsh command: click-here. And here.
· ipconfig /release: Append /release to release your IP address. This will refresh all interfaces on your computer. If you only want to release a specific interface, specify which one, e.g. ipconfig /release “WI-FI”.
ipconfig /renew: To reach out to your DHCP server to get a new IP address append /renew. 
· ipconfig /displaydns: To display all the websites your computer knows about and their IP addresses. This is a very useful command to troubleshoot DNS problems.
· ipconfig /displaydns | clip: For analysis and reporting purposes, to copy the output of the command to the clipboard we can use pipe | clip. Open up your favourite text editor/word processor and past it in.
· ipconfig /flushdns: this will delete your DNS cache on the computer removing old dns entries. Keep in it clean. 
· nslookup INSERT-IP-ADDRESS-HERE: To find out which DNS server the domian/website is using.
· Bg. Video: What is DNS?
· getmac /v: To find out you computer’s MAC addresses.
Bg. A MAC address is a unique identifier assigned to a network interface controller (NIC) (aka a NIC card/chip) for use as a network address in communications within a network.
· Powercfg /batteryreport: This command creates a html file on your system where you can view a report about your battery and it’s usage. Copy and paste the URL into the cmd prompt or web browser to view. Or double click on the file. Useful for analysis and reporting purposes.
· assoc: This command shows you which file types are associated with and open with which programs. To change which program a file type opens with, we can use: asoc .bat=Notepad++.exe
Back-up personal files or use the VM provided before using the following commands:
· Tasklist | findstr NAME-HERE: Tasklist outputs a list of all the currently running processes. Append the /? option to display help for that command and to view all the options/parameters you can use with that command. | findstr add a pipe and findstr option followed by a process name/part of a name to find  specific process that is running and identify it’s PID unique process identifier.
· taskkill /f /pid 22636: to forcibly find and end the process/program with that unique PID.
· Chkdsk /f: will go through the computer’s disk, check and fix any errors. /f fixes any structural issues with the file system.
· chkdsk /r searches for corrupted parts of the physical hard drive (while also running chkdsk /f) and tries to recover the data to put it in a part of the drive that isn't damaged. The system may need a restart after using this command. So only use if you are ok with that.
· sfc /scannow: This command runs a System file checker utility and checks the integrity of Windows system files and repairs them if required.
· DISM /Online /Cleanup-image /scanhealth: The /scanhealth option checks if there are any corruptions in the file system/windows image. This is a longer scan. The /checkhealth option will check the integrity of your file-system or windows image. It is a quick scan and will determine if the file-system/image is repairable. /restorehealth option restores the integrity of the file system and OS files and fixes any errors automatically. This process can take a little while and it may appear as if it’s stuck but be patient and wait for it to finish executing. Leave CMD prompt open while it does this.
· Bg. A Windows image file is a file that contains the Windows operating system, the data present on your hard drive, and other executables. The image for Windows can then be deployed to other Windows machines from a single console using MS disk imaging software for Windows.
· sfc /scannow: scans cans your Windows OS system files and fixes, or rather, replaces any corrupted files with non corrupted ones. :THUMB.
